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Overview of the Cyber-Physical Resilience Tool

CPR (Cyber-Physical Resilience) Tool is developed under the SUNRISE project to enhance the cybersecurity posture of critical infrastructure (Cl),
particularly during complex events like pandemics. It aims to support security teams in managing digital threats that may arise alongside other

challenges such as staff shortages or operational disruptions.

CPR integrates multiple modules to provide a holistic view of cyber threats. These include an anomaly detection system validated with real Cl
logs, a risk assessment module that incorporates temporary conditions and physical activity alarms, and a threat intelligence scoring component

enhanced with source confidence evaluation.

The tool aligns with known frameworks such as MITRE ATT&CK for mapping Indicators of Compromise (loCs), helping security analysts
understand attack patterns more efficiently. It also includes features that support NIS 2 Directive compliance through its structured incident

reporting module.

The CPR dashboard enables users to access risk reports, simulate mitigation strategies, and evaluate the effectiveness of cyber defense
mechanisms in real-time. It is designed for ease of use, allowing operators to visualize and respond to threats across cyber and physical domains

quickly and effectively.

CPR is especially valuable for operators of essential services, offering capabilities that strengthen incident awareness, improve response times,

and support decision-making during both normal operations and crisis scenarios.
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This step-by-step training guide provides an overview of the CPR Threat Intelligence Module (TINTED), part of the SUNRISE Cyber-
Physical Resilience Tool. It is designed to help users understand and navigate the key features. It forms part of the training
materials provided for the solution, alongside the training video.
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https://www.youtube.com/watch?v=Jl9mrPEXpTw

Anonymising Sensitive Attributes
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SUNRISE

TINTED supports fine-grained anonymisation of selected data

points.

Set anonymisation options in the environment file:
Replace source organisation name
Choose whether to keep or remove the original event

Tag specific attributes (e.g. IP, passport number, email) for

anonymisation
On publishing:
A new anonymised event is created

Original attribute types are replaced with text, with type

noted in the comment.
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From the Events tab, view existing events created or
Seleccionar archivo  misp.event. 994 json re Ce ived .

Incident Date: 2870572025 0O Event Tag

To share an event:

Receivers From Date:|28/05/2025 0 Until Date: |28/05/2025 ) Select |t from the Share tab

Clear

Slejendro Type Value Encryption  Anonymization  Text Delete C h 0 O S e S peCifi c attri b utes to e n C ry pt O r

fos i : anonymise (e.g. domain, hostname)
lx?h 901d893f665c6f9741aa94 ®
Payload delivery url http//cosonar.medir.ru/gs . .. .
Select the recipient (e.g. another user like Bob)
Network activity url http://www.gzqc.com.cn/l ® .
o ., Click Share to send securely
etwork activity url ttp://www.gzqc.com.cn/t ® elete

Network activity url http://www.zctaozhi.com/ ® L.
Network activity url http://www.zctaozhi.com/ ® S h a red eve nts b eco m e VI S I b l.e 0 n ly to
Network activity url http//www.gzqc.com.cn/t ® d eSig n ated reCi pients.
Network activity domain medir.ru .
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Enabling Contextual Health Trend Data

KNG SUNRISE VM (Kafka) e p——

TINTED CONFIGURATION - - - - #48#588888RRISERARIBRERRIDIIRRISHERRIDIRARIRIRRABORARRIRIARURIORROIORRROSS

TIE CONFIGURATION ----> BUS#SREUBREBHBERESHIRERIRIRRIEREIRIRIBORORER ORI IR IR RO RO IRIBORIROIND
TIE MISP INSTANCE-
=http
URL=https
MISP_ADMIN_API_KEY:
MISP_SSL_VERIFICATION=

M) CLIENT -
M) server is not deployed in the same machine that TINTED is being deployed and the port is not available you can create a tunnel
create a tunnel from TINTED's machine to the machine where the ZMQ server is. You will also need to add host.docker.inter

n docker-compose.yml if you using Linux. Then configure ZMO_CONTAINER_ADL host.docker . internal
ZMQ_ADDRESS=misp_we

ZM_POR
DEBUGPY_ZMQCLIENT_ENAB
DEBUGPY_ZMQCLIENT_PORT=56780

##---- MITRE ATTACK ENRICHMENT
ENABLE_GENERATE_AUTOMATED_ACTION:
ENABLE_MITRE_ATTACK_ENRICHMEN

HEURISTIC SCORE API
ENABLE_THREAT_SCORE=
HEURISTICENGINE_NAME=t ie-heur i gine-api
HEURTSTICENGINE_ADDRESS eur engine-api
DEBUGPY_HEURENGINE
ISTICENG
HEURENGINE

HEALTH_TRENDS_SYN(

GOOGLE_TRENDS_PAR »_trends_parameters. txt
HEALTH_TRENDS_DOWNI 0AD_F0I DF rc/HeuristicThreatScare/user
SERPAPT_KEY=

ENABLE_TEST_GOOGLE_TRENDS=

SOURCE SCORE a2
SOURCE_SCORE=
More--(43%)

SUNRISE VM (Kafka) 78 VM (TINTED LOGS)

Initializing GoogleTrendsScrapper

In GoogleTrendsScrapper start

Added daily scheduler to synchronized context health trends with Google Trends
Sync context health.

* Serving Flask app 'heuristicEngine

* Debug mode: on

* Running on all addresses (0.6.6.0)
* Running on http;//127.6.0.1:51003
* Running on http

* Restarting with stat
Initializing GoogleTrendsScrapper
In GoogleTrendsScrapper start
Added daily scheduler to synchronized context health trends with Google Trends
Sync context health.
* Debugger is acti

* Debugger PIN

Sync context health ...

Sync context health.

Sync context health.
context health.

context health.
google_trends_scrapper: Trend for keyword "gripe":1.1583383436261252

trends scrapper: Trend for keyword “covid":2.150185710725992
trends_scrapper: Average trend: 1.6542620271768584

context health ...
trends_scrapper: sent health trend

context health...

context health.

context health .

context health.

context health ..

context health.

context health.

context health...

SUNRISE

Health trends (e.g. flu, COVID) are used to enrich
threat scores

Enable in the configurations:
GOOGLE_TRENDS_MONITORING = true
Set a daily sync time

Add a list of search terms (with language and
region) and a Google API key

Trend data is retrieved and scored daily



Generating & Reviewing Trend Events
o SUNRISE

+ Trend scores are packaged into a MISP event
+ These include:

» Average scores for each keyword
g Event info vn

#Aur. #Corr. Creator user Date Lastmodified at T Published at Info

3 admin@admin test 2025-03-12 20250523 08:35:24 [SUNRISE] CPR - Contextualization of health trends for threat score ) E e nt m etad ata a n d sea rch a ra eters
producer="Paio Alto™ 83 admin@admin test 2026-05-12 2025.05-2308:1711 2025-05-130230:18 OSINT - Threat Brief. CVE-2025-31324 V p I I I
[-] tip:ciear

at [ to:white
2105 4 admin@admin test 202407-03 2025-05-23 023011 Tor exit nodes feed

type="block-or-filter-list™

le source-reliability="d" - - -
442 1 admin@admin test 2024-07-04 2025.05-23 023009 blockrules of rules emergingthreats net feed Th e eve nt I S d I S p l.ayed I n th e M | S P d a S h b O a rd a n d
% admin@admin test 2018-08-14 2025.05-14 122156 2025.05-1502:30.02 [TIA-REPO Consumption] KeyPass ransomware
58 2 admin@admin test 2025-03-06 2025-05-00 1041:39 2025-05-00 1041:35 OSINT - GreyNoise Observes Active Explotation of Cisco Vulnerabilitic p a S S ed to th e C P R ri S k e n g i n e Vi a Kafka
Typhoon Attacks

9985 2 admin@admin test 2024-07-04 2025.05-23 02:30.09 2026.05-230230:12 ELLIO: IP Feed (Communy version) feed

~

@ TIE: Threat-Score="Low”™

misp-galaxy:stix-2.1-attack-pattern="9b611c31-5b02-5902-b9e8-17712d515d41" IR admin@admin test 2025-03-03 2025.04-25 10:4020 2025.04-25 10:40:15 AA25-071A Stop Ransomware: Medusa Ransomware




Verifying Logs & Threat Data Flow

K37 SUNRISE VM (TNTED LOGS)

{ll\sp event" [], “CryptographicKe: (], "EventReport": [], “(mldxy [{"Galaxy": [], "ShadowAttribute": [], “category": "Other", “commeni
: v, "deleted":[BlM, “"disable_correlation” , "distribution”: "5%, ve d": "1495404", "last_seen": fill, "object_id": "22602", “object_r¢
ation": “title", "sharing_group_id": "", “timestamp 747988768", “to_ids" . 05911497-4975-4629-a802-8bec f 388c4fa" , “CPR - Contextualizatior
f hea\th trends for threat score”}, {"Galaxy": [], "ShadowAttribute": [7, "(a(egory "comment" : "deleted":[fl88, "disable_correlation”: |8, "distribution": 5", "e\
nt_id 1d": “1495405", "last_seen": filll, “objec object_relation": “summary", "sharing_group_id": "",
., o ' “1de0f f6c -9616-4afd-b7bd- Ibfedc73adaa", “valu rend_score': 1.6542620271760584, 'keywords': 'gripe, covid'

“comment”: “*, “deleted" “disable_correlation “distribut o 7 1470", "first_seen
"object_id": bject_relation": "t 1747988708 , “typ text", “uuid
falue”: "google-trend“}], “ObjectReference” omment": “*, to describe a report along with its metadata
nt_id": "1470", "first_seen "id": 23 _seen" § y “nam po; shar ing_gr 0", "template_uuid
le19182df", “template_vers iof 354f6b3-67ec-47d2-95a3-bed0fedo654b"}], "0rg": {"id “loca

j0a2-417c -b9d8- eeaae36b4d7: ocal " : S “Eviden”, “"uuid": "fc3c5808-aba2-417c-b9d8-eeane36bad7d"}, "RelatedEvent"
2", “disable_correlatio 39
d:

‘event_creator mall". adm in@adm in . test"

“proposal_email_lock" P : [, "publish_
, “sharing_group_tid" 2 umaau- 8f60-4aef-b3dd- lssamndeel"))
[], "CryptographicKe: E (1" | [("(.alaxY (], "ShadowAttribute": [], “category": "Other", “commeni
ISIS8, "disable correlation” " 59, “147 aull "1495407", “last_seen": [ill, "object id": "22603", “object re¢
haring_group_id": “6", “timestamp": "1747989324" _ids": ype*: "00420b53. 05¢5-46bc -a02f - aaT8075116¢ *, “"valu CPR - Contextualizatior
ot health lrends for threat score"} (“Galdxv : (1 "ShadouAllr\buM"' (], “category : ", “deleted":| M, “disable_correlation”:|ill8l, "distribution”: "5", “"e\
"1470", “first seen: filll, "wd": 1495408 s "object_relation": "summary”, "sharing_group_id": "0", "tunestamp": "1747989324", "to_ids
(; "uuid": "eb9azbo1-37cd-452d-aalf-ac8f603ad5co! {*trend_score': 1.6542620271760584, 'keywords': 'gripe, covid'}"}, {"Galaxy": [], "ShadowAttribute"
“comment": "*, “deleted" : | iINS “distribut io “event id": "1476", "first_seen": [illl, "id": "1495409", "last_seen
“: "22603", “"object_relation”: A : p ‘1747989174' ids:[URE, "type": "text", : "42071071-841d-41c3-943c -5d396199f4al

'google-trend"}], “ObjectRef E3% 5 des(r\pnon rt object to describe a report ta.", "distribution": "5", “e\
2 “1470", "first_seen": [l d i ‘meta-category”: “misc m “report"”, "sharing_group_ \d % X 0a68471-df22-4e3f-aala-5a:
e19f82df", “template_version": “8", fc6dal8-5a91-4a75-9ba1-88¢a0043ca51"}], "0rg": {"d “"Eviden®, “uuid": "fc3c5808-
Joaz-417¢ -b9d8-eeaae36b4d7d"} loca “Eviden” *fc3c5808-a0a2-417¢ -b9d8-eeane36b4d7d"}, "RelatedEvent™: [1, hadowAttribute": [], “analysi
, "attribute_count": “disable_correlation” ", Uevent creator_email": “admingadain.test", “extends uuid" 1470", '

"
BN, “pyblish.

, “distribution”:

SUNRISE

TINTED logs show:

Daily health trend sync operations

Kafka messages confirming MISP event
forwarding

Monitor logs to confirm:
Successful event creation

Transmission to the Risk Assessment module
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Thank you for following the training.

For more information:

m This project has received funding from the European Union’s Horizon Europe

research and innovation programme under Grant Agreement No. 101073821

The material presented and views expressed here are the responsibility of the author(s) only.
The EU Commission takes no responsibility for any use made of the information set out.
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