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Overview of the Cyber-Physical Resilience Tool

CPR (Cyber-Physical Resilience) Tool is developed under the SUNRISE project to enhance the cybersecurity posture of critical infrastructure (Cl),
particularly during complex events like pandemics. It aims to support security teams in managing digital threats that may arise alongside other

challenges such as staff shortages or operational disruptions.

CPR integrates multiple modules to provide a holistic view of cyber threats. These include an anomaly detection system validated with real Cl
logs, a risk assessment module that incorporates temporary conditions and physical activity alarms, and a threat intelligence scoring component

enhanced with source confidence evaluation.

The tool aligns with known frameworks such as MITRE ATT&CK for mapping Indicators of Compromise (loCs), helping security analysts
understand attack patterns more efficiently. It also includes features that support NIS 2 Directive compliance through its structured incident

reporting module.

The CPR dashboard enables users to access risk reports, simulate mitigation strategies, and evaluate the effectiveness of cyber defense
mechanisms in real-time. It is designed for ease of use, allowing operators to visualize and respond to threats across cyber and physical domains

quickly and effectively.

CPR is especially valuable for operators of essential services, offering capabilities that strengthen incident awareness, improve response times,

and support decision-making during both normal operations and crisis scenarios.
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This step-by-step training guide provides an overview of the CPR Incident Reporting Module, part of the SUNRISE Cyber-Physical
Resilience Tool. It is designed to help users understand and navigate the key features. It forms part of the training materials
provided for the solution, alongside the training video.
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https://www.youtube.com/watch?v=vaEINrQ8G7E&t=47s
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Upon registering an incident, tasks are
automatically created in TheHive following the
voo BPMN-defined workflow.

Tasks include stages such as incident
" sl wmwa e 860 classification, managerial judgement, and risk
re-evaluation.

Once the classification is confirmed, a managerial
review task is launched to validate or adjust the
classification decision.
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If the incident is classified as Significant, an Early
Warning is triggered according to the NIS2

SUNRISE Notification about incident (TrainingVideo_v1) b « d - t.
® aire.csdeu@gmail.com Ve Irec Ive.
- -
The incident reporting process on the secunity event TrainingVideo_v1 ([SUNRISE][level 6] 31171 SQL injection attempt ) has been updated New nisk assessment is: high An a uto m ati C n otification ema il iS Se nt to:

Service beneficiaries
Supervisory Authorities

# IncidentReport_NIS_NIS_INSIEL_20250520_084014.pdf

MODELLO DI NOTIFICA INCIDENTE

e s Emails are configured through the CPR
Sezione A: Soggetto che effettua la notifica daShboard’ Wlth the initial report PDF
o Eme automatically attached.

Ruolo e rivestiti [Data Protection Officer

Indirizzo PEC e/o e-mail [lorenzo lamas@sunrise com

(678123456

Utteriori infor utili |

Sezione B: Dettagli dell'operatore/fornitore

Dy e [INSIEL
ragione sociale

Indirizzo sede legale
(indicare anche il nominativo del
rappresentante legale dell'azienda in Italia)

Via San Franceso DAssisi. Trieste. 34133 ltaly




Countermeasures Evaluation R

& Integration ==
SUNRISE

Countermeasures tasks are generated after the
Early Warning.

Countermeasures received from CSIRTs can be:

Logged in TheHive

e i Registered via the AIRE dashboard

Enterprise software applications
Banking-related user applications/software v

If other systems/components affected, please

specify: = =
et Once evaluation is complete, tasks are closed, and
Escalation procedures and countermeasures Higher level of internal escalation (Outside any periodical reporting procedures) # = = =
E f Crisis mode has been or is likely to be triggered
;a::\‘/::?:e/":o be activated as a consequence O Bg:samva(ed s been or is likely to be trigger a n ew rl s k re po r-t IS trl g g e red .
DRP activated v

Specify other escalation procedures / ierability CVE-2023-13536)

countermeasures:
Systemic Risk (impact of the incident on the The incident has been or will probably be replicated at other Financial Institution or PSP » R T k l- t' - h d l d b th ( : P R R- k
whole financial market). The incident has compromised or will probably compromise the sound operation of the financial system I S re - eva u a I O n I S a n e y e I S

The incident has affected or will probably affect the smooth functioning of financial market infrastructures

Other

e ek : Assessment module and can be visualised in the

Commercial channels affected Branches

ooy R dashboard.

Mobile banking »

Other commercial channels affected

Business lines affected. Corporate Finance
Commercial Banking
Asset Management
Trading & Sales



Risk Re-Evaluation Process
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Risk updates are sent via Kafka messages to the
CPR Risk Assessment module.

The system updates the risk status (e.g., from
high to medium).

*,"source
C

’ 1sis

g 5 ACp
Lied patch to vulnerability C

CERCA dashboard provides additional
granularity on:

Asset-level risks

Risk assessment
Impact of applied countermeasures

Risk Model Qualitative Typical Loss Worst Case
WRPE: Session Fixation medium 555.0€ 7200.0€
WRP8: SQL Injection medium 45850.5€ 664982 9€



Data Conversion & Report Generation

List of tasks (8 of 8)

Group

Date

05/20/25 10:26

05/20/25 10:27

05/20/25 10:55

05/20/25 10:55
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After closing the managerial judgement task, a Data Conversion

task is launched in TheHive.

This triggers automatic generation of reports for:
NIS2
GDPR

The Incident Reporting Data Converter Responder creates

tailored reports with:
Incident details
Indicators of Compromise (I0OCs)

Risk assessment summaries



Review & Export of Reports

Organizar > Nueva carpeta

v @ Susana, Eviden

. - and include:

Bl 547023197@12367226b_12-05-2025_038434_G47040456_G47023197_borradorsx_009.
Aschivos de chat de Microsoft T

B2 ExportowWParcelaYRecintos-4028
Avchivos de chat de Microsoft ¢ Z

B3 25-A01 GG ALFREDO DEL POZO MARTIN_10052025
ATOS

]

——
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a: - Reports are accessible from the AIRE dashboard

—— i —— Excel (GDPR): General info, breach specifics, 10Cs,

§ Documentos 30 tnvirtansDannt £ND0 (VDD invial KN ATIAS 11
ng  ReadyReporting  Reported d - k l .
anda risK anatysis.
Filename
~ Ocultar carpetas Guardar Cancelar
JDPR_GDPR _insiel_:
Test3 Template_Notification_GDPR_v1 xlsx IncidentReport_ GDPR_GDPR
INSIEL_EventDemo_1 Template_Notification_GDPR_v1.xlsx Incid GDPR_GD | C d . k
Event001 Template_Notification_GDPR_v1.xlsx IncidentReport_ GDPR_GDPR _insiel_20250502_103656.xIsx : S a n rl S re pOI ts -
TrainingVideo_v1 Template_Notification_GDPR_v1.xlsx In 1 GDPR GDPR insiel 20250520 085905 xisx
TrainingVideo_Incident Template_Notification_GDPR_v1.xisx Incid ort GDPR_GDPR _insiel_20250516_100848 xlsx

e = Authorities.

the data breach ImpactedComp : Enterprise applications; ;
Nature of the incident (device lost or stolen / paper lost or
stolen or left in insecure location / mail lost or opened /
hacking / malware / etc) SQL injection
Circumstances in which the breach was discovered
(internal notification of the loss of hardware, internal

P 1 notification,
etc) EventDetection: IT security ;
Type of breached data (Regular data; Special categories
of data) per a_category: Contact data; ;

How many data subjects are affected by the personal data
breach, if applicable? 0
Categories of data subjects affected (customers,

tients, children, etc. datasubject_category: Employees; ;

Integrity breact®®

Actions planned and / or already taken to address the
personal data breach / to address and mitigate the
| data security breach

LA

Actions planned and / or already taken to prevent similar

PDF (NIS2): Summary report, with annexes listing

Reports are ready for submission to Supervisory
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Thank you for following the training.

For more information:

m This project has received funding from the European Union’s Horizon Europe

research and innovation programme under Grant Agreement No. 101073821

The material presented and views expressed here are the responsibility of the author(s) only.
The EU Commission takes no responsibility for any use made of the information set out.



https://sunrise-europe.eu/
https://sunrise-europe.eu/
https://sunrise-europe.eu/
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