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Executive Summary

This deliverable (D2.5 — Strategy Validation Report V2) presents the outcomes of the second and final
validation cycle of the SUNRISE Strategy and its associated Risk Management Tool. It builds on the
previous deliverables D2.2[1], D2.3[2], and D2.4[3], as well as on the interactions and contributions
collected through the pan-European meetings (D1.2[4]) and working group discussions on pandemic
resilience (D1.3[5]). The report addresses a key challenge within the SUNRISE project: ensuring that
the proposed strategy, originally designed as an interdisciplinary and model-driven framework, can be
realistically applied by critical infrastructure (Cl) operators and public authorities across diverse
national and sectoral contexts.

The validation activities were carried out between project months 19 and 34 and involved a mix of
national and pan-European workshops, complemented by two validation events with institutional
stakeholders from Slovenia, Spain, and Italy. The SUNRISE Strategy was widely recognised as a
coherent and adaptable framework, suitable for both preparedness planning and operational
response, thanks to its structured methodology grounded in PDCA and OODA cycles. The Risk
Management Tool — including its What-If simulation engine, epidemiological model, and cascading
effects module — was positively received for its capacity to support scenario-based decision-making,
although several areas for improvement were identified, including interface simplification,
terminology clarity, and better integration with existing data infrastructures.

These observations informed a series of targeted enhancements introduced between the two
validation rounds. Key improvements included the development of a comprehensive user handbook,
the introduction of dual economic and qualitative impact scales, expanded epidemiological modelling
with regional granularity, and a more refined approach to simulating systemic interdependencies
across Cl sectors. Across all events and validator interviews, a consistent strength emerged: the ability
of the SUNRISE approach to support a shared understanding of interdependencies and cascading risks.
This systemic perspective was seen as essential for prioritising countermeasures and ensuring
coordinated, multi-sector responses.

While the project is nearing its conclusion, the outcomes of this deliverable point to several directions
for potential follow-up. These include the integration of the Strategy and Tools into national and
regional preparedness plans, the extension of training and demonstration activities to other Cl
domains (e.g. cybersecurity, climate resilience), and the alignment of the toolset with existing EU
regulatory frameworks such as Network and Information Security Directive 2 (NI1S2) [6] and the Critical
Entities Resilience (CER) Directive [7]. Overall, this deliverable confirms that the SUNRISE Strategy and
tools have reached a level of maturity suitable for real-world adoption, offering a solid foundation for
future operational, institutional, or policy-driven developments.
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1 Introduction

1.1 Purpose of the document

The purpose of this document is to provide a comprehensive overview of the validation process of the
SUNRISE Strategy and its supporting tools, as foreseen in the Description of Action (DoA) and in line
with the overall project roadmap. The validation activities, carried out under Task 2.5, were structured
in two cycles — the first between months 13 and 18, and the second between months 19 and 34 —and
involved four critical infrastructure authorities: MZI (Slovenia), MIR-CNPIC (Spain), ISS and FVG (ltaly).

This Deliverable aims to:

» Present the methodology and objectives guiding the validation process.

» Describe in detail the events organised throughout both validation cycles, including national and
pan-European workshops.

» Summarise the feedback collected from institutional stakeholders and Cl operators who took part
in the validation activities.

» Explain how this feedback was analysed and translated into actionable inputs for improving the
SUNRISE Strategy and the Risk Management Tool.

» lllustrate how the revised elements were integrated into the updated version of the Strategy.

» Report the final observations and recommendations shared by the validators on the last version of
the Strategy.

By doing so, the document ensures transparency and traceability of the iterative validation process
that underpins the SUNRISE approach. The validation focused on assessing the usability and added
value of the strategy and its tools in key areas such as climate and disease modelling, pandemic-specific
risk assessment, and the economic evaluation of response measures. This step was essential to align
the project’s outputs with the real operational needs of Cl operators and public authorities, ensuring
practical relevance and applicability across different national and sectoral contexts.

1.2 Relation to other project work

This document has been developed in line with the objectives and activities outlined in the Description
of Action (DoA), specifically under Task 2.5, which foresees the validation of the SUNRISE Strategy and
its tools through two iterative cycles involving key critical infrastructures (Cls) stakeholders. These
activities contribute directly to the Strategy goal of improving awareness, preparedness, and resilience
of Cls to complex crises such as pandemics and climate-related disruptions.

The document is also closely aligned with the project roadmap, as it builds upon and feeds into a set
of interrelated deliverables. In particular, it is directly linked to:

» D2.2 —Strategy for Awareness and Resilience of Cls V1[1], which presented the initial version of the
SUNRISE Strategy based on preliminary research and conceptual design.

» D2.3 —Strategy Validation Report V1[2], which reported the results of the first validation cycle and
outlined preliminary feedback and improvement areas.

» D2.4 - Strategy for Awareness and Resilience of Cls V2[3], which integrated the feedback collected
during the first validation cycle into a revised version of the Strategy.

» D1.2 —Pan-European Meetings with Cl Stakeholders [4], which provided valuable opportunities for
engaging a broad range of actors, including Cl operators and public authorities, and for gathering
insights that were considered during the validation process.

» D1.3 — Working Group on Resilience to Pandemics [5], which supported cross-sectoral and cross-
country exchange of practices and perspectives, complementing the technical validation activities
reported in this document.

Taken together, these deliverables represent the iterative and participatory nature of the SUNRISE
project, in which each validation cycle serves both as a checkpoint for assessing progress and as a
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source of input for further refinement. The present document contributes to this process by ensuring
continuity, coherence, and integration across the project’s strategic components.

1.3 Structure of the document

The objective of this subsection is to provide readers and reviewers with an overview of the
document's structure and to offer a brief insight before moving to the core content.

The document is organised into four main chapters:

4

Chapter 1 — Introduction: This chapter provides the background and context of the SUNRISE
validation activities. It outlines the purpose of the document and clarifies the main objectives of the
validation process within the framework of the project’s strategy.

Chapter 2 — Validation Plan: Execution of the Second Phase: This section focuses on the second
phase of the validation activities. It describes each validation event carried out, highlighting the
methodologies applied and the contribution of the stakeholders involved.

Chapter 3 — Result Comparison Report: This chapter explains how the feedback collected during the
validation events was processed and translated into concrete improvements to the SUNRISE
Strategy and tools. The results include the development of additional materials, such as a handbook
annexed to this document, aimed at supporting implementation. The chapter also presents the final
feedback received from decision-makers on the revised version of the strategy and tools.

Chapter 4 — Conclusions: The final chapter offers a concise overview of the validation process as
presented throughout the deliverable. It summarises the main outcomes of the second validation
cycle and provides concluding reflections on the overall effectiveness and relevance of the SUNRISE
approach.

This structure ensures a logical progression from the background and methodology to the concrete
outcomes and strategic implications of the validation activities, supporting the reader in understanding
the rationale and added value of the process.
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2 Validation Plan: Execution of the Second Phase

The plan for the Strategy validation was presented in Deliverable D2.3 — Strategy Validation Report
V1[2], which included a detailed explanation of the subject of the current validation (the Strategy and
its tools), the validation bodies involved in the process—the Slovenian Ministry of Infrastructure, the
Spanish Ministry of Home Affairs, the Friuli Venezia Giulia Autonomous Region, and the Italian National
Institute of Health—the report of the first validation phase, as well as a description of the approaches
and methodologies envisaged for conducting the second phase of the validation.

This Deliverable therefore outlines the implementation process of the second phase of the validation
plan, providing a detailed description of the activities carried out, the results achieved, the challenges
encountered, and the corrective actions undertaken. In particular, it documents the application of the
developed Strategy tools and the involvement of the identified validators, with the aim of testing their
effectiveness in terms of usefulness for Cl operators and the degree of acceptance by end-users.

4 -
. . ﬁ c:} Y Y

o 0 LI
E———— |
Feedback Feedback Feedback Feedback
M20 processing processing M25-26 processing M31-32 processing M32-33 M34
Third national 2" Second and First Validation =~ and Second ~and Results Final
workshop infegration international ~ I"tegration Event integration  Validation Event  integration analysis and  validation

workshop comparison release

Figure 1 - SUNRISE Strategy Validation Plan roadmap v1

The second phase of the SUNRISE Strategy validation began following the publication of the Strategy
in March 2024 (M18). This phase consisted of several events that not only directly involved the
validators but also engaged critical infrastructure (Cl) operators from the consortium, as well as
specially invited Cl operators. This phase can, in turn, be divided into two sub-phases: the first, held
from M20 to M28, focused on the evaluation of the first version of the Strategy, while the second, held
from M32 to M33, focused on the validation of the second, updated version of the Strategy.

Unlike what was initially foreseen in the validation plan described in Deliverable D2.3 [2], which had
scheduled four events for the validation process (the third national workshop, the second pan-
European workshop, and two validation events), during the course of the process both the fourth
national workshop and the third pan-European workshop were also integrated. This was done to
broaden the user base involved in testing the Strategy and its tools and to maximize feedback
collection.

Based on these adjustments, each of the two sub-phases was structured around three events. The
events related to the first version of the Strategy were:

» Third National Workshop (M20)
» Second Pan-European Workshop (M21)
» First Validation Event (M27—-M28)

While for the validation of the second version of the Strategy, which had been enhanced and refined
based on the feedback received, the following events were held:

» Fourth National Workshop (M32)
» Third Pan-European Workshop (M33)
» Second Validation Event (M33)

Document name: \ D2.5 Strategy validation report V2 12 of 76
Reference: D2,5 Dissemination: Version: Status: Final




A
SUNRISE

It is important to highlight that, in this context, the Strategy was one of the topics addressed during
the workshops, whereas the validation events focused exclusively on the Strategy, with the sole
purpose of conducting its validation.

2.1 Third National Workshop

The third national workshop represented an opportunity to present the first complete version of the
Strategy to the validation partners, as well as to other national stakeholders invited to participate. The
event is described in detail in D1.3 [5].

To provide a comprehensive overview of the Strategy and demonstrate its potential applicability in a
real-world scenario, a storyline was developed based on the hypothetical outbreak of a respiratory
virus. This also allowed for the collection of data and information useful for refining the
epidemiological model.

The workshop, entitled “Building Tomorrow: Strategy and Tools for European Infrastructure’s
Resilience in Future Pandemic and Climate Scenarios”, was held in Italy and Spain on 22 May 2024, and
in Slovenia on 23 May. The event was structured into three sessions.

The first session, Overview of the SUNRISE Strategy, presented the foundations and processes of the
SUNRISE Strategy, encouraging discussion among working groups and collecting feedback. The
following questions were posed to participants:

» Given the five basic steps and their respective sub-steps, do you see any aspects currently missing
from the overall process?

» Asthe process is driven by information, which data sources (national or international) do you think
should be included?

» Regarding potential consequences, do you believe any additional domains should be addressed
during the analysis?

» Based on this brief overview of the SUNRISE Strategy Process, how easy or difficult would it be to
integrate it into existing processes within your organization?

The second session, Epidemiological Scenario, presented an alternative pandemic scenario (different
from COVID-19), specifically designed to assess the impact on the human resources of critical
infrastructures. Through a questionnaire, the distribution and profile of workers, their roles and
behavior in case of infection risk, daily employee contacts, and the organizational preparedness of
operators were analyzed.

The third session, Risk Assessment Tools and What-If Analysis — CASSANDRA, showcased two key tools
of the SUNRISE Strategy: the Risk Management Tool and the CASSANDRA “What-If” Analysis module.
During group activities, practical demonstrations were conducted, allowing participants to observe the
profiling of selected organizations.

Following the presentation, participants were introduced to the validation survey prepared using the
EU Survey web tool, which they were invited to complete. A copy of the questionnaire is available in
Annex |: SUNRISE National Workshop Risk Management Tool Survey.

The final section of the survey also included an option for participating organizations to provide an
email address to receive an invitation to register for the Risk Management Tool.

2.1.1 Results

Regarding the presentation of the Strategy, the discussion among participants enabled a deeper
exploration—guided by the above-mentioned questions—of four strategic thematic areas relevant to
strengthening systemic resilience.

In response to the first question, participants highlighted the need to adopt structured tools for
monitoring the implementation of proposed actions. In particular, the importance of regularly
reviewing action plans was emphasized, with a specific focus on the interdependence between critical
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infrastructures, in order to ensure an integrated and coherent approach to the implementation of
resilience strategies.

The second thematic area concerned the management of data and performance indicators (KPIs).
Several proposals were put forward to integrate performance metrics capable of supporting decision-
making, through the use of dynamic dashboards, self-assessment tools, and simulation models. These
elements aim to enhance forecasting capabilities and measure the effectiveness of interventions.

The third area focused on emerging domains and the expansion of risk factors to be considered. Key
topics discussed included mental health, increasing digitalization, and geopolitical instability.
Participants stressed the need for holistic approaches to resilience, able to integrate social,
technological, and institutional aspects into a systemic vision.

In response to the fourth question, participants generally expressed openness to adopting the
Strategy, noting that with clear instructions and adequate guidance, implementation could be
realistically achieved based on current experience. However, while technical integration was not seen
as a barrier, concerns were raised regarding the political and organizational willingness to proceed.
Additionally, the Strategy was deemed to require a certain level of flexibility to allow for periodic
revision and updates. Another key insight that emerged was that the SUNRISE Strategy Process could
prove particularly useful in identifying situations where a Critical Infrastructure (Cl) is overburdened
with responsibilities that exceed its capacity. In such cases, the Strategy could help define intervention
mechanisms involving other government entities to provide appropriate resources and support.

In the second session, across all three workshops, it became clear that while there are national and
organizational differences, the composition of personnel shares common elements and faces similar
challenges.

The participating organizations generally had a similar workforce structure: most employed between
100 and 1,000 staff, with age groups concentrated between 35—49 and 50-59 years. The proportion
of workers living with children was difficult to quantify due to a lack of formal data but was estimated
to range between 25%-50% and 50%—-100%. A central topic of discussion focused on distinguishing
between essential and non-essential workers, as well as their expected behavior in the face of
increased infection risk.

In all three countries, essential workers made up a significant proportion (25%—100%) and were
perceived to be at high risk of infection. In such scenarios, essential staff would likely continue working
or request remote work; non-essential personnel would almost always opt for teleworking. Predicted
absenteeism (due to illness or caregiving responsibilities) was estimated between 25%-50%, varying
according to the need for physical presence.

The analysis of daily contact numbers revealed differences based on professional roles: technical and
operational roles reported between 10 and 50 contacts per day; commercial roles in some cases
reached 50-100 daily contacts. Managerial and administrative functions typically reported fewer than
10 daily contacts.

Regarding organizational preparedness, all countries agreed on good reactivity: most organizations
indicated they could implement measures within one week, or within two in the absence of external
directives. Existing business continuity plans were largely considered adequate even with reduced
staff, especially where process digitalization was possible. The idea of conducting internal surveys to
improve epidemiological modeling was well received, with particular attention paid to data protection.

The analysis of feedback collected during the tool demonstration sessions revealed the following
insights:

Firstly, in terms of usefulness and clarity, the tools were generally positively evaluated. Participants
acknowledged their effectiveness, particularly in terms of customizing risk profiles based on the
specific characteristics of the organization or sector.

However, some difficulties were noted—particularly among ltalian participants—in identifying NACE
codes, due to the use of the ATECO classification system in Italy. There was also a need to improve the
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alignment between the proposed countermeasures and the impact categories, to ensure more
accurate associations between threats and operational responses.

In terms of alignment with industry standards, the tools were generally seen as consistent with best
practices in risk management, although with room for improvement. In particular, the need to better
contextualize the tools to specific operational environments was highlighted, along with the
development of features more oriented toward prevention.

Regarding adaptability, participants recognized the tools’ versatility, with particularly high potential in
private sector settings—thanks to greater organizational flexibility and better integration with internal
risk management processes.

Finally, 13 participants agreed to sign-in their organizations to the Risk Management Tool and provided
an e-mail address.

2.2 Second Pan-European Workshop

The second Strategy validation session was held during the second pan-European workshop. This event
provided an opportunity to present the work carried out—both in terms of the development of the
Strategy and the constituent modules of the tool—to users from a broader range of countries and
participants.

The Cross-border Collaboration Workshop, also described in detail in D1.3 [5], took place online via
the Microsoft Teams platform on 6 June 2024. The validation session initially focused on presenting
the Strategy, followed by a demonstration of the Risk Management Tool, specifically its Profiling and
Dashboard sections. The role of the digital platform as a support for the application of the Strategy
was also contextualized.

The validation session involved four “virtual roundtables,” each of which discussed a series of targeted
guestions. The following questions, here organized by topic, were designed to validate the Strategy
and several modules of the tool presented.

Strategy:

» Do you see any aspects that are currently missing in the overall strategy process? How easy or
difficult would it be to integrate it into existing processes in your organisation?

» Are there any data sources (nationally or cross-border collaboration) or affected domains missing
from the strategy process?

What-if functionality:

» From your point of view, what information is relevant for Cl operators in the ‘What If analysis'
functionality?

Risk Management Tool:

» How do you identify personnel within your company who can provide the data required by the
strategy process tools?
» How much time would you be willing to dedicate to using the strategy process tools?

Epidemiological Model:

» Are you aware of pandemic plans or recommendations for the Cl branch in your country or other
countries?
» Are you ready to take part in activities for the development and evaluation of pandemic plans?

2.2.1 Results

The discussions held at the four virtual roundtables revealed a shared perception that the proposed
Strategy is built on a sound overall framework. Suggestions for improvement focused primarily on its
integration with organizational specificities and inter-institutional coordination.
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In response to the first question, Roundtable 1 emphasized the importance of both domestic and
international collaboration, noting that the pandemic exposed current limitations in border
management and transport continuity. Similarly, Roundtable 4 highlighted the need to tailor the
Strategy to individual organizational contexts, avoiding overly generic approaches and emphasizing the
importance of addressing the temporal dimensions of crises (before, during, and after the event).

Roundtable 3 pointed out a lack of standardization in the formalization of requirements between
coordinating bodies and service providers, noting that certifications such as ISO 31000 are applicable
only in certain contexts. All roundtables agreed on the need to strengthen the connection between
policymakers and Critical Infrastructure (Cl) operators, encouraging greater involvement of the former
in risk assessment processes.

On the topic of data access and sharing, both nationally and across borders, participants across all
tables stressed the need for clear and coherent guidance from governmental bodies, supported by
effective communication between institutions. Roundtable 2 specifically highlighted the importance
of including security, privacy, and education domains in strategic processes, underlining that in
emergency situations, regulated use of sensitive data for strategic purposes should be enabled, as
already partially addressed in Article 6 of the GDPR [8].

Roundtable 4 noted that many of the most useful data sources — such as those collected from loT
devices — are privately owned and not shared, creating obstacles to responsiveness. Furthermore,
even when data is shared, there is often a lack of capacity to interpret it effectively for the intended
strategic purposes, a point particularly discussed by Roundtable 3.

Regarding the data requirements of the "What-If" functionality, all four roundtables agreed on the
importance of ensuring data accuracy, timeliness, and the representation of interdependencies.
Participants proposed several additional features to be considered for integration, though not all may
be applicable within the current scope of the project:

» Collaboration between Cl operators and tool developers (Roundtable 1)

» Interdisciplinary approach and systems thinking (Roundtable 3)

P Stress test simulations for unexpected events (Roundtable 3)

» Time-based prioritization and supply chain continuity tracking (Roundtable 4)
» Consumption forecasting and cost-benefit modeling (Roundtable 1)

There was a broad consensus on the need for continuous training and a general willingness to provide
feedback to improve the tool's functionalities.

In relation to the fourth question, all roundtables recognized the importance of a structured and
multidisciplinary approach to identifying personnel capable of providing the data required by strategic
tools. IT departments were identified as key actors for the technical aspects, but the role of HR, Risk
Management, and, in some cases, medical or health departments (Roundtable 3) was also emphasized.
Roundtable 4 presented a best practice example where organizations already maintain an internal
skills mapping system, complemented by training programs, which facilitate responses to strategic
needs.

However, the amount of time organizations are willing to dedicate to strategic tools varies and
depends on several factors: the availability of human resources, the perceived urgency of the threat,
and the user experience provided by the tool. Roundtable 2 observed that availability tends to increase
during alerts or crises but decreases under normal operating conditions.

All roundtables agreed that an engaging and interactive live demo is the most effective method to
demonstrate the tool’s value and encourage its use. Some participants expressed concern over
possible overlaps with tools already in use, suggesting that the added value of the new approach
should be clearly communicated.

Regarding the sixth question, the level of knowledge of existing pandemic plans varied. Roundtable 1
participants demonstrated good awareness of national plans but only partial knowledge of those from
other countries. The SUNRISE project was recognized as a valuable example of cross-border
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collaboration. Roundtable 2 noted that many existing pandemic plans are still focused solely on
influenza and the health sector, and recommended extending the scope to other areas—particularly
education. Roundtable 3 reported limited knowledge of national plans but referred to Japan as a best
practice model for its strong investment in resilience. Roundtable 4 described a well-structured
regional and national system where updates are regularly made and involve critical departments.
However, it also pointed to a lack of cross-border information exchange, identifying this as a necessary
next step.

Finally, there was a unanimous willingness to contribute to the development of pandemic plans: all
roundtables expressed readiness to support the development and assessment of plans within their
areas of expertise. Roundtable 4 proposed collaborative formats, such as open, multidisciplinary
working groups to discuss scenarios and build more effective responses. Roundtable 1 emphasized the
importance of cross-border cooperation as a key driver to making pandemic plans more robust and
comprehensive.

2.3 First Validation Event

The first validation event was structured around four individual meetings with each of the involved
validators: the Autonomous Region of Friuli Venezia Giulia (FVG), the Italian National Institute of Health
(1SS), the Spanish Ministry of the Interior (MIR), and the Slovenian Ministry of Infrastructure (MZI). The
meetings, each lasting between one and one and a half hours, took place in December 2024, with the
exception of the final session, which was held in early January 2025. This initial phase of validation
aimed to collect qualitative feedback on the preliminary version of the SUNRISE strategy, the proposed
methodological process for its implementation, and the integrated digital tool developed in support of
the strategy. Particular attention was devoted to the evaluation of the conceptual and operational
models developed within WP2.

A semi-structured and open-ended approach was adopted for the meetings, starting with a brief
presentation of the contents to be validated, followed by a free-form discussion guided by a set of
orienting questions. This methodological choice is grounded in robust scientific literature on
qualitative research and supported by findings from cognitive and social sciences. Semi-structured
interviews, widely used in co-creation and validation contexts, enable a balance between exploring
specific thematic areas and maintaining the flexibility needed to capture original and unexpected
insights. Moreover, the opportunity to speak freely fosters divergent thinking and more in-depth
reflections, which are essential for a critical and effective assessment. From a psychological
perspective, the non-directive nature of this approach helps stimulate autonomy, intrinsic motivation,
and active engagement, in line with the principles of self-determination theory [9]. At the same time,
it reduces the risk of responses influenced by social desirability or conformity biases, promoting more
authentic and constructive communication. As a result, the approach enabled the collection of rich,
detailed, and representative feedback, reflecting the validators’ actual perceptions, experiences, and
expertise—thus enhancing the relevance and effectiveness of the validation process.

Each meeting was divided into two main parts: the first focused on presenting the SUNRISE strategy
and the proposed implementation process, and the second dedicated to demonstrating the supporting
digital tool, the Risk Management Tool. The platform was showcased using pre-filled profiles tailored
to each validator, combined with a synthetic network of critical infrastructures, to simulate the
application of the tool in a realistic operational context.

Both sections of the meeting included open discussion sessions, during which validators were
encouraged to freely share their views, respond to targeted questions, and provide valuable
suggestions for improving the presented materials.

2.3.1 Results

This chapter presents the main comments and contributions that emerged during the sessions of the
validation event conducted with each validator. Each section is dedicated to a specific validator and
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summarizes their observations, the strengths identified in the proposed Strategy and tools, as well as
any critical issues or suggestions for improvement. The objective is to provide a comprehensive and
structured overview of the various perspectives, considering the national and sectoral contexts of
reference.

FVG - Regione Autonoma Friuli Venezia-Giulia:

During the interview with FVG, strong interest was expressed in the practical and operational aspects
of the strategy, with a particular focus on understanding its effective integration into existing
organizational processes. It was clarified that the aim should not be to replace procedures already in
place, but rather to explore the potential for integration, taking into account the diversity of national
and regional contexts, which makes complete uniformity across countries difficult to achieve.

The tool was acknowledged as potentially valuable support, though certain critical issues were
identified regarding its initial setup. It was noted that the output is heavily influenced by the choices
made during the profiling phase. These choices, being made by human operators, may introduce
elements of subjectivity that could significantly affect the final results. Two priority areas were
identified for assessing impact: the population—particularly vulnerable groups such as children and
the elderly—and the economy. It was suggested that the level of detail in the tool be enhanced, for
example by introducing “vulnerability” as a parameter for population assessment, in order to generate
more accurate and context-sensitive results. At present, the population segmentation is considered
too coarse-grained. Another key point raised was the need for the tool to be managed dynamically
over time. Its value lies not only in its ability to provide a static snapshot of a situation but also in its
potential to monitor the evolution of scenarios. This capability, for instance, would make it possible to
identify vulnerabilities in the supply chain and take corresponding strategic decisions, such as
diversifying sources of supply or strengthening local production networks. However, for this
functionality to be effective, continuous implementation and active system management are essential,
ensuring regular updates and monitoring of key indicators.

Overall, the strategy was considered promising, and the tool potentially useful, though several
improvements were deemed necessary to make it more objective, customizable, and dynamic.
Emphasis was placed on the importance of the initial profiling phase, the need for the system to be
more responsive to the specific characteristics of the population, and the critical role of ongoing
management in ensuring its actual operational effectiveness.

ISS — Istituto Superiore di Sanita:

During the first validation event with ISS, the proposed strategic framework received an overall very
positive evaluation. The macro-areas defined by the strategy were considered clear, well-structured,
and capable of immediately conveying a comprehensive understanding of the project’s overarching
vision. Particular emphasis was placed on the value of an integrated approach to assessing
environmental, health, and social impacts, highlighting the importance of clearly defining the
operational context—an aspect identified as critical during the management of the recent pandemic.
The methodological approach was deemed consistent with practices already adopted, such as the use
of simulations during the pandemic to evaluate alternative scenarios. In this regard, the project was
perceived as a potential structured and systemic evolution of tools already implemented. The
opportunity to integrate the model into existing decision-making processes was acknowledged,
especially in cases where there is an interest in transforming innovative tools into best practices or
reference guidelines for the healthcare system.

It was also noted that, while ISS is not a critical infrastructure in the strictest sense, it — and the
healthcare sector more broadly — represents a highly strategic domain, in which the application of
such tools could prove particularly effective, especially at the level of individual healthcare
organizations.

With regard to impact and risk assessment, difficulties were noted in translating certain impacts into
economic terms. It was suggested that the use of standardized metrics and structured scales could
enhance the objectivity and comparability of assessments. From a territorial perspective, the issue of
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regional heterogeneity was raised. The ability to apply the model across multiple regions in a
coordinated manner was considered essential to prevent fragmentation and misalignment—
particularly in the context of complex networks of suppliers and interconnected actors.

The importance of continuous synchronization among the entities involved was also emphasized, to
prevent divergence in approaches and ensure consistency in the system’s development. Finally, the
potential value of having a functional prototype available at this stage of the project was recognized,
as it allows for a concrete visualization of the effects of simulated strategies, even if still in a preliminary
form.

MIR - Ministerio Del Interior:

During the first validation event, the proposed strategy received a positive assessment in terms of
structure and consistency with existing processes. It was noted that, in emergency contexts, individual
sectors in Spain already adopt assessment models that are very similar to those outlined in the
strategy. The proposed approach was seen as familiar and potentially integrable within existing
emergency plans. Additionally, it was observed that Spanish governmental authorities already require
critical infrastructures to carry out independent assessments and to prepare dedicated response plans.
Within this framework, the introduction of a strategy such as SUNRISE could represent a useful and
systematic addition to existing plans, offering a shared and standardized model for assessment and
response.

Particular interest was expressed in the potential to develop and use intersectoral networks to
enhance awareness of interdependencies among infrastructures. The creation of a structured network
of critical stakeholders, supported by digital tools such as those proposed by the strategy, was
identified as a valuable opportunity to facilitate coordinated crisis management.

Finally, it was reiterated that the usefulness of such tools partly depends on the type of emergency
being addressed, but the strategy is nevertheless regarded as a valuable decision-making support for
critical infrastructures that do not yet have similar instruments in place. In complex situations such as
a pandemic, having a structured model can help improve coordination and understanding of cross-
sectoral impacts.

MZI — Ministrstvo za Infrastrukturo:

The Slovenian validator considered the Strategy to be clear and identified several points of alignment
with the approach currently adopted by their organization, such as the execution of risk assessments
during peacetime. They also identified areas of inspiration, particularly regarding a more detailed
definition of the organization’s operational context, including clearer mapping of relationships within
its supply chain.

With regard to the Risk Management Tool—and specifically the use of NACE codes for classification—
it was confirmed that, although the organization does not fall strictly within the categories defined for
critical infrastructure operators, there are several overlapping aspects, particularly in terms of
supervisory responsibilities over road, rail, and aerospace networks. There was no perceived need to
introduce a dedicated NACE category, as the currently available codes were considered sufficient. The
threat section was deemed generally clear, and the list of climate-related threats was considered
adequate, with no need for additions. Greater emphasis was placed on indirect threats — particularly
those capable of causing delays or disruptions in transportation systems — which were considered
more critical than others, such as blackouts. The predefined threat selection approach was viewed
positively. Assigning economic value to impacts was described as moderately complex and highly
dependent on the use case. If the data is intended for simulation purposes only, the task is easier;
however, for official use, validation with the relevant internal stakeholders would be necessary.

One of the most challenging aspects was the definition of impact levels. In particular, there was
uncertainty about the meaning of the term “critical” and the distinction between low, medium, and
high impacts. The territorial level of analysis also prompted reflection: while in some scenarios (e.g.,
pandemics) the impact is relatively uniform, in others (e.g., floods or wildfires) it is highly localized,
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making a regional analysis desirable. Impact categories were partially understood, although some—
especially those related to reputation or service quality—were considered difficult to assess. This is
due to the fact that supervisory and control functions do not always allow for a direct attribution of
these impacts to the evaluating organization, particularly in the absence of direct operational control.
It was further noted that while operations are concentrated at certain strategic nodes, the assessment
must nevertheless consider the entire national territory. Several suggestions were shared to improve
the tool’s usability. These included the introduction of explanatory descriptions next to impact
indicators (e.g., “low”) to support interpretation, and a request for greater transparency in the
visualization of the modeled network — such as providing an interactive, user-explorable overview.

Overall, the tool was considered useful, particularly for supporting simulations and hypothetical
scenario analyses. However, the need for a progressive testing phase was emphasized, along with clear
documentation and opportunities for informal discussion.

The organization expressed its interest in continuing to explore the tool, highlighting the importance
of ongoing communication and operational support during the initial phases of adoption.

2.4 Fourth National Workshop

The fourth national workshop marked the first official opportunity to publicly present the new version
of the SUNRISE Strategy, updated in light of the findings from previous validation events. The meeting,
structured into three thematic sessions, opened with an overview of the theoretical foundations and
main operational processes of the strategy. The goal was to stimulate discussion among working
groups and to gather direct feedback from participants. Unlike the previous validation events, which
involved selected institutional stakeholders, this workshop engaged a diverse and representative
audience: officials from national and regional administrations, emergency management experts, and
critical infrastructure operators. This multi-stakeholder approach enabled the testing of the strategy’s
consistency with the real-world practices of key end users, thereby reinforcing the relevance of the
participatory method recommended by European policies on critical infrastructure resilience.

The discussion was guided by four key questions, developed within the WP2 activities but also open to
spontaneous contributions. These questions steered reflection on the usefulness, clarity,
implementation, and integration of the strategy:

1. Would you find a strategy like this useful in gaining a clearer understanding of potential
pandemic scenarios during crisis preparedness?

2. Has the SUNRISE Strategy helped you to better understand the multidimensional effects of
pandemics on critical infrastructures?

3. From your perspective, how should the SUNRISE Strategy be implemented by national and
regional governments or individual critical entities?

4. Looking at the SUNRISE Strategy, how easy or difficult would it be to integrate it into the
existing processes within your organization?

The responses to these questions, presented in the following sections, offer valuable insights into the
perceived strengths and areas for improvement, serving as the foundation for the subsequent
refinement of the strategy.

2.4.1 Results
Italian Cluster:

The responses collected from participants to the four guiding questions offered a rich and multifaceted
overview of the SUNRISE strategy, highlighting its strengths, potential applications, and areas for
improvement. Regarding the first question — on the usefulness of the strategy in gaining a clearer
understanding of pandemic scenarios during crisis preparedness — a broadly positive assessment
emerged. The strategy was considered especially valuable due to its structure, which is based on
international standards such as ISO and the PDCA cycle, and its applicability to other types of events,
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such as natural disasters. However, to ensure effective implementation, three key elements were
identified as requiring careful consideration: alignment with the organization’s overall strategy, the
establishment of a management structure and information flow, and the effectiveness of
communication with the public in emergency situations. In response to the second question — on
whether the strategy improved understanding of the multi-criteria effects of pandemics on critical
infrastructures — it was noted that it reinforced awareness already developed in many organizations.
In particular, the risk posed by the shortage of qualified personnel in strategic sectors, which became
especially evident during the pandemic, was emphasized. Nonetheless, a gradual decline in attention
to these issues over time was also observed. Some organizations have nonetheless initiated
intersectoral collaboration initiatives.

Finally, participants highlighted the need to further strengthen three strategic dimensions of the
SUNRISE approach: cross-border coordination, a preventive mindset, and the capacity to respond to
unforeseen events. In relation to the third question — on how the strategy should be implemented by
governments and critical infrastructures — a shared view emerged that adoption should be mandated
through legal obligations, defined at either national or local levels. However, participants noted that
obligation alone does not guarantee effective implementation. It was therefore suggested that
deployment be complemented by tools such as simulations, training programs, and advanced
technologies (e.g., digital twins) to enhance the monitoring and management of interdependencies,
including the entire supply chain.

Finally, in response to the fourth question — concerning the ease or difficulty of integrating the
strategy into existing organizational processes — a complex but constructive perspective emerged.
Several enabling conditions were identified, including: funding for technological investments,
particularly for digital twins; strengthening business continuity based on standardized approaches
(e.g., ISO); enhanced training programs; promotion of a flexible crisis management approach; active
citizen engagement; use of protocols to support a modular logic; and improved communication among
stakeholders. It was also noted that pandemic response may expose organizations to additional risks
— such as cyberattacks — and raise ethical issues that should not be overlooked.

Slovenian Cluster:

During the fourth national workshop held in Slovenia as part of the SUNRISE project, participants
expressed overall positive evaluations of the proposed strategy, focusing on both its theoretical
framework and its operational potential. In particular, the SUNRISE strategy was recognized as a
valuable tool for preparing for complex pandemic scenarios, thanks to its ability to provide a holistic
and integrated strategic vision.

The availability of concrete operational tools and the emphasis on interdependencies among
organizations were seen as fundamental components for strengthening system resilience. In crisis
situations such as pandemics — often marked by confusion and instinctive reactions — having a shared
strategic framework in place beforehand allows for more coordinated and effective responses,
reducing the risk of fragmented decision-making.

Participants also confirmed that the adoption of the strategy fostered a deeper understanding of the
multi-criteria impacts of pandemics on critical infrastructures. This approach not only allows for a more
comprehensive assessment of risks but also provides a useful benchmark for comparing with measures
already in place in their respective organizational and institutional settings. The comparative and
transnational nature of the Strategy was particularly appreciated, as it fosters integration among
different countries and promotes the exchange of international experiences, thereby contributing to
more coherent systemic responses. Another important topic raised during the discussion concerned
the implementation of the strategy within public policies and the practices of individual organizations.
The need to raise awareness — especially at the political and institutional levels — was emphasized as
crucial for ensuring effective adoption. Integrating the strategy into organizational policies was
identified as an essential step, to be achieved through the direct involvement of representatives from
the organizations participating in the project and from departments responsible for risk management.
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Such involvement was considered key to ensuring that the SUNRISE approach does not remain
theoretical but is concretely embedded in the decision-making processes of administrations and
businesses.

Finally, regarding the integration of the SUNRISE Strategy into existing organizational processes, the
perceived level of difficulty was rated as “moderate,” with some variation depending on the size of the
organizations involved. In larger entities — where strategies and policies are often complex and subject
to structured revision processes — the introduction of a new framework may require greater effort.
However, it was noted that the European nature of the SUNRISE project lends the strategy legitimacy
and robustness that could facilitate its integration, particularly if accompanied by appropriate tools
and clear political and institutional support. Overall, the feedback gathered in Slovenia confirmed
strong interest in the SUNRISE strategy and highlighted its potential to enhance preparedness,
resilience, and cooperation between public and private actors in the management of pandemic crises.

Spanish Cluster:

During the fourth national workshop held in Spain, participants were invited to reflect on the same
four guiding questions. In response to the first question — on the usefulness of the strategy in gaining
a clearer understanding of pandemic scenarios during crisis preparedness — the proposed approach
was acknowledged as a valuable tool for strengthening communication between public and private
actors. The opportunity to improve cooperation among the public sector, government bodies, and
private operators was particularly emphasized, as this could enhance coordination and response
mechanisms. Additionally, it was noted that the strategy should take into account regional specificities,
as territorial differences can significantly impact the effectiveness of adopted measures.

With regard to the second question — on whether the strategy helped improve understanding of the
multi-criteria effects of pandemics on critical infrastructures — a positive evaluation was given. The
strategy was seen as useful in understanding how certain dynamics unfold across different domains
and sectors, offering insights that are transferable. However, it was also observed that not all involved
criteria are easily measurable, which may complicate the adoption of a standardized approach to
impact assessment.

Concerning the implementation of the Strategy by national governments, regional authorities, or
individual critical entities, there was a clear call for a regulatory framework. Participants emphasized
that for the strategy to be adopted effectively and systematically, it must be incorporated into
legislative instruments. Without such formal adoption, there is a risk that the strategy remains a non-
binding recommendation and is not implemented uniformly.

Finally, in response to the question about the ease of integrating the strategy into existing
organizational processes, it was observed that this integration must align with the already complex
system of obligations and responsibilities that organizations are subject to. Therefore, the ability to
effectively integrate the strategy depends on its adaptability to pre-existing operational structures and
the legal and administrative constraints governing the entities involved. In summary, the workshop in
Spain yielded an overall favourable evaluation of the SUNRISE strategy, accompanied by essential
operational and regulatory considerations for ensuring its effective and sustainable implementation
within the Spanish context.

2.5 Third Pan-European Workshop

During the third pan-European workshop organized within the SUNRISE project, participants provided
numerous valuable insights regarding the effectiveness and integration potential of the SUNRISE
strategy within crisis management processes, particularly in pandemic scenarios. The responses
collected — structured around a set of key questions — highlighted shared reflections, operational
observations, and several fundamental prerequisites for its practical implementation. The questions
used during this workshop were the same as those employed in the fourth national workshop and
listed above.
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2.5.1 Results

The SUNRISE Strategy was generally evaluated as a valid and comprehensive tool, capable of offering
a holistic and multi-level perspective for crisis management. Participants appreciated its integrated
approach, which was considered essential for supporting effective and coordinated decision-making
processes in complex emergency situations. In particular, the focus on the systemic evolution of
pandemic scenarios was recognized as a distinctive feature that enhances organizational preparedness
and response capabilities.

One of the most highly valued aspects was the Strategy’s ability to foster a deeper understanding of
the differentiated impacts that a pandemic can have on critical infrastructures. This prompted
reflection on the need to improve the synchronization of operations, as well as intersectoral and
transnational cooperation. In this regard, the importance of continuous dialogue among the various
stakeholders was emphasized, with particular attention to communication and supply chains. The
Strategy was also recognized for its ability to generate new perspectives through the integration of
research and operational collaboration. Participants noted that full adoption of the Strategy will likely
require formal regulatory support. In the past, the introduction of regulatory obligations—such as
those established by the NIS2 Directive [6] — has proven to be a key driver in the widespread adoption
of structured risk management practices. In this context, the involvement of public institutions and
awareness-raising initiatives targeting both operational staff and senior management were deemed
essential. Among the critical factors identified, particular attention was given to the human dimension
of crisis management. The availability and effective management of human resources were identified
as strategic levers for the practical and successful implementation of the strategy.

Finally, the Strategy was considered structurally compatible with the organizational models already
adopted by many entities, particularly those with established risk management and business
continuity processes. This compatibility was seen as an enabling factor for integrating the tool into
existing systems. The strategy’s ease of access to resources and tools was highlighted as an additional
advantage, especially in the early phases, as it helps clarify the strategic vision and facilitates the initial
steps toward adoption.

2.6 Second Validation Event

The second validation event was structured around four individual meetings, each dedicated to one of
the involved validators, replicating the format adopted during the first validation cycle. The meetings,
each lasting between one and one and a half hours, were held in June 2025. This second phase of
validation aimed to gather feedback and contributions on the final version of the SUNRISE Strategy,
the proposed methodological process for its implementation, and, to some extent, the Risk
Assessment Tool developed as part of the project. The main focus was placed on the strategy and the
operational modalities for its execution, while also allocating dedicated time to assess the supporting
digital tool. As in the previous phase, an open and semi-structured approach was adopted. The
discussion was initiated with an introductory presentation of the materials to be validated, followed
by an exchange with the participants, guided by a set of targeted questions. Unlike the first event, on
this occasion the questions were prepared in a more structured format, as this represented the final
formal opportunity to collect feedback from the validators before the conclusion of the project
activities. The questions provided were grouped into four main categories, as outlined below.

A. Understanding of the strategy
1. Inwhat ways could a strategy like SUNRISE help improve your ability to anticipate and plan
for pandemic scenarios?
2. Which elements of the SUNRISE Strategy have helped you better understand the
interdependencies between critical infrastructures and their cascading effects?

4. How effective do you find the SUNRISE Strategy in representing the multi-criteria impact
of pandemics on critical infrastructures and services?
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5. Which aspects of the SUNRISE Process (including PDCA and OODA) do you find more or
less suitable for risk and business continuity management in your organization?
6. To what extent do you find the methodology proposed for identifying PSCEs (Pandemic-
Specific Critical Entities) understandable and applicable in your operational context?
B. Applicability of the Strategy
1. Which elements of the SUNRISE framework could be integrated into your current plans,
policies or procedures, and which ones would require adaptation?
2. How do the proposed pandemic scenarios and threat multipliers align with the risks and
challenges you face in your sector?
3. What operational or strategic insights have you gained from the simulation and risk models
provided by the strategy (epidemiological, socio-economic, etc.)?
4. What adaptations would be necessary to make the SUNRISE tools and approach consistent
with your organization’s governance, technology, or regulatory framework?
C. Impact of the Strategy
1. How does the SUNRISE Strategy support the comparison and prioritization of cross-sector
countermeasures (health, economic, social, legal)?
2. What are the advantages or limitations you have observed in using the 'what-if' analysis to
identify the most impactful actions across domains?
3. How useful do you find the risk and resilience evaluation framework for comprehensively
and operationally assessing pandemic-related vulnerabilities?
D. General Feedback
1. Inyour view, what would be the most effective ways to implement the SUNRISE Strategy
at national, regional or critical entity levels?
2. Which components of the SUNRISE Strategy do you consider most valuable to improve
your operational or strategic planning?
3. What changes or additions would you suggest to make the SUNRISE Strategy more useful,
relevant or applicable to your context?

The questions outlined above were selected to explore strategic, operational, and implementation-
related aspects of the SUNRISE proposal, with the aim of assessing its robustness, relevance, and
transferability across the national and sectoral contexts of the participants. At the end of each meeting,
the full set of questions was also sent via email, thereby offering validators the opportunity to provide
additional comments in written form. Feedback received following the meetings has been collected
and is included in full in Annex IIl of this document, as a supplement to the material discussed during
the events.

2.6.1 Results
FVG - Regione Autonoma Friuli Venezia-Giulia:

During the meeting, strong appreciation was expressed for the immediate transferability of the work
developed within the SUNRISE Strategy to other sectors and critical domains, particularly
cybersecurity. The methodological framework, awareness activities, informational and training
materials, as well as the support tool presented, were all considered fully adaptable to cybersecurity
scenarios. In this regard, the relevance of practical exercises such as tabletop exercises was
emphasized—already widely used in the cyber domain and highly applicable to the management of
pandemic or natural disaster crises.

A critical issue identified concerned the management of communication during the pandemic: the
absence of accurate information had significant consequences, highlighting the need to accompany
traditional training with timely and effective communication. In emergencies, it is essential to identify
and focus on a limited number of operational priorities, avoiding the dispersion of resources on
secondary or irrelevant elements.

A concrete example was cited during the interview: at the beginning of the pandemic, some healthcare
professionals shared essential operational guidelines based on direct experience via a quickly
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organized webinar. These guidelines — informal and presentation-free — proved extremely useful in
tackling the emergency, underlining the importance of timely and pragmatic information sharing.
It was also noted that the culture of preparedness and simulation is still underdeveloped, especially in
certain national contexts. Even where regulatory obligations exist (e.g., fire drills), they are not always
respected due to cultural reasons. Therefore, there is a need to strengthen awareness and habitual
early planning through tools such as contingency plans, which should be an integral part of risk
management.

Special attention was given to the intersection of healthcare and cybersecurity. It was noted that,
compared to the past, more than half of today’s medical devices are network-connected, making them
effectively cyber-threatened assets. This implies that cybersecurity must be extended to patient safety.
Vital devices such as ventilators or defibrillators, if compromised, can directly impact health. In this
context, cybersecurity was defined as a core component of patient safety.

Finally, it was reiterated that the materials and tools presented in the project can be usefully reused
beyond the pandemic context due to their flexibility and adaptability. In particular, the role of the
health technology manager—typically from the field of clinical engineering—was seen as especially
receptive to such approaches, being accustomed to thinking in terms of clinical and technological risk
prevention and management. From this perspective, the tool aligns well with an operational vision
focused on patient protection and the resilience of health services, even in critical scenarios.

ISS — Istituto Superiore di Sanita:

During the second validation event, representatives of the Italian National Institute of Health (ISS)
provided a detailed and in-depth analysis of the SUNRISE strategy, highlighting both its main strengths
and several operational challenges.

The strategy was overall positively evaluated, particularly for its ability to transform the approach to
pandemic crisis management from reactive to proactive. The model's resilient and multidimensional
structure was appreciated, as it enables the identification of the systemic impact of pandemics not
only on the healthcare system, but also on the economic, social, and infrastructural levels. In this sense,
SUNRISE was considered a valuable tool to address an existing methodological gap: while risk
assessment is generally well-structured within the healthcare sector, resilience measurement remains
fragmented and insufficiently systematized. The strategy was commended for introducing tools that
allow for the evaluation of resilience in complex contexts, adopting a dynamic and systemic
perspective that focuses on the adaptive capacity of systems, rather than solely their static robustness.
Several operational elements of the strategy were considered particularly effective, including the use
of the PDCA cycle (Plan-Do-Check-Act), already recognized as valid within risk management and
currently being tested as part of the update of I1SS’s Business Continuity Plan.

Another appreciated element was the possibility to conduct "what-if" simulations, which make it
possible to assess the impact of specific measures without implementing them, thereby enabling
comparisons between alternative scenarios. The potential of the simulation model as a “digital twin”
of the organization was also highlighted, offering a safe testing environment to gather feedback on the
effects of decisions made. The strategy's ability to clearly represent interdependencies among critical
infrastructures was recognized as an additional added value, particularly in relation to organizational
“risk scoring.” In this regard, SUNRISE was seen as a facilitator in analyzing cascading effects across
different domains. However, some challenges emerged regarding its full implementation. One major
issue concerned the tool’s strong dependency on the quality and completeness of input data: without
adequate datasets, the reliability of simulations may be compromised.

Moreover, the adoption of the SUNRISE model in Italy must be aligned with the current regulatory and
institutional framework. In particular, integration with the new National Pandemic Plan, currently
under approval, was highlighted as an essential condition to avoid duplications and ensure
methodological consistency. ISS emphasized that any attempt at European harmonization must take
into account the administrative autonomy of Member States, and that the actual adoption of the
SUNRISE strategy will only be feasible if it can interact effectively with existing tools in various domains,
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including civil protection and economic planning. In this context, the open and interoperable nature of
the model was deemed essential. It was also noted that, where possible, priority should be given to
open-source software components, in line with the operational requirements of Italian public
administrations. Concerning the identification of critical entities, the method proposed by SUNRISE
was considered coherent and useful, provided that the criteria used are based on classifications
already established in European regulations such as the CER Directive [7] and NIS2 [6]. This approach
would allow o ensure better synergy with existing processes and help define operational priorities and
criticality levels more clearly, particularly in the recovery phase. It was further suggested that the tool
could be validated using historical data, such as those related to the COVID-19 pandemic, in order to
increase its reliability and the confidence of decision-makers. Finally, some reservations were raised
regarding the complexity of fully exploring the “parameter space” and the adaptability of certain
models—such as that of “threat multipliers” —to ISS’s specific mission. In particular, it was noted that
an excessive number of parameters could make the analysis time- and resource-intensive. Despite this,
the option to use SUNRISE as a technical support tool, rather than a prescriptive decision-making
constraint, was welcomed, as it enables more informed and systemic strategic choices. Overall, the
integrated approach proposed by the SUNRISE strategy was recognized as a useful and innovative
resource for pandemic crisis management. Its effectiveness will depend on its ability to adapt to the
normative, organizational, and operational specificities of national contexts, while ensuring openness,
interoperability, and long-term sustainability. Among the operational recommendations suggested
were the adoption of unified technical governance for the tool’s maintenance, validation based on
real-world data, the use of open-source solutions, and full integration with existing health plans and
regulatory frameworks.

MIR - Ministerio Del Interior:

The contribution provided by CNPIC during the second validation event offered a well-structured and
insightful assessment of the SUNRISE strategy, with particular attention to its applicability as a support
tool for critical infrastructure operators.

Overall, the SUNRISE strategy was considered a useful instrument to strengthen anticipatory and
planning capabilities in pandemic scenarios, especially for operators that do not yet have well-
established security functions. Its components—based on scenario analysis, cascading impact models,
and simulations—were deemed particularly effective in identifying latent vulnerabilities and
promoting a coordinated and resilient response. The strategy also demonstrated significant added
value in understanding interdependencies among critical infrastructures. Through cross-sectoral
analysis tools and simulations, SUNRISE enables a detailed visualization of how disruptions in one
sector can generate immediate or cascading effects in others. This multidimensional approach, which
considers operational, social, economic, and environmental impacts, was regarded as effective in
capturing the systemic consequences of large-scale health crises. Regarding the SUNRISE processes
based on the PDCA (Plan-Do-Check-Act) and OODA (Observe-Orient-Decide-Act) cycles, their
usefulness as flexible and adaptable methodological references was recognized. While not legally
mandated, these approaches are compatible with the national regulatory framework and can support
the structuring of prevention, response, and recovery activities. The proposed methodology for
identifying Pandemic-Specific Critical Entities (PSCEs) was generally considered understandable and
applicable, provided it is tailored to specific operational contexts. It represents a potentially useful tool
for both less mature operators and more advanced entities, which may use it as a foundation for
validating or revising their internal processes.

Although CNPIC, as the competent authority, does not directly apply the SUNRISE tools, it noted that
they could serve as a useful reference for operators within the scope of the requirements set forth by
Law 8/2011 and in anticipation of the forthcoming implementation of the Critical Entities Resilience
Directive [7]. In particular, the pandemic scenarios and threat multipliers were found to align with the
cross-sectoral risks addressed in national strategic sectors, while the proposed simulation models
(epidemiological, socio-economic, etc.) were assessed as relevant tools to enhance strategic analysis
by operators. The risk and resilience assessment framework developed by SUNRISE was appreciated
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for its ability to integrate various levels of vulnerability, secondary effects, and cascading impacts,
thereby offering a comprehensive approach to the analysis of complex scenarios. Finally, several
actions were suggested to support the adoption of the SUNRISE strategy at the national or sectoral
level, including: the development of operational guidelines tailored to different operator profiles, the
provision of practical application examples, and the availability of training materials. These elements
could facilitate a broader understanding and dissemination of the SUNRISE approach, especially among
operators with less mature risk management and business continuity practices.

MZI - Ministrstvo za infrastrukturo:

During the second validation event, representatives from the Slovenian Institute expressed a concrete
interest in the SUNRISE strategy, considering it a potentially useful tool to improve preparedness and
response capabilities for pandemic scenarios and, more broadly, for complex crises arising from
environmental, technological, or systemic factors.

The strategy was positively evaluated for its proactive and multidisciplinary approach, which enables
reflection on alternative scenarios through the “what-if” methodology, facilitating understanding of
evolving dynamics and interdependencies among critical infrastructures. One of the main strengths
identified was the strategy’s ability to support a holistic view of impacts, effectively representing both
direct (e.g., health-related) and indirect (e.g., economic, legal, social, and supply chain-related) effects
of pandemic events. Particular emphasis was placed on the usefulness of the cascade effect simulation
tool, regarded as a key element to enhance understanding of sectoral interdependencies and promote
cross-sectoral planning at the national level. However, it was noted that the tool should be further
developed, with clearer visualization of nodes and economic sectors and more effective localization
for adaptation to the Slovenian context.

The SUNRISE strategy also demonstrated potential in supporting the prioritization of
countermeasures, enabling comparison across health, economic, legal, and social actions using shared
metrics based on effectiveness, feasibility, and impact. According to participants, such comparisons
are especially useful in contexts where “everything seems critical” and resources are limited, making
prioritization guidance essential. The proposed approach was also deemed valuable for stakeholders,
such as sector operators, who may lack a clear systemic view of which entities should be prioritized.
During the interview, it was also emphasized that the effectiveness of the strategy would largely
depend on its ability to adapt to the normative and operational specificities of different institutional
levels. Central administrations, as regulatory bodies, may have a limited role in direct tool adoption,
but they can promote its use through integration into national plans (e.g., the National Crisis
Management Plan) and inter-ministerial coordination. It was also suggested that part of the
responsibility for implementation — such as the assessment of Pandemic-Specific Critical Entities
(PSCEs) could be delegated to technical bodies or intersectoral working groups, provided that the
parameters used for such assessments (e.g., transmission modes, operational resilience) are clearly
defined. The importance of further standardizing and objectifying these criteria was highlighted to
ensure consistent and repeatable assessments.

Participants acknowledged the validity of the tool’s modular and interactive structure, appreciating its
usability flexibility. However, some challenges were noted in the initial profiling phase, which was
deemed overly complex and subject to subjective interpretations. In this regard, the introduction of
more objective parameters and support tools for risk classification was proposed, particularly for
public entities with supervisory rather than operational functions. Another critical aspect raised
concerned the assignment of economic values to impacts, a process that may not be intuitive for
stakeholders unaccustomed to thinking in monetary terms. The idea of introducing qualitative or semi-
guantitative reference scales was therefore welcomed.

From an operational standpoint, the SUNRISE methodology based on cycles such as PDCA (Plan-Do-
Check-Act) and OODA (Observe-Orient-Decide-Act) was considered suitable for various levels of
governance. The PDCA cycle was viewed as particularly useful for long-term strategic planning, policy
design, and regulatory alignment, while the OODA cycle was seen as better suited for real-time crisis
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management and operational contexts. However, it was observed that the OODA cycle may be more
effectively applied at the level of individual infrastructure operators or regional crisis units, rather than
at the ministerial level. To ensure the strategy’s full applicability, several adjustments were
recommended: the designation of a national body responsible for implementing the PSCE assessment;
full localization of the tool for the Slovenian context; interoperability with national data systems; and
the adoption of open models.

It was reiterated that access to data and the quality of them are essential prerequisites for simulation
reliability, alongside the possibility of testing the tool through simulations involving multiple operators,
including in cross-border settings. Finally, participants suggested that due to its comprehensive scope,
the SUNRISE strategy could be adopted as an integral part of a European strategy for the resilience of
critical infrastructures, to be aligned with the recommendations of national health authorities such as
the Public Health Institute and the Ministry of Health.

The strategy was considered useful in raising awareness and strengthening intersectoral coordination,
providing an operational framework that, while not guaranteeing a linear or uniform response to
critical events, represents a significant step forward in enhancing preparedness and resilience at both
national and European levels.
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3 Result Comparison Report

This chapter provides a comparative analysis of the validation activities conducted within the SUNRISE
project. The aim is to synthesize the insights, trends, discrepancies and operational recommendations
that emerged from the second phase of the SUNRISE Strategy validation. The comparison follows the
structure of the guiding questions and validation domains used during the events, in which the
SUNRISE Strategy, the Risk Management Tool and its modules — the epidemiological modelling and the
"What-If" functionality - have been evaluated.

3.1 Methodology

The comparison is structured around recurring thematic areas explored during the validation phases:

» Completeness and applicability of the SUNRISE strategy

» Data sources and integration challenges

» Coverage of impact domains and risk categories

» Ease of integration into existing processes

» Evaluation of the Risk Management Tool (profiling, dashboard, and taxonomy)

» Usability and willingness to adopt the tool

» Modelling assumptions and applicability of the epidemiological module

» Cross-border relevance and collaboration potential

Each area includes highlights of converging perspectives, diverging opinions, and implementation-
related insights.

3.2 Feedback Comparison on The First Version of the Strategy

3.2.1 SUNRISE Strategy: Coherence, Coverage, and Applicability
Key Findings Across Events:

» The strategy was overall considered well-structured, holistic, and proactive, especially appreciated
for its integrated, interdisciplinary view of crisis impacts.

» Several participants highlighted the need to better contextualize the strategy to specific national or
organizational realities, avoiding generic models.

» A recurring theme was the importance of continuous updates and adaptability of the strategy to
evolving scenarios.

» While technical feasibility was not questioned, political and organizational will to implement such a
model varied.

» Cross-border collaboration and standardization were seen as critical enablers, yet also as
operational challenges due to fragmented data governance.

Discrepancies:

» Validators with strong internal planning processes saw SUNRISE more as a complement, while
others pointed to a need for more customization and guidance.

3.2.2 Data Sources and Risk Domains

Trends and Recurring Insights:

» The need to include private, loT-based, or non-traditional data sources emerged repeatedly.

» There was a call for interoperability and clarity in data governance, especially when sensitive data
are concerned.

» Emerging domains such as mental health, digitalization, geopolitical risk were mentioned as
underrepresented but essential.

» Standard performance indicators (KPIs) and self-assessment dashboards were suggested as valuable
additions to improve strategic oversight.
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Challenges:

» Participants reported difficulty in collecting consistent and usable data, especially at the regional
level.

» Differences in sectoral classification systems (e.g., NACE vs ATECO) was an element that slowed
down the profiling process (ltaly).

3.2.3 Risk Management Tool: Evaluation and Feedback
Positive Feedback:

» The tool was deemed innovative, versatile, and useful in simulating complex crisis scenarios and
profiling organizations.

» The modular structure and "What-If" capabilities were seen as valuable for scenario planning,
especially when linked to visual dashboards.

» Some validators saw the potential to use the tool for supply chain analysis and criticality mapping

Critical Issues:

» Concerns about subjectivity in the profiling phase and misalignment between proposed
countermeasures and real-world constraints were raised.

» The need for clearer definitions and support documentation, especially regarding impact levels and
terminology.

» Difficulties in quantifying economic impacts and reputational damages, especially for public or
supervisory entities.

» Some participants noted possible overlap with existing tools, calling for a clearer articulation of the
added value.

Usability, Training and Adoption Readiness

» Strong consensus on the importance of training, onboarding support, and continuous improvement.

» Several organizations stated they would need dedicated personnel to extract and manage the
required data.

» Willingness to use the tool was directly linked to crisis perception and usability quality — increased
during emergencies, reduced in peacetime.

» The most effective demonstration method was perceived to be interactive demos using real or
simulated profiles.

3.2.4 Epidemiological Modelling and Human Resources Scenarios
Shared Observations:

» All participants recognized the value of modelling personnel availability and response in pandemic-
like crises.

» Differences across sectors and countries were noted, but common patterns emerged: high
proportion of essential workers, high contact exposure in operational roles, and need for flexible
telework policies.

» Support for integrated modelling using survey data, provided data privacy is ensured.

Points of Attention:

» Suggested refinements to population segmentation and consideration of fragility factors.
» Importance of interregional harmonization in countries with heterogeneous systems.

3.2.5 Final Recommendations
Based on the analysis, the following recommendations are proposed:

1. Strengthen guidance on the operationalization of the strategy, with examples of integration
paths in different national settings.

2. Enhance the Risk Tool's usability, including interface simplification, clearer taxonomy, and
optional tutorials or manuals for users.
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Expand the coverage of emerging domains, such as mental health and cross-sector digital risks.

4. Promote regular updates and feedback loops, allowing for progressive adaptation of the tools
and methodology.

5. Invest in training and cross-border cooperation frameworks, with multidisciplinary working
groups and practical joint exercises.

6. Foster alignment with existing national plans and systems, especially for data governance and
classification standards.

7. Introduce a progressive testing and onboarding phase, with informal support channels and
opportunities for iteration based on real-user feedback.

3.3 Improvements Introduced in the new version of the strategy Based on
Validation Feedback

Following the multi-phase validation process conducted through validation events, national and
international workshops, several targeted improvements were introduced to the SUNRISE Strategy
and its associated tools. These updates respond directly to the suggestions, concerns, and insights
gathered from stakeholders, with the goal of enhancing the operational relevance, clarity, and
technical robustness of the methodology and simulation components.

The new version of the Strategy, which has been the main source for the drafting of this chapter, can
be consulted in the Deliverable D2.4 - Strategy for awareness and resilience of Cls V2 [3].

The following section describes the main changes, linking them to the themes and feedback areas
identified in the comparative analysis.

3.3.1 Strategy Refinement and Contextual Integration

Building on feedback that highlighted the need for greater adaptability to national and organizational
contexts, the updated strategy strengthens its modular structure. New configuration options,
particularly through the Risk Assessment Tool interface, now allow users to customize epidemiological
and economic model parameters, improving alignment with local needs and enhancing scenario
relevance.

This directly addresses validators’ calls for a more flexible and user-driven approach, particularly in
view of political and organizational barriers to adoption. Indeed, one of the most relevant barriers for
the adoption of the Strategy is the legislative one: in contrast to organisational barriers, the former is
extremely compelling, since each Member State is responsible for the respective national strategy.

3.3.2 Risk Assessment Tool Enhancements

Several updates were made to improve usability, precision, and decision-making support within the
Risk Assessment Tool:

» Introduction of a dual evaluation scale: alongside economic quantification, the model now includes
a standardized risk classification system consistent with traditional risk assessment methods. This
directly answers the concerns raised by ISS and MZI on the difficulty of quantifying certain impacts
(e.g., reputational damage or quality of service).

» Improved countermeasure assessment: validators emphasized the need for more nuanced analysis
of countermeasures. In response, the tool now requires input not only on selected measures, but
also on their implementation costs and operational difficulty — strengthening the realism of
feasibility evaluations.

» Scenario configurator: a new interface allows users to define simulation parameters, such as the
intensity of non-pharmaceutical interventions (NPIs) or the type of threat, enabling more targeted
What-If analysis — a key request from several EU workshop participants.

» User-Guide Handbook: a comprehensive handbook has been developed to provide users with step-
by-step guidance on how to effectively use the tool. The handbook offers detailed instructions for
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each phase of the process, and provides explanations of how the various modules work, ensuring
that users gain a thorough understanding of the tool’s functionalities.

These improvements enhance both the objectivity and customizability of the tool, addressing specific
concerns about the subjectivity and rigidity of earlier profiling phases.

3.3.3 Epidemiological Model Expansion
In response to feedback calling for greater realism and regionalization in pandemic modeling:

» The epidemiological model now incorporates detailed NPI scenarios, simulating the spread of
disease across Cl sectors at the NUTS 1 regional level (Spain, Italy, Slovenia). This allows for fine-
grained analysis of local outbreak potential and targeted containment measures — a need stressed
during the national and EU workshops.

» New climate and meteorological datasets (e.g. ERAS5, Copernicus) have been integrated to better
assess seasonal and weather-related influences on disease spread. This aligns with discussions on
vector-borne risks and the diversity of pandemic transmission roots, which emerged during both
the national and EU workshops.

These refinements directly respond to the demand for a dynamic, evidence-based model capable of
supporting localized resilience planning.

3.3.4 Cascading Effects Model Improvements

Addressing several comments about the importance of systemic interdependencies and indirect
effects, the cascading effects simulation has been extended in the following ways:

» A clear interdependency graph structure was implemented, covering five levels from initial event
trigger (e.g., pandemic or disaster) to socio-economic impacts.

» Integration with both the epidemiological and economic models was deepened, allowing cascading
simulations to reflect population behaviour, organizational impacts, and macroeconomic ripple
effects.

» New logic layers (e.g., “puffer nodes” to buffer single-organization failures before impacting whole
sectors) improve the granularity and realism of simulated outcomes — directly addressing validator
interest in supply chain modelling and progressive failure logic.

The updated tool therefore supports the What-If analysis functionality with more realistic outputs and
enables a logic-based time structure to model effects over multi-step scenarios.

3.3.5 Socio-Economic Impact Model Extension

In response to requests for quantifying long-term macroeconomic consequences, the socio-economic
impact model was expanded:

» The model, originally calibrated for Austria, now covers most EU countries including Italy, Spain,
Slovenia, and Germany, based on Eurostat data — facilitating broader applicability and
harmonization across national contexts.

» A scripted interface for scenario-based inputs allows users to compare different pandemic shocks
over time — directly linked to both the epidemiological and cascading models.

» The tool now incorporates labour force disruptions, supply chain fragilities, and non-monetary
criticality factors as drivers of economic impact — addressing concerns about missing impact
domains and indirect economic shocks.

This comprehensive integration strengthens the strategy’s capacity to anticipate multi-layered
consequences and to support strategic decisions on prevention and mitigation.

The improvements made following the validation phase represent a concrete operationalization of
stakeholder feedback. By enhancing customizability, reinforcing technical coherence, and expanding
the range of modeled variables and interdependencies, the SUNRISE Strategy and its tools have moved
closer to being implementable, realistic, and valuable instruments for risk preparedness.
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This evolution underlines the value of co-creation and iterative validation, reinforcing the project’s
commitment to usability, stakeholder alignment, and resilience-building across critical infrastructures
in Europe.

3.4 Result Comparison on the Updated SUNRISE Strategy

This section presents a comparative analysis of the validation activities conducted on the updated
SUNRISE Strategy. Following the initial feedback collected during the first validation sub-phase, the
revised version of the strategy and supporting tools was subjected to further evaluation through a
second round of national and pan-European workshops and second validation event.

3.4.1 Strategy Clarity and Perceived Usefulness

With regard to the clarity and perceived usefulness of the Strategy, the feedback gathered indicated a
strong convergence of views. In details:

» All clusters and validators confirmed that the updated strategy enhances the clarity of pandemic
scenario planning.

» The use of standardized frameworks (PDCA, OODA) and structured modelling was praised for
supporting proactive crisis management.

» The Strategy was found to be adaptable to other critical sectors, particularly cybersecurity and
climate-related disasters.

In the discussion with participants during validation events, some unique highlights also came up:

» FVG emphasized the cross-domain transferability of SUNRISE and its training components, noting
its compatibility with tabletop exercises and cyber-related risk management.

» The pan-European and Slovenian workshops participants praised the strategy’s holistic vision and
its capacity to coordinate fragmented decision-making during crises.

3.4.2 Understanding of Interdependencies and Multi-Domain Impacts

Regarding the level of understandability of the graphic showing the Cl Operator’s interdependencies
and Multi-Domain Impacts:

» All actors valued the strategy’s ability to highlight cascading effects and systemic interdependencies,
particularly between public health, economic stability, and critical infrastructure operations.

» The inclusion of socio-economic modelling and “what-if” scenarios was considered a major strength,
enabling deeper exploration of non-linear impacts.

There were also collected some additional suggestions, synthetized as follows:

» Some participants (Spain, MZI) expressed concern about the potential difficulty in measuring certain
impact domains (e.g., reputational damage, social cohesion), calling for qualitative or semi-
guantitative alternatives.

» ISS suggested a simulation that uses historical data (e.g., COVID-19) to build institutional trust.

3.4.3 Implementation and Integration Pathways

With regard to implementation and integration pathways, the feedback collected highlighted the
following shared perspectives among validators:

» Widespread agreement emerged on the need for a regulatory or institutional framework to ensure
consistent adoption.

» Voluntary integration was seen as insufficient without structured support (training, demos, guides)
and political/institutional backing.

In addition to this, the following considerations have nevertheless been raised:

» Slovenia and MZI highlighted the differences in effort required based on organizational size, noting
that larger institutions may face greater inertia.
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» While the ISS emphasized the possibility of integration with the upcoming National Pandemic Plan,
FVG focused on bottom-up tools like contingency planning and scenario-based training.

3.4.4 Usability and Operational Adaptability

Pertaining to the usability and operational adaptability of the tool, validators have expressed positive
highlights:

» The updated version of the Risk Assessment Tool, including dual scales for impact evaluation and
the configurator for scenario modelling, was well received.

» The digital twin metaphor (used by ISS) and tabletop adaptability (highlighted by FVG) were
appreciated as operational enablers.

» The simulation-based design was seen as effective for identifying cross-sector vulnerabilities and
testing alternative responses (MIR, Pan-EU Workshop).

3.4.5 Final Observations and Strategic Alignment

All validators and clusters recognized that full implementation requires cross-ministerial coordination,
shared standards, and long-term governance mechanisms.

The strategy was seen as structurally compatible with existing risk management frameworks,
especially where 1ISO-based models are already in place.

In addition to this, some notable insights were also provided:

» ISS and MIR emphasized the compatibility of the strategy with existing national and European
directives (NIS2 [6], CER [7]).

» MZl proposed that responsibility for implementing PSCE (Pandemic-Specific Critical Entities)
assessments could be delegated to national technical bodies or intersectoral task forces.

» The Spanish cluster reinforced the importance of regional customization and public-private
communication mechanisms.

3.5 End of the process and final recommendations

The feedback collected during the second validation cycle confirms the validity and maturity of the
updated SUNRISE Strategy and tools, highlighting several strengths that enable and facilitate its
effective adoption:

1. The strategy demonstrates alignment with national and EU regulatory frameworks, such as the
NIS2 [6] and CER [7] Directives, supporting interoperability and reinforcing its potential to be
integrated within existing governance structures.

2. Comprehensive supporting material has been developed, including user guidelines, practical
case studies, and demonstration sessions. These resources ease the integration of the
strategy, especially for operators with limited prior exposure to structured risk assessment
tools.

3. The strategy encourages the use of advanced training techniques and simulation
environments, such as digital twins and tabletop exercises, which can play a key role in
fostering awareness, preparedness, and coordination among stakeholders during
implementation.

4. The modeling components of SUNRISE are designed to be validated using real data, thereby
enhancing the credibility of simulations and supporting evidence-based decision-making in
complex crisis scenarios.

5. The strategy promotes cross-border collaboration, particularly in interoperable data exchange
and joint contingency planning, contributing to a shared European culture of preparedness
and systemic risk management.
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In its current form, the SUNRISE Strategy is not only technically robust but also a strategic enabler of
resilience, capable of supporting both policy development and operational crisis management at
national and European levels.
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4 Conclusions

The present deliverable outlined the results of the second phase of validation of the SUNRISE Strategy
and its supporting tools. Building on the outcomes of the first cycle (as documented in D2.3[1]), this
phase has further confirmed the robustness and added value of the proposed framework, while also
generating new insights aimed at improving its applicability and alignment with real-world operational
contexts across different national and sectoral settings.

Throughout the national and pan-European workshops, as well as in bilateral meetings with
institutional validators, the SUNRISE Strategy was consistently recognised as a solid and flexible
framework for enhancing preparedness and response in complex crisis scenarios, particularly
pandemics. Its structured process, inspired by the PDCA and OODA cycles, was considered suitable for
both long-term strategic planning and short-term operational decision-making.

The Risk Management Tool, including its What-If module and epidemiological and economic modeling
component, received positive feedback for its simulation capacity and its usefulness in supporting
scenario-based planning. At the same time, validators noted the importance of improving usability,
guidance materials, and interoperability with existing national systems. The areas needing
improvement, identified in the previous phase, including a need to simplify the profiling process,
limiting the contextualization, and improving the interface, have been addressed through targeted
interventions. These include the introduction of a comprehensive user handbook, enhanced
visualization, simplified impact scales, and broader configurability for modelling purposes.

Among the elements most appreciated by participants was the Strategy’s ability to foster a shared
understanding of interdependencies among critical infrastructures, enabling better anticipation of
cascading effects and more coordinated cross-sectoral responses. This systemic perspective was
widely seen as a key asset in complex crisis situations.

Nevertheless, a few challenges remain. These include the need to align the Strategy more closely with
national regulatory frameworks and governance structures, the importance of ensuring sustained data
availability and quality to feed simulations, and the necessity of promoting a stronger culture of
preparedness — especially in those contexts where awareness and readiness practices are still
emerging.

Although the project is drawing to a close, the work carried out lays the groundwork for future
developments. The refined Strategy and tools could serve as a reference for their integration into
national and regional crisis management frameworks, to be further tested with new stakeholders
through practical simulations, or be promoted in other critical infrastructure sectors via training,
demonstrations, and institutional uptake. In this sense, the project’s legacy may extend beyond its
formal conclusion, through the continued application and adaptation of its outputs.

By documenting the full arc of the validation process — its methodology, its participatory nature, and
the resulting improvements — this deliverable reinforces the practical relevance of the SUNRISE
approach. It demonstrates that stakeholder co-creation is not only a theoretical principle but a
necessary pathway for ensuring the usability, acceptability, and long-term sustainability of tools
designed to strengthen systemic resilience.
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Annex I: SUNRISE National workshop Risk Management Tool
Survey

D2.5 Strategy validation report V2
Annex I: SUNRISE National workshop Risk
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1 Survey

SUNRISE National workshop Risk Management
Tool Survey

Dear Participant, Thank you for participating in the validation process for the SUNRISE resilience strategy
for critical infrastructures. Your valuable insights will contribute significantly to refining and enhancing the
strategy's effectiveness. Please take the time to provide thoughtful responses to the following
questionnaire.

Section 1: Validation process - Introduction and Background
Have you participated in similar validation processes for resilience strategies in the past?

YES
NO

How useful do you consider conducting the validation process through periodic questionaries?
Very useful
Useful

Not useful
Irrelevant

lon 2: Overview @ N 2irategy 1001 - RISK managemen RIO g and vwnat-if ana

How interesting do you find the use of the 'What If analysis' functionality within your organization?
High
Medium
| have doubts about it
Low

Eventual usability improvement suggested

From a user point of view, how would you rate the usability of the What If analysis' functionality as
presented?

High

Medium

| have doubts about it

Low

Eventual usability improvement suggested

Figure 2: SUNRISE National workshop Risk Management Tool Survey page 1
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Pleasa rate the comprehensibility of the tool's Profiling section key outputs.
Very Comprehensible Barely Mot
eomprehensible eomprehensible comprahensible
at all

Risk score

Threats probability

Potential Impact

Suggested
countarmeasuras

Please highlight any challenges or limitations you foresee in implementing the module presented within diverse
critical infrastructure contexts.

Please rate the comprehensibility of the tool's "What If analysis' functionality.

Very Comprehensible | Baraly Not
comprehensible comprehensible | comprehensible
atall
Relation/Integration
to the tool's key
outputs
User handling of

the pandemic
impact simulations

Presentation of
analysis result
Please highlight any challenges or limitations you foresee in implementing the What If analysis module

within diverse critical infrastructure contexts.

From your point of view, what information is relevant for Cl operators in the What If analysis' functionality?

Figure 3: SUNRISE National workshop Risk Management Tool Survey page 2
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Section 3: Alignment with Industry Standards
From your perspective, how well does the SUNRISE resilience strategy tool align with established industry
standards and best practices?

Aligned

Partially aligned

Partially not aligned

Not aligned

Suggest any adjustments or enh ts ded to better align the tool with industry standards:

In your opinion, how effective would you see the SUNRISE strategy Tool - once itis implemented - in
enhancing the resilience of critical infrastructures?

Very effective

Effective

Effective with limitations
Not effective

Identify specific areas where you believe the tool could be improved for better outcomes:

Considering diverse critical infrastructure contexts, what is your feeling on the overall suitability of the
tool presented?

Suitable

Suitable for the majority of Cl
Suitable for a certain cathegory of Ci
Not suitable

Please provide any additional comments or recommendations regarding the tool's overall suitability.

Please share any general comments, suggestions, or additional insights not covered in the previous
sections.

Would you like to contribute by registering your organization? Please insert your institutional email to
receive an invitation.

Your feedback is crucial to the refinement and success of the SUNRISE resilience strategy. Thank you for
your time and expertise in contributing to this validation process.

Figure 4 - SUNRISE National workshop Risk Management Tool Survey page 3
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2 Results

Table 1: SUNRISE National workshop Risk Management Tool Survey Results part 1

Have you participated in | How useful do you consider How interesting do you find the
similar validation processes conducting the validation process use of the 'What If analysis'

for resilience strategies in the through periodic questionaries? functionality  within  your

past? organization?
Medium

No Useful High

No Useful Medium

Yes Very useful High

No Very useful Medium

No Useful High

No Very useful High

No Useful High

No Useful High

Yes Very useful Medium

No Useful High

No Very useful High

No Very useful High

No Very useful High

Yes Useful High

No Useful Medium

No Very useful Medium

No Useful Medium

No Very useful High

Yes Very useful High

No Useful High

No Very useful High

No Not useful Medium

No Useful Medium

No Useful Medium

No Useful High

No Very useful High

No Useful Medium
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Table 2: SUNRISE National workshop Risk Management Tool Survey Results part 2

Eventual usability improvement
suggested

From a user point
of view, how
would you rate
the usability of
the What If
analysis'
functionality as
presented?

High

Eventual usability improvement
suggested

Medium

Medium

High

High

In the user profile, the cost is economic,
not ideal for some ICs

High

High

Medium

High

Medium

Medium

High

It must be disseminated as widely as
possible in order to map as many
infrastructures as possible

High

High

High

Medium

High

High

Medium

High

It would be useful from a efficiency point
of view to increase the resiliency. The
limited resources of the the company will
be put to a much better use thanks to the
tool.

| have doubts

Seria necesario adaptar los riesgos y el

about it cuestionario a cada sector
Medium

Las definiciones de las amenazas y | Medium

contramediddas mas concretas
Medium
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Would need more info by developers | Medium Would need more info by developers and
and user training & experience user training & experience
Visualisation High Trainings, flexibility
The tool soudn't be as cloud solution, | High
because we are Critical infrastructure
operator.

High

Table 3: SUNRISE National workshop Risk Management Tool Survey Results part 3

Please rate the
comprehensibility of the

tool’s Profiling section key
outputs.: Risk score

Very comprehensible

Please rate the comprehensibility
of the tool’s Profiling section key

outputs.: Threats probability

Comprehensible

Please rate the
comprehensibility of the tool’s
Profiling section key outputs.:
Potential Impact

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Very comprehensible

Very comprehensible

Very comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Very comprehensible

Very comprehensible

Very comprehensible

Comprehensible

Very comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Very comprehensible

Very comprehensible

Comprehensible

Comprehensible

Comprehensible

Very comprehensible

Comprehensible

Comprehensible

Very comprehensible

Very comprehensible

Very comprehensible

Very comprehensible

Comprehensible

Very comprehensible

Barely comprehensible

Very comprehensible

Comprehensible

Very comprehensible

Very comprehensible

Very comprehensible

Barely comprehensible

Comprehensible

Comprehensible

Comprehensible

Barely comprehensible

Barely comprehensible

Barely comprehensible

Barely comprehensible

Barely comprehensible

Very comprehensible

Very comprehensible

Very comprehensible

Very comprehensible

Very comprehensible

Very comprehensible

Comprehensible

Comprehensible

Comprehensible
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Table 4: SUNRISE National workshop Risk Management Tool Survey Results part 4

Please rate the
comprehensibility of the tool's
'What If analysis' functionality.:

Please rate the
comprehensibility of the
tool’s Profiling section key
outputs.: Suggested

Please highlight any challenges or
limitations you foresee in
implementing the module
presented within diverse critical

Relation/Integration to the

countermeasures

Comprehensible

infrastructure contexts.

None identified right now

tool's key outputs

Comprehensible

Comprehensible

Comprehensible

Very comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Very comprehensible

Comprehensible

Comprehensible

Barely comprehensible

Comprehensible

Comprehensible

Very comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Each infrastructure must carefully
complete the profiling section,
including the supply chain.

Very comprehensible

Comprehensible

Comprehensible

Comprehensible

Barely comprehensible

Comprehensible

Comprehensible

Comprehensible

Barely comprehensible

Barely comprehensible

Very comprehensible

Comprehensible

Comprehensible

Very comprehensible

Comprehensible

Barely comprehensible

Es necesrio adaptar y especificar
mas los riesgos. Ponerlos en
distintos idiomas

Barely comprehensible

Very comprehensible

Very comprehensible

Barely comprehensible

A

Not comprehensible at all

Comprehensible

Barely comprehensible

Would need more info by
developers and user training &
experience

Barely comprehensible

Barely comprehensible

Comprehensible

Barely comprehensible

Comprehensible

Comprehensible

Comprehensible
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Table 5: SUNRISE National workshop Risk Management Tool Survey Results part 5

Please rate the
comprehensibility of the
tool's 'What If analysis'

functionality.: User handling

of the pandemic
simulations

impact

Comprehensible

Please rate the comprehensibility Please highlight any challenges

of the tool's 'What If analysis'

functionality.: Presentation

analysis result

Comprehensible

or limitations you foresee in
implementing the What If
analysis module within diverse
critical infrastructure contexts.

Overlap of data

Comprehensible

Comprehensible

Learning - how to use

Comprehensible

Comprehensible

Barely comprehensible

Comprehensible

anticipate all
dependencies

possible

Very comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Very comprehensible

Very comprehensible

Very comprehensible

Comprehensible

Very comprehensible

Comprehensible

Comprehensible

Very comprehensible

Comprehensible

Comprehensible

Comprehensible

Very comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Comprehensible

Very comprehensible

Comprehensible

Barely comprehensible

Comprehensible

Comprehensible

Importance of Implementing
Data from Various Sources

Comprehensible

Comprehensible

Barely comprehensible

Very comprehensible

Comprehensible

Comprehensible

Comprehensible

Very comprehensible

Comprehensible

A

Barely comprehensible

Barely comprehensible

Barely comprehensible

Barely comprehensible

Would need more info by
developers and user training &
experience

Very comprehensible

Comprehensible

Very comprehensible

Comprehensible

Comprehensible

Comprehensible
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Table 6: SUNRISE National workshop Risk Management Tool Survey Results part 6

From your point of view, what
information is relevant for Ci
operators in the What If

analysis' functionality?

From your perspective, how well Suggest any adjustments or
resilience enhancements needed to better
strategy tool align with established align the tool with industry
and best standards.

does the SUNRISE

industry standards
practices?

Similarity to n-1 scenario

Aligned

Better understanding of industry
specifics

Preparedness for different
scenarios

Partially aligned

Partially aligned

one needs to focus on one's
own Cl, the other impacted
categories (schools, hospitals)
can be dispersive for the
company running a Cl

Information not  directly | Aligned
available to Cls
operational sector Aligned
Aligned
Aligned
Aligned
The simulation of the impact | Aligned
of a threat for risk mitigation
management
Aligned

Anticipation of risks and the
solutions to be put in place to
mediate these risks

Partially aligned

The evolution of scenarios | Aligned
over time (e.g., as contagions
increase)
Aligned
Aligned
Aligned
informations about real levels | Aligned
of criticality
Aligned

the most relevant information
has to do with the economic
impact and the 360 degrees
vision that the tool generates
of the environment

Partially not aligned

It seems that the risk
management is not taken into
account. Itis not specified who is
going to be in charge of the
different facets of the risk, both
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from a internal and external
perspective

Informacion adaptada a cada | Partially aligned

operador
Partially aligned complain with 15022301 and
1S022361
Don’t know
Partially not aligned
More complete context of Would not konow
risks and interdependencies
impact

Partially aligned

Partially aligned

Aligned

Table 7: SUNRISE National workshop Risk Management Tool Survey Results part 7

In your opinion, how effective | Identify specific areas where you Considering diverse critical
would you see the SUNRISE believe the tool could be infrastructure contexts, what is

strategy Tool — once it is improved for better outcomes. your feeling on the overall
implemented - in enhancing suitability of the tool presented:
the resilience of critical
infrastructures?
Effective with limitations Synergy between existing and | Suitable for the majority of Cl
new tech
Effective Suitable for the majority of CI
Effective with limitations Suitable for a certain cathegory of
Cl
Effective more specific countermeasures | Suitable for the majority of Cl
for Cls
Very effective Suitable for the majority of Cl
Very effective Suitable for the majority of CI
Very effective Suitable for the majority of Cl
Effective Suitable for the majority of CI
Effective Suitable for the majority of CI
Effective with limitations Suitable for the majority of Ci
Very effective Suitable
Effective Suitable
Effective it should implement all risks to | Suitable for the majority of Cl
which infrastructure is subject
(even if the project addresses
pandemic risks)
Effective with limitations effective as soon as will be | Suitable
possible to involve a
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representative number of

operators

Effective

Effective

Suitable for the majority of Cl

Very effective

Suitable

Effective

Suitable for the majority of CI

Very effective

Suitable

Very effective

Suitable

Effective Es necesario afadir un apartado | Suitable for the majority of Cl
de medidas preventivas para
identificar de forma inmediata
posibles riesgos criticos

Effective Suitable for the majority of Cl

Effective with limitations

Suitable for the majority of CI

Effective Suitable for a certain cathegory of
Cl
Effective More complete context of risks | Suitable for the majority of Cl

and interdependencies impact

Very effective

Suitable for a certain cathegory of
Cl

Very effective

Suitable for a certain cathegory of
Cl

Effective

Suitable for the majority of Ci

Table 8: SUNRISE National workshop Risk Management Tool Survey Results part 8

Please provide any additional
comments or
recommendations regarding
the tool's overall suitability

share any general
suggestions, or
additional insights not covered in
the previous sections.

Please
comments,

Would you like to contribute by
registering your organization?
Please insert your institutional
email to receive an invitation

operators of small ICs might
have difficulty using it, specific
professionalism would be
needed in the company

e-mail address removed due to

privacy reasons

the tool seems more suitable
for private-sector Cls;
noneconomic costs may be
more relevant for others

it would be useful to
"advertise" the tool so that all
Cl operators can access its use
and provide any
insights/suggestions

e-mail address removed due to

privacy reasons

The platform seems interesting to
me, there should be the ability to
implement, even at the expense

e-mail address removed due to

privacy reasons
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of the infrastructure, all the risks
and threats

They should be adapted to
each sector.

Tools should be adapted to each
sector and the prevention should
be included in the strategy.

e-mail address removed due to
privacy reasons

Comments and suggestions are
gathered in the workshop minutes

e-mail address removed due to
privacy reasons

General use of tool possibility, not
just for pandemic (for example
what if fire in IT server room?)

It is different regarding the Cl
main work

Different sectors have
different aspects
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Annex Il - Handbook for the Risk Management Tool

D2.5 Strategy validation report V2
Annex Il - Handbook for the Risk Management
Tool
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1 Introduction

The Risk Management Tool, developed under the SUNRISE project framework, provides a practical
means for applying the SUNRISE strategy and process. It is designed to support critical infrastructures
operators and company-users in enhancing their resilience in a crisis scenario.

This handbook serves as a brief illustrated guide to assist users during their initial interaction with the
tool.

Key features include:

» Performing self-guided risk assessments

» Mapping interconnections between client and supplier infrastructures
» Forecasting pandemic evolution using epidemiological modules

» Evaluating potential economic impacts through simulations

» Exploring what-if scenarios to test system responses
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2 Accessing the Platform

First-Time Users
The Risk Management Tool is available by invitation only. Users can request access by contacting the

tool administrators at info@hermesbay.com. Upon approval, users will receive an email containing:

» Aunique, anonymous alphanumeric username
» Atemporary access code
» Instructions for setting a permanent password

Returning Users
Once credentials are activated, users can log in through the Sunrise Profiling login page using their

assigned username and password.

password |

next

Figure 5 - SUNRISE RM Tool — login
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3 Profiling Section

3.1 User Profile — Basic Information

In this section, users provide an initial overview of their organization:

» Select the relevant NACE codes by checking the corresponding grey boxes. Multiple selections are
allowed.

Z2QUNRISE

Profile Summary

User Profile Basic information 1/2

Select the NACE codes of your by checking the comesy g grey box.
You can select multiple NACE codes

1 nace codes =~

A - AGRICULTURE, FORESTRY AND FISHING
1 countries / 1 districts v

A1 - Crop and animal production, hunting and related service activities

A1.7 - Growing of non-perennial crops |

|
|
|
|

A1.11 - Growing of cereals (except rice), leguminous crops and oil seeds

A1.12 - Growing of rice

A1.13 - Growing of vegetables and melons, roots and tubers

2 indirect threats “

A1.14 - Growing of sugar cane

000 000a0a0

A1.15 - Growing of tobacco
0 missing impact levels

. J J J _J  JuJ

Figure 6 - SUNRISE RM Tool - User Profile Basic Information 1/2

P Select the operational regions of the organization using the respective grey boxes.

2z f Profile Summary
User Profile Basic information 2/2
Select the regions where you organization is based by checking the corresponding grey box.
¢ R e ek ke pendnaarey [ | nace codes ~ }
-~ FR-France
~  IT-Raly
~  ES-Spain [ ‘
1 pandemic threats "
Andalusia O
Aragon O l 2 climate threats " J
Asturias (m]
2 indirect threats v
Balearic Islands O
Basque Country |
0 missing impactlevels

Figure 7 - SUNRISE RM Tool - User Profile Basic Information 2/2
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3.2 User Profile — Risk Assessment

Users identify applicable threats to their organization by conducting a self-assessment across several
threat categories.

» Pandemic Threats: Users should mark outbreaks as threats if any branch operates in regions with
recurring or historically significant outbreaks.

2 SUNRISE

(" Profile Summary

User Profile Risk Assessment 1/3

If a branch of your organization operates in a country or region where a specific extreme climatic occurrence is either recurrent or has caused significant
damages upon occurrence, you must designate this particular extreme climatic event as a threat by marking the corresponding gray checkbox. This
section can always be modified to include or exclude climate-related threats as necessary. For Instance, If any of your branches are located in Emilia-
Romagna, Italy, West Nile Virus must be designated as a threat due to their frequent occurrence in the region

1 countries / 1 districts

0-Covid 19

2indirect threats

0 missing impact levels

|
| l
| |
| l

Figure 8 - SUNRISE RM Tool - User Profile Risk Assessment 1/3

» Climatic Threats: Users should identify threats where extreme climate events have occurred or are
frequent.

Z2SUNRISE

Profile Summary

User Profile Risk Assessment 2/3

If a branch of your organization operates in a country or region where a specific extreme climatic occurrence is elther recurrent or has caused significant R
damages upon occurrence, you must designate this particular extreme climatic event as a threat by marking the corresponding gray checkbox. This eerades v
section can always be modified to include or exclude climate-related threats as necessary. For instance, if any of your branches are located in Baden-
Wurttemberg, Germany, Heat waves must be designated as a threat due to their frequent occurrence in the region
1- Droughts
1 pandemic threats "
2- Earthquakes O
3- Extreme Rains O { }
2 climate thieats -
4-Floods O
5- Forest Fire { Zindirect threats - J
6- Heat Waves O

Figure 9 - SUNRISE RM Tool - User Profile Risk Assessment 2/3
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» Indirect Threats: Based on selected direct threats, a list of potential indirect threats is generated.
Users are asked to select those relevant to their organization.

User Profile Risk Assessment 3/3 —
Please indicate all indirect threats originating from pandemics and/or seere chmate events that may patentially impact your arganization or are perceived R
as threats by your 1. This hould encompass all regions in which your organization operates. For instance, if your organization v
regards cyber.attacks as athreat It should be Included, even i the ‘specific source of these attacks is unclear.
- Agricultural damage O \ | counires /1 ‘
- Blackouts
- Blocked roads m] { 1 pandemic threats " ]
- Border closure O
cimate threats o
- Closure of airport O
- Curfew O
2indirect threats -
- Damage to power lines O

Figure 10 - SUNRISE RM Tool - User Profile Risk Assessment 3/3

3.3 User Profile — Impact Assessment

Users perform a self-assessment to evaluate potential impacts from identified threats:

» Step One: Define minimum and maximum financial losses numerically. When uncertain, users may
use a fictional scale (e.g., 1-5), based on the following:
- Very Low: Negligible effects
- Low: Minor operational impact

Medium: Partial service disruption

High: Major disruption or reputational damage

Critical: Severe outages or legal/financial consequences

Profile Summary

User Profile Impact Assessment 1/2

For each metric, it is essential to establish bath the minimum and maximum financial losses In numerical terms. This is a crucial preparatory step for .

assessing the economic repercussions of each threat. During this phase, please contemplate the following question: How would you define a ‘medium’ e ‘ v

financial loss within the context of your organization?
1. Very Low Impact FROM ze0  T0 SOICITRE { cuties /1 disticts v w
2. Low Impact FROM 500000 € TO 2000000 €
3. Medium Impact FROM 2000000 € TO 10000000 € { et v w
4. HighImpact FROM 10000000 € TO 50000000 €
imate threats o

§. Critical Impact FROM 50000000 € TO infinite

Figure 11 - SUNRISE RM Tool - User Profile Impact Assessment 1/2
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» Step Two: For each threat, users define the type and extent of impacts across regions, considering
current countermeasures and using predefined categories and metrics.

Profile Summary

User Profile Impact Assessment 2/2

For each presented threal, it Is reques  Cond 19 oih the nature and magnitude of its impact within the regions where your company o its branches are situated, while taking into
account the existing countermeasure =" cify the nature of the impact, utilize the provided impact categories, and to express its magnitude, employ the predefined impact
metrics. For instance, if the threat, g a Medium Operational Impact (level 3) for branches in Andalucia, you should designate "Andalucia” in the intersection of the
“LodRRPRNPPSN ory and the “Oparational Impact” category. and input the value 3 (indicating Medium Impact).

IMPACT CATEGORIES

Operational Manpower Reputational
Impact Impact Impact
High

-~ . Madrid Madnd
Cavid 19 Critical

Droughts

Foi

Madrid
: =
- ) _ -

THREATS

M
Lack of manpower

Figure 12- SUNRISE RM Tool - User Profile Impact Assessment 2/2

3.4 User Profile — NPl Countermeasures Assessment

Users assess the feasibility and implications of non-pharmaceutical interventions (NPIs):

» For each countermeasure, specify:
- The type of impact
- The impact magnitude using predefined metrics

Profile Summary
User Profile NPl Countermeasures Assessment
Please select both nature and itude of impacts per each countermeasure on display. 1 nmoe codes
Use provided impact categories for the nature of each impact . hd
The magnitude of impacts are on predefined impact metics,
E.g.: the threat ‘Lockdown' results in a Medium Operational Impact,
IMPACT CATEGORIES l T oo v ‘
Operational Manpower Reputational y/
([ EL Impact Impact 1 pandemic threats v

Figure 13- SUNRISE RM Tool - User Profile NPl Countermeasures Assessment
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3.5 User Profile — Supply Chain What-if Analysis

This section addresses supply chain dependencies:

» Step One: Select all relevant supplier sectors using NACE codes across operational regions.

“2SUNRISE

User Profile Supply Chain What-if Analysis 1/3 et semnen )
Choose all the sectors of suppliers, as classified by their NACE Code, that are relevant 1o your organization. Ensure to account for all the regions where your organization has |
a presence, and feel free to make multiple selections as needed. For example, if any part of your arganization receives supplies from another entity falling under the sector o b
"B86.1 - Extraction of crude petroleum, you should select this NACE Code. Likewise, if only one of your branches is supplied by an organization within the sector 'B8.1-
Quarrying of stone, sand, and clay’ you should also include this NACE Code in your selection.
A- AGRICULTURE, FORESTRY AND FISHING [m] countries ¢ 1 distrcts - ]
A1 - Crop and animal production, hunting and related service activities m]
1 pandemic threats .
A1.1 - Grawing of non-perennial crops [m]
A1.11 - Growing of cereals (except rice), leguminous crops and oil seeds (m] ‘
e v v
A1.12 - Growing of rice O
A1.13 - Growing of vegetables and melons, roots and tubers [m] " I
A1.14 - Growing of sugar cane m]
om
A1.15 - Growing of tobacco m]
A1.16 - Growing of fibre crops [m] ‘
Impact Assessment -

Figure 14 - SUNRISE RM Tool - User Profile Supply Chain What-if Analysis 1/3

» Step Two: For each selected sector, indicate:
- The operational district it supports
- A dependency score reflecting its criticality to the organization

Z2SUNRISE

User Profile Supply Chain What-if Analysis 2/3 ot semmay
For each selected supplier sector choose which districtis served by that supplier sector and the dependency score reflecting the degree of reliance of your entire .
organization cn that sector. This dependency score should be determined based on the provided dependency level metrics located on the right side of the screen = v
D35.13 - Distribution of electricity
e }
Madrid critical dependency level
E36 - Water collection, treatment and supply { o
J61 - Telecommunications ‘ 2 climate threats v
Madrid critical dependency leve
\ B .
{ .
v

Figure 15 - SUNRISE RM Tool - User Profile Supply Chain What-if Analysis 2/3
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» Step Three: Identify the countries where suppliers are based. If not listed, select those potentially
relevant.

“ZSUNRISE

User Profile Supply Chain What-if Analysis 3/3 Frtlesummeny

Select the country{ies) where your suppliers are located. If the county isn’t available, please select the ones that could be interesting for your Organisation.

E l
~  FR-France ]
A IT-Haly m] [ fosme e v ‘
~  ES-Spain . '.
~  DE-Germany O l e N ‘
~  3l-Slovenia [m] ‘ I y w

Figure 16 - SUNRISE RM Tool - User Profile Supply Chain What-if Analysis 3/3

3.6 Epidemiological Scenario Setting

Users can select the epidemiological scenario they wish to simulate and define the level of
countermeasures to be applied during the simulation.

Z28UNRISE

Epidemiological Scenario

Please select an scenario and (NPI) level

Please select an epidemiological scenario to procede and visualize the epidemiological model

Scenario:

Areosol Scenario O]
Vector Scenario o

Countermeasures — Non-Pharmaceutical Intervention (NPI)

Level 0 O

No countermeasure \

Level 1 @

Social distancing; Personal Protective Equipment (PPE); Quarantine or isolation; Testing

Level 2O

Social distancing; Personal Protective Equipment (PPE); Quarantine or isolation; Testing; School closures,
General Store Closures (Non-Essential Businesses); Travel restrictions and border controls

Figure 17 - SUNRISE RM Tool - Epidemiological Scenario Choice
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4 Dashboard Section
4.1 Home
The Risk Assessment Module is accessible via the "Home" tab.
Jog:: ) -

HOME ECONOMIC MODEL CASSANDRA EPIDEMIOLOGY

Country District

Select v Clear

Figure 18 - SUNRISE RM Tool - Dashboard Home

Users can select districts to monitor from the top-left panel. Only districts previously marked as
relevant in the Profiling section—those containing users' branches or suppliers—will be available. Once

selected, users can view:

» The district's profile
» Previously selected direct threats
» Their likelihood of occurrence represented via a traffic light indicator

0@ -
HOME ECONOMIC MODEL CASSANDRA EPIDEMIOLOGY
Country District
Spain -~ Asturias v Clear
Asturias Coldspell -Heatwave :(treme rain
b=
Figure 19 - SUNRISE RM Tool - Dashboard Region selection
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4.2 Economic Module

The Economic Module is accessible through the main interface by clicking into the “Economic Model”

tab.

HOME ECONOMIC MODEL CASSANDRA EPIDEMIOLOGY

NACE Code

Select NACE Code v

Select NACE Code
084 - Public administration and defence; compulsory social security

D35 - Electricity, gas, steam and air conditioning supply
E36 - Water collection, treatment and supply
J61 - Telecommunications

Milli¢

Figure 20 - SUNRISE RM Tool - Dashboard Economic Model NACE Selection

The user can then select, from the top-left panel, the NACE Code of the sector they wish to monitor. It
is important to note that only the sectors previously marked as relevant in the Profiling section —
those containing the user's branches or those of their suppliers — will be available for selection.

It will then be possible to view a series of charts illustrating, for each economic sector of interest to
the user — namely their own and those of their suppliers, as they previously defined in the Profiling
section — the annual economic performance of the selected sector is assessed based on five
parameters:

Baseline performance under normal conditions (i.e., in the absence of a pandemic)
Projected performance in the event of a pandemic with no countermeasures in place
Projected performance in the event of a pandemic with first-level NPIs implemented

Projected performance in the event of a pandemic with second-level NPIs implemented

vk w N

Projected performance in the event of a pandemic with third-level NPIs implemented

0@ -

HOME ECONOMIC MODEL ~ CASSANDRA  EPIDEMIOLOGY

NACE Code

E36 - Water collection, treatment and supply v

E36 - Water collection, treatment and supply

< No pandemic - NPi Level 0 o NPiLevel 3

Figure 21 - SUNRISE RM Tool - Dashboard Economic Model output
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4.3 Cassandra Module

Accessible through the "Cassandra" tab, this module simulates cascading effects by integrating data
from the Epidemiological Module, Socio-Economic Impacts Tool, and Risk Assessment Tool. While
much of the input is automated, some steps require manual configuration.

HOME ECONOMIC MODEL CASSANDRA EPIDEMIOLOGY

AT CASSANORA
Interactive Simulation: SUNRISE Synthetic Demo Model for Integration o

— Simulation Scenario Configuration

Start Node
-+ Advanced Simulation Configuration
ES (reachable nodes: 95) v
Trigger
pandemic v

Figure 22 - SUNRISE RM Tool - Dashboard CASSANDRA

The cascading effects of a specific threat (e.g., a pandemic scenario) are simulated across the entire
module. The simulation framework is structured into five key areas:

I. Pandemic Trigger and NPI Selection: Users can trigger a pandemic scenario at the national level from
this area and choose an active NPl (Non-Pharmaceutical Intervention) level for a single node without
the need to modify the rest of the model. This functionality also supports simulations for natural
disasters or other major incidents.

Il. Population Nodes: In this area, the epidemiological simulation developed by HZI is embedded within
the cascading effects module. Sub-populations are assigned to their corresponding NUTS 2 regions.
The pandemic trigger from Area | activates at the national level and spreads through affected regions
to the appropriate population groups. The population’s response reflects the HZI epidemiological
outputs. The resulting affectedness is then propagated to the organizations in Area Ill. (Note: In
demonstration models, only organizations from two regions may be shown, but additional regions can
be added as needed.)

Ill. Organizations: Each node in this area represents an organization. Information from the Risk
Assessment Tool, including impact estimates from the profiling section, is used to define how these
organizations behave when receiving input from population nodes (e.g., staff shortages) or
experiencing direct effects from NPIs (either cascading from Area Il or initiated from Area 1). Declared
suppliers and providers also generate dependency links if organizations have confirmed these
connections in the Risk Assessment Tool.

IV. Puffer Nodes: As a disruption in a single organization does not usually affect an entire economic
sector, puffer nodes are introduced to aggregate disruptions from multiple organizations. Once a
certain threshold is reached, the cumulative disruption is transmitted to the corresponding economic
sector in Area V.

V. Economic Sectors: This area displays economic sectors derived from the structure used in the Socio-
Economic Impacts Tool. Dependencies are established when monetary linkages exceed a relative
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threshold or when a dependency is flagged as critical or important. At the end of each simulation run,
a "node-health" score is generated for each economic node, ranging from 0 (worst) to 1 (best). This
output is then used as an input for macroeconomic agent-based modelling.

LS = = & S S S s S8 S SS AR SESERS S S S B R
v v
FFFsrsrsFssrTsTsST ST E TR T T ESEREE NS EREAN
*
l | [IAY
oA A . .
A &
.
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A
o5
A-A
A
A
A-A
A
& .
®AA  d @
A *
A +
A A *
A
Figure 6: Overview of the demonstration interdependency graph, divided in five areas: I: Pandemic
trigger and NPI selection; |I: Population nodes; Ill: Organisations, IV: Puffer nodes; V: Economic
sectors

Figure 23 - SUNRISE RM Tool - Dashboard CASSANDRA Output

The simulation operates on logical time-steps rather than real-time intervals. This means that the
simulation begins at time 0 with an initial event that triggers a local reaction. This reaction then
propagates to dependent nodes at time 1, and so on. These steps merely represent sequence order—
time 1 occurs after time 0 and before time 2—but do not correspond to actual durations.

Nevertheless, the simulation results can be interpreted within a temporal framework. For the SUNRISE
use case, the module assumes a two-week period. Simulation results illustrate the cumulative impact
of aninitial disruption over this timeframe. For instance, if an organization specifies in its profiling data
that it cannot continue production if a supplier fails to deliver resources for more than two weeks, the
respective node will shift to failure state 5 after receiving a “cannot provide resources” message.
Conversely, if an organization can sustain operations for four weeks under such conditions, the node
may transition into an intermediate state (e.g., state 3), indicating degraded performance with a risk
of future failure.
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4.4 Disease Spreading Module

The Disease Spreading Module is accessible through the main interface by clicking into the
“Epidemiology” tab.

The user can then select, from the top-left panel, the districts they wish to monitor. It is important to
note that only districts previously marked as relevant in the Profiling section — those containing the
user's branches or those of their suppliers — will be available for selection.

HOME ECONOMIC MODEL CASSANDRA EPIDEMIOLOGY

Districts

‘ ES14 - Madrid v‘
Select
ES14 - Madrid

Figure 24 - SUNRISE RM Tool - Dashboard Epidemiology

It will then be possible to view a series of charts illustrating, for each economic sector of interest to
the user — namely their own and those of their suppliers, as they previously defined in the Profiling
section — the weekly distribution of infections in the selected district throughout the pandemic period.

New Cases by Age Group - Level 1

Energy & Water

234

New cases

60

50
Weeks

- Children -o- Adults -o- Elderly

Figure 25 - SUNRISE RM Tool - Dashboard Epidemiology output 1/2

The charts on the left column display the distribution of cases as-is, without any countermeasures

applied, while the charts on the right show how the infection curve would change under different
levels of implemented countermeasures.
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New Cases by Week - Levels

Energy & Water

2987

New cases

1504

754

=
30
Weeks

< NPiLevel 0

Figure 26 - SUNRISE RM Tool - Dashboard Epidemiology output 2/2
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Annex Il = Survey questions for the second validation event

D2.5 Strategy validation report V2
Annex lll — Survey questions for the second
validation event
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1 |ISS — Istituto Superiore di Sanita

1.1 Section 1: understanding of the strategy

1. In what ways could a strategy like SUNRISE help improve your ability to anticipate and plan for
pandemic scenarios?
In che modo una strategia come SUNRISE potrebbe contribuire a migliorare la tua capacita di prevedere e
pianificare scenari pandemici?
A strategy like the one developed along the project could be very useful to implement a rational
approach towards the reaction — or, better, a proactive attitude —with respect to rare, adverse
events.

2. Which elements of the SUNRISE Strategy have helped you better understand the
interdependencies between critical infrastructures and their cascading effects?
Quali elementi della strategia SUNRISE ti hanno maggiormente aiutato a comprendere le interdipendenze
tra infrastrutture critiche e i relativi effetti a cascata?
The scoring of the risks performed by each organisation, in order to gauge the relative importance
of such risks, is a key factor for understanding the interdependencies between Cl and their
cascading effects.

3. How effective do you find the SUNRISE Strategy in representing the multi-criteria impact of
pandemics on critical infrastructures and services?
Come valuti I'efficacia della strategia SUNRISE nel rappresentare I'impatto multicriterio delle pandemie sulle
infrastrutture e sui servizi critici?
The SUNRISE strategy is an effective framework for representing representing the multi-criteria
impact of pandemics on critical infrastructures and services, owing to the fact that its development
was carried out by several partners with very different backgrounds, from epidemiology and
climate simulation to network modelling and socio-economical analysis.

4. Which aspects of the SUNRISE Process (including PDCA and OODA) do you find more or less
suitable for risk and business continuity management in your organization?
Quali aspetti del SUNRISE Process (inclusi PDCA e OODA) ritieni piti 0 meno adatti alla gestione del rischio e
della continuita operativa nella tua organizzazione?
| find that the PDCA method is very effective in developing rsk management, also in an organisation
like ours (i.e., a public research entity), which is very complex, in comparison to other public
entities Work is under way to verify whether the SUNRISE Process is applicable in practice also to
our organisation’s PCO (operative continuity plan).

5. To what extent do you find the methodology proposed for identifying PSCEs (Pandemic-Specific
Critical Entities) understandable and applicable in your operational context?
In che misura ritieni che la metodologia proposta per identificare le PSCE (Pandemic-Specific Critical Entities)
sia comprensibile e applicabile nel tuo contesto operativo?
The methodology is clearly understandable. Its applicability in our operational context depends
also on other aspects, though, in particular the applicable legislative provisions (e.g., national
transposition of the CER directive).

1.2 Section 2: Applicability of the Strategy

6. Which elements of the SUNRISE framework could be integrated into your current plans, policies
or procedures, and which ones would require adaptation?
Quali elementi del framework SUNRISE potrebbero essere integrati nei tuoi attuali piani, politiche o
procedure, e quali invece richiederebbero adattamenti?
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Since | haven’t access,at yet, to our BCP —or, better, our PCO —it is not easy to answer this question.
Certainly internal discussions about the SUNRISE framework, that we hope to foster in the near
future, would be useful to improve our PCO.

How do the proposed pandemic scenarios and threat multipliers align with the risks and
challenges you face in your sector?

In che modo gli scenari pandemici e i moltiplicatori di minaccia proposti si allineano con i rischi e le sfide che
affronti nel tuo settore?

Probably the nature of our organisation, as the main technical-scientific body of the Italian NHS, is
very peculiar, thus it is not easy to intercept the risk and challenges we are facing. We find it quite
cumbersome to adapt the threat multipliers to our case, since they have been developed with
regard mainly to providers of well-defined services.

What operational or strategic insights have you gained from the simulation and risk models
provided by the strategy (epidemiological, socio-economic, etc.)?

Quali spunti operativi o strategici hai ricavato dai modelli di simulazione e di rischio forniti dalla strategia
(epidemiologici, socio-economici, ecc.)?

The simulations offer the possibility to collect feedback about the consequences of decision
making. The SUNRISE framework proposes itself as a sort of “digital twin” of the organisation. As
such, it must be underlined that the outcome of the simulations is heavily data-dependent, and
this could be a limitation of the approach, in case of insufficient data quality.

What adaptations would be necessary to make the SUNRISE tools and approach consistent with
your organization’s governance, technology, or regulatory framework?

Secondo te, quali adeguamenti sarebbero necessari per rendere gli strumenti e I'approccio SUNRISE coerenti
con la governance, la tecnologia o il quadro normativo della tua organizzazione?

In our State, the software to be used by the public administration bodies should be always open-
source. This practical caveat could be a hindrance to the uptake of the SUNRISE framework by our
administration.

1.3 Section 3: Impact of the Strategy

10.

11.
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How does the SUNRISE Strategy support the comparison and prioritization of cross-sector
countermeasures (health, economic, social, legal)?

In che modo la strategia SUNRISE facilita la comparazione e la definizione di priorita tra contromisure di
natura sanitaria, economica, sociale e legale?

Cross-sector countermeasures can be compared and prioritized quite easily, at least when the
number of operational parameters to be modified is kept small. A systematic search across all the
“parameter space” probably would be very cumbersome and time-consuming, but in the
hypothesis of a high-level assessment of the different types of countermeasures, the tool which is
based on the SUNRISE strategy can be very useful.

What are the advantages or limitations you have observed in using the 'what-if' analysis to
identify the most impactful actions across domains?

Quali vantaggi o limiti hai riscontrato nell’utilizzo dell’analisi “what-if” per individuare le azioni piu rilevanti
in diversi ambiti?

The obvious advantage is that it is very easy to assess the consequences of a given action, without
implementing it in practice and then checking the outcome. We observed certain limitations, in
terms of the interdependency of our organisation and other entities (such as, e.g., suppliers of
reagents): this interdependency is not easy to model, and the tool requires in certain cases a
subjective assessment by part of the CE, whereas a more objective, data-driven approach should
be pursued.
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How useful do you find the risk and resilience evaluation framework for comprehensively and
operationally assessing pandemic-related vulnerabilities?

Come giudichi I'utilita del framework di valutazione del rischio e della resilienza per analizzare in modo
completo e operativo le vulnerabilita legate alle pandemie?

The risk and resilience evaluation framework is sound and useful. The methodology is well
grounded and rooted in widely adopted international standards.

1.4 Section 4: General Feedback

13.

14.

15.

Document name:
Reference:

In your view, what would be the most effective ways to implement the SUNRISE Strategy at
national, regional or critical entity levels?

A tuo awviso, quali modalita di implementazione della strategia SUNRISE sarebbero pit efficaci a livello
nazionale, regionale o per singole entita critiche?

Apart from the question raised at point 9, the implementation of the SUNRISE strategy would be
made easier if the decision makers were given the possibility to validate the tools developed during
the project with their own data (e.g., historical data about hte Covid-19 pandemic).

Which components of the SUNRISE Strategy do you consider most valuable to improve your
operational or strategic planning?

Quali componenti della strategia SUNRISE ritieni pit significative per migliorare le tue attivita di
pianificazione operativa o strategica?

The What-if analysis is a very immediate tool to experiment with the different types of
countermeasures. Moreover, the tool aligns with the scenario-based approach that was followed
by the Italian government (in the complete absence of previous data about the pandemic) during
the Covid-19 outbreak.

What changes or additions would you suggest to make the SUNRISE Strategy more useful,
relevant or applicable to your context?

Quali modifiche o integrazioni suggeriresti per rendere la strategia SUNRISE piu utile, rilevante o applicabile
al tuo contesto?

| would suggest a better integration of the software components making up the SUNRISE strategy
tool. For that aim, setting up a legal entity with the responsibility of SUNRISE software
maintenance, in particular overseeing the possible misalighment between software components
developed by different partners of the consortium, would warrant the long-term sustainability of
the project’s outcome.
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2 MIR - Ministerio Del Interior

2.1 Section 1: understanding of the strategy

1. In what ways could a strategy like SUNRISE help improve your ability to anticipate and plan for
pandemic scenarios?

A strategy like SUNRISE can be highly beneficial for both newly designated and well-established critical
operators. For those that have not yet developed a robust security function, SUNRISE offers a clear
framework and practical tools to support risk assessment, response planning, and scenario-based
decision-making. For mature and experienced critical operators with comprehensive security
departments, the strategy can provide added value by helping identify potential gaps or areas for
improvement that may have otherwise gone unnoticed. The integration of analytical tools, simulation
models, and cascading impact assessments makes it possible to detect hidden vulnerabilities and
further reinforce their capacity to respond to complex crises such as pandemics.

2. Which elements of the SUNRISE Strategy have helped you better understand the
interdependencies between critical infrastructures and their cascading effects?

The SUNRISE project contributes to a deeper understanding of the interdependencies between critical
infrastructures by offering a broader and more detailed perspective on how they are interconnected.
The use of tools and methodologies focused on scenario analysis, cascading impact simulation, and the
identification of critical nodes is particularly valuable in visualizing how a disruption in one sector can
trigger immediate or cascading effects in others.

3. How effective do you find the SUNRISE Strategy in representing the multi-criteria impact of
pandemics on critical infrastructures and services?

By incorporating different types of variables—operational, social, economic, and environmental—the
SUNRISE approach enables a more holistic understanding of the consequences that a pandemic can
have on critical infrastructure and the services it provides.

The use of simulated scenarios, together with cross-sector analysis tools and cascading impact
visualizations, offers a flexible framework for modeling complex situations in which multiple factors
interact simultaneously. This approach can support both the identification of vulnerabilities and the
planning of more coordinated and resilient responses to large-scale health crises.

4. Which aspects of the SUNRISE Process (including PDCA and OODA) do you find more or less
suitable for risk and business continuity management in your organization?

The suitability of the SUNRISE process—particularly the use of frameworks such as PDCA (Plan-Do-
Check-Act) and OODA (Observe-Orient-Decide-Act)—largely depends on the maturity level of each
critical operator in terms of security and business continuity management, as well as the specific sector
in which they operate. While some organizations already apply these methodologies in a structured
way, others could benefit from the systematic and adaptable approach proposed by SUNRISE.

Both PDCA and OODA are well-established tools in risk management. PDCA is especially useful for
establishing and continuously improving processes, while OODA enhances agility in decision-making
under dynamic or uncertain conditions. This combination can be highly valuable in responding to
disruptive events in a coordinated and effective manner.

It is important to note that, although current national regulations do not prescribe a specific
methodology for risk analysis among critical operators, they do require that such analyses be carried
out and properly justified using appropriate tools. In this regard, both PDCA and OODA can support the
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structuring of prevention, response, and recovery efforts, contributing to the development of robust
business continuity strategies.

5. To what extent do you find the methodology proposed for identifying PSCEs (Pandemic-Specific
Critical Entities) understandable and applicable in your operational context?

The proposed methodology for identifying Pandemic-Specific Critical Entities (PSCEs) is generally clear
and applicable, provided it is adapted to the specific operational context and maturity level of each
organization. Its structure supports a systematic approach to identifying those entities whose
operability is essential during a pandemic, taking into account both critical functions and
interdependencies.

This approach can be particularly useful for operators that have not yet developed consolidated internal
methodologies for prioritizing functions and services in health crisis scenarios. For more advanced
organizations in risk and continuity management, the SUNRISE framework may serve as a validation
tool or a starting point for identifying potential gaps in existing analyses.

In any case, its applicability will depend on each organization's ability to integrate the methodology
into established procedures, as well as on its flexibility to adapt it to different operational environments
and critical sectors.

2.2 Section 2: Applicability of the Strategy

6. Which elements of the SUNRISE framework could be integrated into your current plans, policies
or procedures, and which ones would require adaptation?

CNPIC focuses on evaluating and validating the plans of critical operators, and therefore is not directly
responsible for applying tools such as SUNRISE. While national regulations do not mandate a specific
methodology for risk analysis, they do require that such an analysis be conducted. In this regard,
SUNRISE could be highly valuable for operators, as it provides a structured tool to support their risk
assessment processes.

For those operators that already have a methodology in place, the tool could serve as a complementary
resource to review their current approach and identify potential areas for improvement or adjustment,
thereby contributing to a more comprehensive and robust risk management strategy.

7. How do the proposed pandemic scenarios and threat multipliers align with the risks and
challenges you face in your sector?

The pandemic scenarios and threat multipliers proposed in SUNRISE are consistent with many of the
cross-cutting risks faced by the strategic sectors covered under current Law 8/2011, which establishes
measures for the Protection of Critical Infrastructure. Although CNPIC does not directly manage these
risks, the inclusion of such elements can support critical operators in incorporating realistic and complex
scenarios into their analyses—thereby enhancing the quality of the plans that we are responsible for
evaluating and validating.

8. What operational or strategic insights have you gained from the simulation and risk models
provided by the strategy (epidemiological, socio-economic, etc.)?

As the competent authority responsible for validating the plans of critical operators, CNPIC does not
directly apply the simulation models provided by the SUNRISE strategy. However, their potential as
strategic analysis tools is highly relevant. The inclusion of epidemiological, socio-economic, and
cascading impact models enables the visualization of complex, multifactorial scenarios that operators
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could incorporate into their own risk assessments. This may result in the development of more robust
and better-adapted plans for large-scale crises.

9. What adaptations would be necessary to make the SUNRISE tools and approach consistent with
your organization’s governance, technology, or regulatory framework?

As the competent authority, CNPIC does not directly implement tools such as SUNRISE, but it could
assess their usefulness as a methodological reference for critical operators. The use of the SUNRISE tool
is not incompatible with the current Critical Infrastructure Protection regulations (Law 8/2011), nor
should it be with the upcoming transposition of the Directive on the Resilience of Critical Entities.
Regarding its technical integration, it is up to each critical operator to determine how best to
incorporate the tool into their established processes.

2.3 Section 3: Impact of the Strategy

10. How does the SUNRISE Strategy support the comparison and prioritization of cross-sector
countermeasures (health, economic, social, legal)?

The SUNRISE Strategy facilitates the comparison and prioritization of cross-sectoral countermeasures
through a multidimensional approach that spans various domains. By using impact analysis models
and scenario simulations, it enables the evaluation of how different measures may affect
interconnected sectors.

For critical operators, this means being able to prioritize coordinated actions, thereby enhancing
preparedness and response to complex crises that span multiple areas.

11. What are the advantages or limitations you have observed in using the 'what-if' analysis to
identify the most impactful actions across domains?

The 'what-if' analysis helps operators anticipate the impact of different actions across multiple
domains, facilitating better preparedness and coordination.

As a limitation, its effectiveness depends on the quality of the data and the ability to interpret the
results. Additionally, organizations with less experience in risk management may require support to
fully leverage its potential.

12. How useful do you find the risk and resilience evaluation framework for comprehensively and
operationally assessing pandemic-related vulnerabilities?

The SUNRISE risk and resilience evaluation framework is a valuable tool for comprehensively and
operationally assessing vulnerabilities related to pandemics or other large-scale incidents. Its
multidimensional approach enables the identification of immediate risks, cascading impacts, and
secondary effects that may compromise the continuity of essential services. This supports critical
operators in designing more robust, well-adapted response and continuity plans for complex scenarios.

2.4 Section 4: General Feedback

13. In your view, what would be the most effective ways to implement the SUNRISE Strategy at
national, regional or critical entity levels?

The SUNRISE strategy could be implemented as a reference in a national guide for critical operators to
support their risk analysis. It would be advisable to include training or support materials to facilitate
the proper use of the tool. Each entity could integrate it according to its level of maturity and the
processes it already has in place in terms of risk analysis and continuity.
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14. Which components of the SUNRISE Strategy do you consider most valuable to improve your
operational or strategic planning?

As mentioned above, CNPIC does not directly conduct risk analysis or strategic/operational planning
and therefore does not plan to use the SUNRISE tool. However, certain components of the strategy—
such as simulation models, cascading impact analysis, and the multidimensional approach—may be
especially valuable for critical operators to enhance their own planning and decision-making processes.

15. What changes or additions would you suggest to make the SUNRISE Strategy more useful,
relevant or applicable to your context?

Since the CNPIC does not directly apply tools such as SUNRISE, its usefulness lies in serving as a reference
for critical operators, especially those with lower maturity or more limited risk analysis capabilities. To
enhance its applicability in our context, it could be useful to incorporate practical guides adapted to
different operator profiles, as well as specific application examples to facilitate its understanding and
use.
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3 MZI - Ministrstvo za infrastrukturo

3.1 Section 1: understanding of the strategy

1. In what ways could a strategy like SUNRISE help improve your ability to anticipate and plan for
pandemic scenarios?

The strategy arms us with knowledge and awareness of new possible types of pandemics and it’s
possible spread because of globalisation, climate change (temperature growth etc.), weather and
indirect threats. Simulating the more refined RiskManagamentTool would further increase the overall
awareness. Reminds us how stronger collaboration between different sectors is needed in affectively
coping with potential future pandemics.

Ideally the strategy should be also analysed and assessed by The National Institute of Public Health
and the Ministry of health, as authorities on the matter of pandemics and infectious diseases.

2. Which elements of the SUNRISE Strategy have helped you better understand the
interdependencies between critical infrastructures and their cascading effects?

Cascading Effects Simulation Tool and it’s visualisation. Further developed tool with specifically
labelled economic sectors, clearly marked nodes for easier understanding would be needed. In my
case the Cassandra tool was not fully developed for the Slovene scenarios.

3. How effective do you find the SUNRISE Strategy in representing the multi-criteria impact of
pandemics on critical infrastructures and services?

It effectively ensures that the direct (e.g. infections/health) and indirect (e.g. economic, supply chain,
legal) effects of pandemics are jointly considered, rather than analysed in isolation. It also spans across
different sectors.

4. Which aspects of the SUNRISE Process (including PDCA and OODA) do you find more or less
suitable for risk and business continuity management in your organization?

PDCA is ideal for long-term planning, policy design, compliance frameworks, and structured business
continuity planning, while OODA is valuable for crisis response environments, real-time operational
decisions, and adaptive business continuity management. In our case I’'m leaning more to PDCA and
its strategic planning application.

5. To what extent do you find the methodology proposed for identifying PSCEs (Pandemic-Specific
Critical Entities) understandable and applicable in your operational context?

Somewhat, our critical CE are known but for special case of pandemic this could be useful. Another
thing is how to actually answer the questions of “Impact by the Transmission Method”, “Operational
Resilience of the Entity” and others. Scoring must be further clearly defined.

3.2 Section 2: Applicability of the Strategy

6. Which elements of the SUNRISE framework could be integrated into your current plans, policies
or procedures, and which ones would require adaptation?

PSCE scoring as a supplement to existing criteria for Cl designation, especially for scenarios like health
emergencies or climate-worsened pandemics (future changed environment and climate). Cascading
effects for the support of cross-sectoral planning at the national level and which would help identify
vulnerabilities not visible within single-sector analyses.

OODA Cycle for Operational Response May be more applicable at the level of individual Cl operators
or regional crisis units rather than ministries. Simulation Tools might need more planning and testing
as well as integration with technical expert partners (depends on the used data of course).
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7. How do the proposed pandemic scenarios and threat multipliers align with the risks and
challenges you face in your sector?

For the transport sector all the critical entities would need to be also included in the evaluation and
assessment of the strategy and tool (main port, Slovenian railways etc.). Since we’re regulatory body,
can mostly work from home it makes our position easier (but even this could cause certain problems
as connectivity and cyber-security). The other entities in sector are much more vulnerable to threat
multipliers considering geographical spread, being of critical importance for the country, 24/7
operability etc...

8. What operational or strategic insights have you gained from the simulation and risk models
provided by the strategy (epidemiological, socio-economic, etc.)?

Gives us broad perspective of complexity and interdependencies between sectors and entities within
the country and especially across borders. Gives us insight in changes of adopting different levels of
NPl and how would it affect us (workforce, economy etc.).

9. What adaptations would be necessary to make the SUNRISE tools and approach consistent with
your organization’s governance, technology, or regulatory framework?

Defining which national body would be applying let’s say PSCE scoring (might overstep the CER
directive but can be supplement to exciting policies or strategies/plans), would need coordination
across ministries to work; possible embedment of SUNRISE assessments in the National Crisis
Management Plan or inter-ministerial working groups?. Data interoperability and access (open data?).
Localization and fully developed simulation tools for Slovenia

3.3 Section 3: Impact of the Strategy

10. How does the SUNRISE Strategy support the comparison and prioritization of cross-sector
countermeasures (health, economic, social, legal)?

It does give it a good deal of importance and it enables a cross-sector comparison based on shared
evaluation metrics. Each measure is analysed based on effectiveness, feasibility and impact.

11. What are the advantages or limitations you have observed in using the 'what-if' analysis to
identify the most impactful actions across domains?

Advantages are: Clear comparison of cross-sector actions, offers visual outputs for decision-makers,
increases flexibility and responsiveness in pandemic management, Supports scenario updates.
(supports holistic decisions).

Limitations: Requires quality input data, requires training or expert facilitation for maximum benefit,
May oversimplify social/political dynamics, legal obstacles might come into question.

12. How useful do you find the risk and resilience evaluation framework for comprehensively and
operationally assessing pandemic-related vulnerabilities?

The SUNRISE framework is very useful for seeking to understand and act on pandemic-related risks,
especially when used in combination with supporting tools and interagency cooperation (Multi-
domain coverage, Practical PSCE scoring when it can be easily and accurately determined, reveals
systemic vulnerabilities, integrates into existing risk management systems (ISO standards). May need
some cross-sector coordination and requires access/insight to data.
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3.4 Section 4: General Feedback

13. In your view, what would be the most effective ways to implement the SUNRISE Strategy at
national, regional or critical entity levels?

Through further simulation of the tool the strategy itself could be tested and its usefulness or some
parts of, would then be seen as usable and propagated further. Multiple cross-sector operators from
same country with addition to cross-border operators.

14. Which components of the SUNRISE Strategy do you consider most valuable to improve your
operational or strategic planning?

Awareness of interconnected entities (physical, cyber or logical) and different NPIs levels impacting
our workforce.

15. What changes or additions would you suggest to make the SUNRISE Strategy more useful,
relevant or applicable to your context?

Strategy is broad and thus suitable for the main national decision maker following recommendations
of the profession (The National Institute of Public Health and the Ministry of health as it's domain
leader, which was the case in covid pandemic). Ideally as a part of EU Strategy for awareness and
resilience of Cis in preparation for possible future pandemics.
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