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Executive Summary

This deliverable presents the cybehysical resilience (CPR) tobhe goal of this tool is to improve the
cyberphysical security capabilities of critidgafrastructure (CI). The importance of improving cyber
security is evident in extreme situations such as a pandemic, where the Cls may face issues such as
absenteeism, which reduces the manpower required to defend the increasingly digital and connected
critical infrastructure.

The CPR tool (its concept, architecture, initial testing on publicly available data and the piloting
scenarios envisaged for validation) was presented in [Dpdnd previous versions of this Cyber
physical resilience tool and training guide ()8}2and D6.33]). Therefore, this final iteration presents

the improvements in the tool after its validation and demonstration during the first piloting phase
(M21-M22 of the project, June and July 2024). These improvements are:

} Realworld usability improvements and fiagining of thresholds in anomaly detection, as observed
and requested by Cls;

} Enhancements in anomaly detection for better integration into the various existing systems (such
as Wazuh SIEM);

} Identification of threat intelligence data sharing use cases where anonymization and encryption are
applicable;

} Improvements in the source confidence scoring module to support CIRCL feeds and in the
contextualization of health trends for threat score and better integration with risk assessment;

} An extension of the risk assessment module with a simulation of mitigations mapped to the MITRE
DEF3ND framework;

} Adaptation of the incident reporting workflow enforced by the CPR incident reporting module to
the NIS2 directive specifications to support early warning, communication of supply chain risk,
countermeasures (provided as response to an incident notificatioronitoring procedures and
vulnerability notification procedures.

The tool was tested with public data and data provided by the CI. Using real data and setting up the
facility to receive live data (through FileBeat), we validated the CPR tool (TRL5) wdis®ilot

Trials Complete (where the upgraded and integrateol was demonstrated and validated, and the

first pilot trials were successfully completed). This was reported in[&}6 We will proceed with the

final validation and demonstration in M3@34 of theproject (June and July 2025), when the CPR tool

is installed locally at the premises of some of the Cls. The final validation results will be reported in
D6.6.

The architecture of the CPR tool did not change throughout its evolatibmemains the same as
described inD6R]® | 26 SOSNE F2NJ Ot F NAGeZ 6S KIS ONARST e
deliverable.

Testing the results with the CI provided data logs that strongly suggest we can identify relevant events
for cyberphysical resilience in different layers of cyber infrastructure. An example is a problem (bug)
in the upper layer (application layer). Theoamalies in the infrastructure may be a result of tampering

with the application, the virtual resources’ infrastructure, or even network issues. Each anomaly may
not be directly connected with the cyberattacks. However, their existence or combination thiggh o
indicators may show that a threat is imminent. This is an innovative approach. By focusing on a wider
threat landscape that includes anomalies or indicators of compromise (IoC) rather than just
demonstrably securityelated incidents, we may detect ore subtle attacksin this sense,
advancements such as threat intelligence scoring or mapping of Indicators of Compromise (IoC) with
aLtw9 ! ¢¢s/Y YIFEGNRE (SOKyAljdzSad AYLINRGS /L O&oSN
detected anomalies and iafmation received from the cyber threat intelligence tool are treated as

risk indicators like the already existing indicators, whether they are organisational, technical, physical
or workforce related. New input to automated risk (re)assessment also ieslamporary conditions
related to pandemics, such as changes of priority in impact assessment, availability and awareness
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level of workforce, etc. The results of risk assessments are used to help in orientation and decision
making, including decisions related to incident reporting. In this way, we follow the OODA loop
approach (Observe, Orient, Decide, Act) that contextuslitee available information, while also
making sense of newly arrived data and changing circumstances. This is a particularly suitable approach
for a volatile, uncertain, complex and often ambiguous inflow of data, such as in the case of
cybersecurity desion making systems during temporary conditions like pandemics.

For each module, we describe its deployment in the infrastructure, which serves as guide on how to
install the entire CPR tool on the target (Cl) infrastructure. We also provide a user manual that
describes the configuration and management of the composeamd the CPR tool itself.

Therefore, the main contributions of this deliverable are the description of the improvements of the
CPR tool components based on the results of the first piloting phase, and the updated deployment and
user manual, including the integrated CPR dashboardsiisgle access point to all the functionalities.

The piloting activities and their results during the first phase were already reported if4)6while

0KS @FfARFGAZ2Y 2F GKS dzZLJRFGSR /tw (22t | fNBIRe
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1 Introduction

1.1 Purpose of the document

The purpose of D6.5 is to publicly present the final user guide of the -pfyeical resilience (CPR)

tool, initially presented in D6.1 Cyberphysical resilience conceptualizatifi, improved in D6.2
Cyberphysical resilience tool and training guide[2]land updated in D6.3Cybefrphysical resilience

tool and training guide VI3]® ¢ KS RSt AGSNI o6t S LINBaSyda GKS (22
process. The outcomes of the tests conducted on the submodules in a lab environment on public
datasets were presented in detail in D§22. We summarize D6[2] to be comprehensive and present

new results that rely on testing with the sample log files provided by Cl operator partners for D6.2. In

the annex, we present the final version of the user guide.

¢tKA&d &aSOGA2Y LINPOARSAa (KS ySOSaal N O2yGSEddzZ t A
project work, its organization, the differences between previous ([#)3and this deliverable (D6.5),

the glossary adapted in this document, etc.

1.2 Relation to other project work

D6.5 is the final version of thi@yberphysical resilience tool and training guala it follows the second
version (D6.(8]).

This deliverable reports the results of the completed tasks in VWWB&: Cybephysical security risk
assessment, T6.2 -pbwered log monitoringand T6.3 Incident response and threat intelligence

sharing Whereas D6[3] provided the results of the validation with the real data from the SUNRISE

LI NIYSNES FfoSAG O2yRdzOGSR ¢gAlGK2dzi AyaidlttAy3a (K
the enhancements and refinements after the activities conducted for thenatestration and

validation of the tool during the first piloting phase in M21 and M22 of the project. In addition to the

tasks in WP6, D6.5 also reports on T6.4 and T6.5 (integration and demonstration), the updates to the
22t Qa RSLX 2 @& Y Qiddites df fieRCPR ®d matizides @ésent@d in [F,1D6.2[2]

and D6.33], which include anomaly detection (LOMOS), threat intelligence (TINTED), risk assessment
(CERCA), and incident reporting (AIRE).

The CPR tool developed in WP6 contributes to the WP2 strategy for awareness and resilience of Cls
through its adaptability to specific situations, such as those experienced during the pandemic. This is
achieved through its better detection of anomalous teans to identify false positives in the context

of temporary conditions and events that can happen in the cyber space as well as in a physical context
OAYOf dzZRAY 3 62N] F2NDS | 6aSyiuSSAayYox ¢ogKSy Sg@IFfdzZ GA
flexible incident response process supports the challenges of the new NIS2 directive, and fosters
collaboration and prevention through secure and more contextualized threat intelligence data sharing.

In other words, the CPR tool improves the awareness asitleece of Cls from different perspectives.

l RRAGAZ2Y I fteas GKS /tw (22ftQa RS@OSt2LIYSyld adG§SYYSR
08GGSNI dzy RSNEGI yRAY3 2F (GKS /LQAa OKFftsSy3sa | yR
These use case scenarios from WP2 enabled us to addre€3 tieeds in WP6. The CPR tool follows
requirements elicited in WP3 and reported in D8 Requirements and designs 5.

The work on the CPR tool reported in this document also relates to other WPs, providing them with a
complementary way to physically observeport and protect Cls. An example is WP7, where the
RNRYySQa LIKeaAOlt aSOdNAiGe A& Y2YyAG2NBR® ¢KS g2N
possible tampering with potentially dangerous equipment. Information from WP4 related to access

control canalso enable risk pattern indicators for physical events, as can the health prediction
developed from WP5 because it contextualises intelligence data as an input for the CPR risk
assessment.
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1.3 Change®etween D6.3 and D6.5

The differences between D6[3] and its successor D6.5 (this document) are showraislel. In this
table, we note new sections and major updates. We also summarize advancements completed.

Tablel: D6.5- changes in Sectiom®mpared to D6.[3]

ectlio DO ectlo 0.3 Dirrerence
Executive Summary Executive Summary
1 Introduction 1 Introduction
1.1 Purpose of the document 1.1 Purpose of the Minor update
document
1.2 Relation to other project | 1.2 Relation to other project| Minor update
work work
1.4 Structure of the 1.3 Structure of the Minor update
document document
1.3 Changes between DG3 | 1.4 Differences to D6[3] Major update
and D6.5
15 Personas used in the 15 Personas used in the | Minor update
document document
1.6 Glossary adopted in this New section
document
2 CyberPhysical Resilience 2 CyberPhysical
Tool Resilience Tool
2.1 General Context 2.1 General Context Minor update.
2.2 Architecture 2.2 Architecture Minor update
2.3 Operational Minor update.
Prerequisites Moved to section
2.4,
2.3 Deployment 2.4 Deployment Major update
3 CyberPhysical Resilience 3 CyberPhysical
Tool Tested in Pilots Resilience Tool Tested i
Labs
3.1 Monitoring System 3.1 Monitoring System Major update
(LOMOS) (LOMOS)
3.2 Threat Intelligence 3.2 Threat Intelligence Major update
(TINTED) (TINTED)
3.3 Risk Assessment (CERC| 3.3 Risk Assessment (CER( Major update
3.4 Incident Reporting (AIRE] 3.4 Incident Reporting Major update
(AIRE)
3.5 CPR Dashboard New section
4 Legal Compliance and | 4 Legal Compliance and | Minor update
Testing Methodology Testing Methodology
5 Pilot trials execution 5 Pilot trials execution
5.1 Pilot Execution Plans 5.1 Proof of concepts Minor update
5.2 Description of End 5.2 Description of End No change
UsersRoles Users'Roles
5.3 What are thebenefits of New section
the CyberPhysical
Resilience tool?
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Section in D6.5 Section in D6.31] Difference
6 Conclusions 6 Conclusions Minor update
7 References 7 References Minor update
Annex | | Training guide and user | Annex | | Training guide and user

manual manual
Il CPR Dashboard Newsection
1.1l Anomaly Detection Il Anomaly Detection Minor update
LI Threat Intelligence LIl Threat Intelligence Minor update
I.IV Risk Assessment L1 Risk Assessment Minor update
.V Incident Reporting 1.IV Incident Reporting Minor update

1.4 Structure of the document

This document contains 6 chapters and annex.
Chapter 1(this chapter) presents the purpose and contextual information of this (D6.5) deliverable.

Chapter 2presents the overview of the CybBhysical Resilience Tool. This chapter focuses on the
final architecture and deployment of the four modules. The data, which is required for an easy
understanding of the modules and architecture, is summarized for thdee

Chapter 3presents the improvements and adaptations of the different modules in the CPR tool after
the first demonstration and validation in the pilots. The concrete results of the first piloting phase were
reported in D6.44].

Chapter 4describes possible issues of the pilots due to legal restrictions related to Cl and outlines the
testing methodology, as these are connected. We expect the possible legal issues to be relevant when
we start the actual piloting during the second pilotingage and involve more of the CI technical
personnel.

Chapter 5presents the execution plans for four Cl pilot trials related to public administration, water,
telecommunication, and transport. It also describes the-dzd SNRA Q NRf S & @

Chapter 6outlines the main findings of this deliverable and provides conclusions that will be used to
validate our approach and developments.

In summary, the main focus of this deliverable is to provide a final version of the deployment and
training guides for the different modules of the CPR tool, and present the latest improvements
implemented after the first piloting phase, the latter of whiis required for the execution of the final
piloting phase.

The Annex offers a user manual for the modules presented in previous chapters. The manual is
presented in a stejy-step descriptive format with screenshots from demo deployments.

1.5 Glossary adopted in this document

Critical Infrastructure (Cl)Power distribution networks, transportation networks, and information

and communication systems are all examples of critical infrastructure. The defence of critical assets is
indeed essential for ensuring the safety and viseling of the European Unionand its citizens. The
electrical grid, transportation systems, and information and communication networks are key
examples of what is known as "Critical Infrastructures”. These infrastructures are essential to maintain
in order to ensure that vital saefal functions continue to operate smoothly. Natural disasters, acts of
terrorism, and criminal activities all have the potential to cause damage to or destroy essential
infrastructure, which may have serious repercussions for both the safety of EU rssatgsh the
complete EU.
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Critical Assets (CAshre the significant resources that support both the social and business parts of
an economy. If some of these assets fail, it will bring significant issues for business continuity. This does
not mean that the likelihood of failing is high. For planningpases, each business or organization
must identify its critical assets and know the corresponding information about them.

Use Case A description of thenteraction between an actor (e.g. a user or system component) and
the system, outlining the sequence of actions or steps taken to achieve a specific goal. It represents a
technical or functional task relevant to a particular opévatl need.

Scenario- Scenarios provide narrative or technical framing for a use case, with two types:

} Contextual ScenarioA broader, realvorld context such as a pandemic or miidzard threat
environment that may influence multiple systems.

} Use Case Scenari@ focused variant or narrative path within a specific use case, detailing
alternative technical or procedural flows.

Pilot: Realworld validation phase of the project, built on defined use cases and scenarios. It involves
the deployment and evaluation of solutions under realistic conditions.

WP-Specific Terminology

} ModelY 2 AGKAY (GKS a02L)S 2F (KAa R20dzySyidsz G4KS (SN
that uses different algorithms and different libraries/frameworks in order to learn from training data
(training process over a dataset) and generate predictionsibhuture events. The term "artifact"
is a machine learning term that is used to describe the output created by the training process.
Output can be a fully trained model, a model checkpoint, or a file created during the training
process.

} ResilienceResiliences a conceptthat spansdifferent domains(physicaljnformation, cognitiveor
social)and hasdifferent capacitiesabilities,or principlesregardingdifferent adverseevents.In the
contextof SUNRISEesilienceappliesto capacitiesand abilitiesof Criticallnfrastructures.In WP6,
cyber resilience refers to dThe ability to prevent, prepare for, withstand and recover from
cyberattacksandincidents [17]

} Cyberphysical:ln this document, the term cybgrhysical refers to the CPR tool's ability to process
inputs about cyber and physical assets and events, such as from anomaly detection, SIEM or IDS
tools within the Cls or any other risk indicator that refers to the physiaald (e.g. workforce
availability).

} Temporary conditionsThis term refers to any variable or parameter that changes operational
conditions. It is important to consider as a risk indicator (e.g. workforce availability, risks derived
from lockdown) or is important for risk assessment (e.g. change of prioritye@duoe or asset
value).

} Threat intelligenceThis term refers to any information related to the identification, analysis or
occurrence of &yber threat, and is shared with the aim of preventing and mitigating potential
incidents, vulnerabilities or cybeattacks whilefostering collaboration amongavious stakeholders.

} Risk assessmenin this document, risk assessment refers to the qualitative (ranging Wemnlow
to very high) and quantitative (in terms of potential costthe organization in the event of an
attack) assessment of a set of predefined cypbysical risk patterns (e.g. Denial of Service, Man
in-the-middle attack, SQL injection attack, ef€his evaluation is based on different type of inputs,
including static information (manually configured through a dashboard) and dynamic data from
other CPR modules (in particular, anomaly detection and threat intelligence modules), with
adaptable probaliities based on the activation of temporary conditions.

} Anomaly detection:In the context of this document, anomaly detection refers to identifying
patterns, behaviours or events in cyber or cyipéysical systems that deviate from expected norms,
potentially indicating a malfunction, misconfiguration, or a cybersecurity intiddrese anomalies
are detected through continuous monitoring of system or application logs (the logs, typically
produced by any system or application, are written by an application developer and are usually
contained within a text file)The inspection of such logs is critical for early warning, situational
awareness and dynamic risk assessment within Critical Infrastructures.
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2 CyberPhysical Resilience Tool

This chapter describes the CyHeysical Resilience Tool developed in SUNRISE, which provides Critical
Infrastructure users with an integral security solution to improve and strengthen their @tesical
resilience. This provides the Cl users with adreind more proactive adaptation to new threats and
challenge situations such as those in a pandemic. We first provide a general context of the tool with
the modules it is composed of and some ethical considerations regarding the use of the data in the
tool. Then, each of the modules are described in more detail (se2t®nThis information was already
provided in a previous deliverable, DBB but we included it here to make this deliverable
comprehensive. Furthermore, this information has been expanded upon in this deliverable, as it
provides more details on the interaction among the different modules via a concrete illustrative use
case. Fially, how the CPR tool can be deployed in the Critical Infrastructures (s&8pand its
requirements are described with detalil.

Further details on the technological background for each of the modules and state of the art are
provided in D6.[1]. Details on the results of the validation done during the first piloting phase and the
feedback provided by the pilots can be found in [Mg.4Concrete implementation examples for the
different infrastructures involved in the pilots will be reported after the execution of the second
piloting phase in D6.6.

2.1 General Context

The CPR tool contains four modules, which are introduced in the sections below. The modules are:

} The Anomaly detection module (based on LOMOS tool), which utilizes machine learning for log
based anomaly detection.

} The Threat intelligence module (based on TINTED tool), which is used for sharing the threat
intelligence information with external stakeholders, including pandemics/health related threat
intelligence, the scoring of threats and their sources, and mappihdow-level technical
information, such as indicators of compromise (loC), to higher level techniques, tactics and
procedures (TTP).

} The Risk assessment module (based on CERCA tool), which ingests different types of inputs (real
time feeds from existing cybersecurity tools such as anomalies or incidents, events related to
physical threats, changes in temporary conditions, threat igietice, organisational and workforce
related information etc) and automatically (re)assesses risks, based atefired risk models.

} The Incident reporting module (based on AIRE tool), which is responsible for automating the
reporting process to the relevant authorities in the event of a security incident.

The modules are designed to allow the integration of legacy systems that are currently used by CI.

Organizationkavealegitimatereasonto collectandprocesgpersonaldatawith CPRool (e.g.,security
monitoring, legal obligationsaccordingto NIS2Directive). The use of CPRtool must be stated in

policies,andemployeesor usersshouldbe informed about data collection.In this sensethe CPRool

has purposelimitation, suchasthreat detection, incident response and complianceauditing and it

cannotbe repurposedfor other useswithout explicitconsentor legaljustification.

In addition, the CPR tool only collects necessary personal data to fulfill security objectives (e.g. IP
addresses or usernames). The process is that the individual logs collected are only used to train the
model in the Anomaly Detection module, and lateed to infer the behaviour. Essentially, the data,

such as in transient with LOMOS (CPR Anomaly Detection module), is only used for model training and
inference. After that, it can be discarded, or logs can be anonymized or pseudonymized where possible
to reduce privacy risks. Regardless, it is important highlight that the CPR tool will usually be installed
onthe/ L dwa infrastructure. Thismeansthat the CPRool hasthe samelevel of securityasthe
applicationst istrying to protect. Additionally,dataretention policiescanbe appliedto automatically
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delete the data after a predefined period, which is typically based on security needs or legal
requirements. The data is protected against unauthorized access,alteration or breaches, but
organizationsusingCPRool mustbe ableto demonstrateGDPRompliancethrough documentation
andpolicies.

2.2 Architecture

The CPR tool is designed to enhance the resilience of Cl during pandemics by considering both technical
and human aspects. It comprises four modules: Detection, Threat Intelligence, Risk Assessment, and
Incident Reporting. The tool's architecture and diav are illustrated irFigurel.

DASHBOARD ’

A A A I

Context information

Threat Intelligence Module

Risk Assessment Module

WEB GUI/API

| E"G"E]—{DB]
Mo

[ Incident Reporting Module

| Pilot infrastructure | Detection Module |

Logs

Asset#n ‘ ‘

\

/Sharing Report of
security incident

Figurel. Overall architecture of the CPR t¢ektracted from D6.[L]).

The Detection module oversees Cl assets and generates security events alevdbalerts. It
comprises the two main components: an anomaly detector named LOMOS, which uses application logs
and raw data to train an Al in recognizing normal system behawiod triggering alerts for deviations,

and a SIEM called WaZgh], which identifies event sequences related to known threats and raises
F£FNYa O2NNBflIGAY3a gAGK [hah{Q 2dzildzi® ¢KS&asS I ¢
Incident Reporting Modules.

The Risk Assessment Module evaluates incoming input to assess the risk associated with the system's
assets. The outcome is a risk report that quantifies cyber risk exposure in monetary terms. This report
includes the likelihood of security incidents based many inputs, including re#ime cyber
environment data, and an estimation of monetary impact related to the incident and based on the
currently estimated values of the digital assets, which might change during pandemics in so called
GUSYLR NI NBe@2 RAGRM2 fa2 aSyd G2 GKS LYOARSyd wS
alarms from the SIEM to determine security incident presence and the severity for potential reporting

to authorities. In addition, this module ensures the orderly completbreporting steps.

The Threat Intelligence Module has two primary roles: secure sharing of Cyber Threat Intelligence (CTI)
information and enhancing external threat intelligence data, in order to improve estimations of
incident likelihood. It employs a common M[3H instance to share relevant attack and threat
information. Having notified authorities of a security incident, Cls may choose to share this information
with others. Input from the Incident Reporting Module is integrated, ensuring appropriate context in
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the information flow. Before sharing, data can be encrypted or anonymized. The module employs a
threat score generated by the Threat Intelligence Engine (TIE) module, using heuristics on incoming
external events to provide contex@ware data to the Risk Asssment module.

The logic behind this architecture stems from the need for adaptivity, collaboration and dealing with
absenteeism, scenarios that have been also identified and described in WP2 as especially relevant for
the temporary operational conditions such as thosgidg pandemics.

During these periods, SUNRISE users observed thelfasying cybersecurity landscape, systems and
behaviours, where the existing static practices were no longer sufficient. Thelplaineckact (PDCA)

approach, for example, follows linear process, whials some drawbacks during these periods with

very dynamic changes. Its strength is that it is a simple yet effective way to plan, structure and
AYLIX SYSyid Nrxnal O2yidiNRfta (GKNRddzZZIK O2NNBOGAGS | yR
involved identifyjng assets, models and impacts, assessing the risks, proposing mitigation etc. The
GOKSO1¢ LKIFIaS Ay@g2ft SR daSaaiya Kz2g ¢Sttt (GKS NA
separated from the operational cybersecurity management that was &gtios reatime monitoring

and detection of suspicious events. The main weakness is its static nature, which is inappropriate for
a0SIFRe& NBRdzOGAZ2Y 2F GKS adAYS (2 NBI hysical 2y S 2
resilience.

More recently, real time risk engines such as the one used in CERCA were introduced, leading to a
possibility to trigger risk (re)assessments automatically, such as after the detection of an incident or
vulnerability, or when temporary conditions change.

The OODA loop (Observe, Orient, Decide, Act) is another atieuapproach to decisiemaking, but

unlike PDCA, it focuses on the contextualization of the available information, while also making sense
of newly arrived data and changing circumstanceis & particularly suitable approach for a volatile,
uncertain, complex and often ambiguous inflow of data, such as in the case of pandemics. Here, rule
based detection, used in cybersecurity operational management tools, is combined with-bager
riskassessment, which prioritizes and optimizes mitigation actions and readjusts risk baselines.

CKAA A& gKe GKS /tw (022f I NOKAGSOGAZINE LINRLIZA&SAE
environment (anomalies from LOMOS, incidents from SIEM, threats from TINTED etc.) with a cognitive
LINEOS&aa 2F AG2NRSyYyll GA2y ¢ dation Works Sith loyfsiddd Isgingory I RSC
information, even if it uses rules for the correlation of events, or signatures for detection of an
intrusion. Orientation works with an insieteut created cyber risk landscape, which includes changes

in temporary condions, such as the availability of cybersecurity workforce, or a higher priority and

value for healthrelated digital assets.

Our approach and architecture work better with uncertainties, partial information, diversity or a

degree of randomness and disorder. While the availability of incoming data in observation is
compulsory, calculated values such as the likelihood of an atteded on this data, vary depending

on the actual context, including confidence in the sources of threat intelligence, timeliness or relevance

of incoming information. The same holds for the calculation of impact, which is better aligned with
priorities and changes at strategic and tactical level (e.g. due to the interruption in supply chain or

dzy I @F Af T oAfAGE 2F 2N} F2NOSO® 'a || NBadzZ G 2F GK
mitigation decision, and the feedback loop goes towards thtereal observation environment

through sharing threat intelligence, which can also help to correct cognitive bias in relation to risks

from other CI operators.

2.2.1 AnomalyDetection

The CPR Anomaly Detection module is based on LOMOS. LOMOSss@esaed machingarning

system for logpbased anomaly detection, comprising a log parser, anomaly detector trainer, and
anomaly detector. It extracts log events using Drain, trains nsogéh LogBERT, and assigns anomaly
scores per log. The architecture includes components for log storage, parsing, anomaly detection, and
visualization. Components like lomok and lomosapi2 facilitate training and inference tasks, see
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Figure2. These components were added to satisfy the needs of the Cls that are part of the SUNRISE
project. The system utilizes Celery for job distribution, MLflow for experiment tracking, and Grafana
for dashboard development. lomepi2 offers anomaly detectiowithout direct database access.
lomos<cli aids in frequent training with stored parameters for repeatability.

Experiment tracking and model registry Celery services
‘ FTP Server H MLFlow H Postgre DB J CPU worker
-/
A R
GPU Trainer
IT administrator LOMOS worker
workstation _
API > LOMOS Controller I GPU inference
L worker
—
Celery beat
LOMOS Anomaly LOMOS Parsing )
detection
Celery Flower
Log data storage Dashbeard S
—
) LOMOS Redis
Logs_—_y| Elasticsearch < » Dashboard

backend

LOMOS
Grafana

lomos-api2

—

Figure2. CPR Anomaly Detection mod@echitecture(from D6.11]).

The service lomeapi2 was developed to provide a list of detected anomalies in a given time window.

It is implemented as a REST API. It isolates the consuming application from the LOMOS internal
working. Also, the consuming application does not need tlmecess to the LOMOS internal database

to find anomalies.

During the experimental LOMOS training, we frequently needed to retry experiments, which involves

tasks of log parsing, model training and inference. The provided GUI dashboard is primary a tool for all
GKNBS GFajlad | 25SOSNE tork&eds/tolinpd mihipaiaRetel3 dandlitds | RY A
makes usage difficult, inefficient and prone to human error.

For frequent LOMOS training, an additional CLI tool named lahegs developed. The required
parameters are stored in JSON files and can be committed to the source versioning system (git). This
enables experiment repeatability. The credentials requiledccess LOMOS deployment need to be

provided separately. The tool can load credentials from the repository used to deploy LOMOS
(env/.env and env/.secrets files).

For the SUNRISE project and its partners, the core of LOMOS is based on the BERT m¢Th&d) (see
Newer core methods likfL5] are in the pipeline to be developed in the future, further improving the
method. However, in the landscape of rapidly changing and evolving Al, stability is pursued, especially
in the field of cybersecurity.

2.2.2 Threat Intelligence

The CPR Threat Intelligence module, based on TINTED tool, facilitates secure CTI exchange and
enhances cyber risk calculation. Its layers include authentication, transport, and privacy/enrichment
as shown inFigure 3. It allows endusers to communicate in a decentralized, confidential, and
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anonymous manner through MISP (Malware Information Sharing Platform). It also includes CTO
scoring capabilities to automatically calculate a CTI threat score and a source confidence score that
allow users to easily identify a reliable source and to askessuseful it is for them the incoming
Indicators of Compromise. Additionally, the l0Cs received are automatically enriched with information
about related MITRE ATT&CK Techniques.

Figure3 shows a general overview of the CPR Threat Intelligence module architecture, indicating its
main components. Each of the components is described in detail in the following bullet. pamits
depth look at TINTED is provided in D@2

User Interaction

Web-GUI

i Authentication Layer

Event to

- Risk Assesment Module
m Orchestrator

Transport Layer
Encryption Anonymization TIE -
[ ] [ » MongoDB

CTI scoring
Capabilities

Figure3. CPR Threat Intelligence Shararghitecture(from D6.11]).

Secure-Sharing Capabilities Persistence

} MISP InstanceThis serves as the transport layer of the platfonsuring secure CTI exchange
between different users and organizatianith granular sharing control§ he philosophy of MISP is
to share information with everyone. However, there are cases in which information sharing can
increase the risk, as this CTlI may contain sensitive information about the organization, which
attackers can exploit. This is one bétissues we address with the TINTED sharing capabilities, by
adding greater granularitip the sharing options.

} Keycloak An opensource platform that facilitates Identity and Access Management tasks. TINTED
uses these functionalities to implement secure and efficient user authentication and authorization.

} MongoDBThis handles data storage, storing configuration, and user and infrastructure information.

} Orchestrator The orchestrator is the main component of the TINTED architectaodjtating
communication among modules and providing an API for user interacliois component is also
responsible for sending events with a score over a threshold to the CPR risk assessment module via
Kafka.

} WEBGUL The graphical user interfaceimplifies tool usage and integrates authentication
mechanismshrough Keycloak.

} Privacy modules includencryptionand Anonymization

} The Threat Intelligence Engine (TIEhiscomponent consists of two modules, the ZMQClient and
the HeuristicEngine. The ZMQClient is in charge of subscribing to a ZMQ queue within the MISP
instance. It receives a notification every time an event is uploaded, and it sends that event to the
HeuristcEngine for its processing. This engine is in charge of calculating a threat score for the loCs,
evaluating its source confidence score and searching for any mapping with MITRE ATT&CK tactics
and techniques.

Main innovations beyond the state of the art developed during the project can be summarized as: (i)
trustworthy sharing of threat intelligence data using anonymization and encryption; (ii) providing
support for monitoring the threat landscape using rel@abpensource intelligence feeds through to

the automatic processing of the incoming Indicators of Compromise to generate a threat intelligence
source confidence scoring and a threat scoring (based on different criteria such as relevance or
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completeness); (iii) automatic enrichment of the loCs with information about related attack patterns
(using MITRE ATT&CK framework); (iv) contextualization of health trends for threat score with impact
on risk assessment.

2.2.3 Risk Assessment

The CPR risk assessment module, based on CERCA, comprises several submodules that generate
reports sent to the incident reporting module for evaluation, ségure4. TheWEBGUI/APIfacilitates

tool configuration, while théndicator Value Generatocreates or modifies indicators based on user
input and threat intelligence data. THeiggering Detectoactivates theRisk Model Executotrsvhich
execute algorithms to generate reports on risk per target. These reports are aggregated by the
Aggregator and stored in PostgreSQL Static information from questionnaires and target
configurations, along with dynamic data like alarms, events, vulnerability reports and indicators of
compromise, feed into the assessment process. Outputbidle a comprehensive Global Report,
Reports per Target and Risk, Reports per Model, and Reports per Target, providing insights into the
organization's threat landscape at various levels of granularity.-flepth look into CERCA is provided

in D6.22].

NGINX
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<7 PostgreSQL
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Risk
Indicators obtained
through Business
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Events

Vuln Reports

Indicators of Threat Intelligence
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Figure4. CPR Risk Assessmanthitecture(from D6.11]).

The main innovations beyond the state of the art developed during the project on cyber risk
assessment include reduction of uncertainty through qualitative and quantitative risk assessment,
integrating temporary conditions considering management of daaualabsenteeism, physical risks,
cyber threat intelligence data, and offering dynamic impact assessment and simulation of mitigations
with their impact on the risk assessment.

The mitigation simulation module architecture allows fast simulation and quick iteration. It is deployed
inside the dashboard module and benefits from using shenedeploymentcontainer and access to

the Django ORM. New data modelsre developedo support this functionalityas shown irFigure

5, and with flexibilityto adopt new mitigation and simulatiorstrategiesin future versions.
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Figure5. Mitigation simulation data model

2.2.4 Incident Reporting

The incident reporting module included in the SUNRISE @fhesical Resilience (CPR) tool is based

on AIRE, the ATOS Incident Reporting Engine tool. It allows companies to manage cybersecurity
incidents and to support the reporting to authorities. Firsthelps users to manage new incidents
through a defined sequence of tasks, saving time by eliminating the confusion of not knowing what to
do. Moreover, the module assesses the need to report the incident with respect to various regulations,
informing theuser about which reports must be submitted. In addition, it ensures that the deadlines
for these submissions are met and generates draft reports with the data collected based on the
template for each regulation.

The incident reporting tool features a modular design. Its structure Fégeare6, includes Springboot
two main microservicesaire-reports-generators and aire-workflow-enforcement along with the
aire-thehive-plugin service for integration with opesource incident response platform TheHR&].
The Hive is used to interact with the enders through tickets assigned to the users with different

profiles.
Input from Risk
Assement Modules | Security Incident |
Keycloak ﬁ »|  TheHive [€
Reporting Template A
A 4
Regulatory T S .

Frameworks aire-dashboard

Configuration AIRE Plugins
: E RESPONDERS
Incident Reporting : aire-thehive-plugin —
Workflow - ! :
....... 1 k‘“ 4 IR_DataConversor
Incident Register
Database
4 AIRE Engine 5 IR_EventClassifier
Y Y i

laire-workﬂcw-enforcementJ [aire-reports-generatm]

Report = ===4
1

h 4
Authorities Threat Intelligence
Module

Figure6. CPR Incident Reportirgchitecture(from D6.11]).

Theaire-workflow-enforcementorchestrates the mandatory incident reporting workflows that need

to be followed by the Cls according to the applicable regulatory frameworks. With this purpose, it
follows a BPMN specification that can be adapted to ensure compliance with differenatiegaland
includes managerial oversight. The&e-reports-generator service tailors incident data to different
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report templates mandated by Competent Authorities, utilizing Apache POI for Microsoft formats and
Apache PDFBox for PDFs.

The architecture also includes an Incident Register Database and a graphical user intréace (
dashboard)for configuration.

The main innovations beyond the state of the art developed during the project on cyber incident
reporting are related to the automation of the incident reporting procedures according to different
applicable regulatory frameworks and extending the suppdrthe incident reporting workflow for
compliance with the new NIS2 directive. Specifically, it provides improved incident management with
risk-based incident classification, early warning with the integration of a countermed®valsiation
procedure basé on the feedback received from CSIRTs, enrichment of incident reports with related
threat intelligence data, a vulnerability notification procedure, and support for the communication of
supply chain risk.

2.2.5 Dashboard

The CPR tool consolidates modules into a central dashboard for Critical Infrastructure monitoring,
providing endusers with an integrated tool that gives them access to all the features to improve their
resilience. It includes sections fhng Anomaly Detection (LOMOS), Security Information and Event
Management (Wazuh), Threat Intelligence Monitoring (TINTED), Risk Assessment (CERCA), and
Incident Reporting (AIRE}ach section offers retime charts and tables summarizing Cl metedosl

allows direct acces to advanced operatigwith options for detailed views and configuration. The
CERCA section prioritizes risk scores for monitored assets, while LOMOS showcases anomaly events.
SIEM data displays alarms per risk, and TINTED presents event types. AIRE tracks ongoing reports and
tasks for regulatory reporting. The dashboard provides a comprehensive overview of Cl performance,
enhancing decisiomaking and operational efficiency.

2.2.6 lllustrative Use Case

To clearly describe how the different components of the CPR tool interact with each other and with
the different actors, and how the Critical Infrastructures can benefit from the CPR tool, in this section
we will present a potential use case where the S#SAapplication (included in the Italy public
administration pilot, see sectidd) is attacked. We will begin with a ngandemic situation so we can
later how the CPR tool enables adaptation to new and challenging circumstances.

The initial Anomaly Detection Phase (represented in the block Higafre7) shows how the logs
ISYSNIGSR o6& (GKS /LQa FLIWLXAOFGA2Y RdAzZNAYy3I GKS | a
module). LOMOS detects an abnormal pattern, and an alert is sent to the other CPR modules: CERCA
(cyberphysical risk assessment modul@paAlRE (incident reporting module). This anomaly detected

by LOMOS and the associated incident started in AIRE will appear and can be visualized by the ClI
Operator through the CPR Dashboard.

When the alert is received CERCA automatically performs a new risk assessment, and the result is that

risk is increased from low (the initial state under no attack) to high (represented in blockiguoé

700 ¢KS ySg Nral oAttt 0SS dzRIGSR FYyR aKz2éy Ay
Dashboard.

Block 3 ofFigure7 represents how the CPR incident reporting module provides support for NIS2
compliance. First, when it receives a new risk assessment, AIRE automatically sends a notification to

the supply chain beneficiaries configured for the CI. Furthermore, sincentmgent is riskbased

classified as significant, an early warning is automatically sent to the supervisory authority (CSIRT).
They can provide some mitigation countermeasures in response to this early warning.

The CI Operator will interact through the CPR Dashboard (represented in blocks 3 arigute) to

access AIRE and TheHive, and perform all the required tasks for incident management and mandatory
incident reporting, including generating the different required templates with the information
gathered about the incident. The CI Operator will alsenatt through the CPR Dashboard to access
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CERCA and simulate different mitigations and check how they would impact in the risk assessment.
Consequently, through its different modules, the CPR tool provides Cls with decision making support
for the implementation of countermeasures (e.g. the applma of a vulnerability patch in the
SESAMO application). Once the Cl Operator determines that countermeasures have been applied and
the associated task is closed, AIRE will automatically invoke CERCA for risk assessvadurdtien.

The result is thatisk has been decreased. Additionally, via its Threat Intelligence module (see block 5
in Figure7), the CPR too will enable a secure way to share information through MISP (e.g. with other
departments or CSIRTSs) about implemented countermeasures.
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Figure?. lllustrative Use Caseith CPRool (normal use)

Two potential situations during pandemics that impact the risk assessment are lockdowns and
workforce absenteeism.

In the case of a lockdown (see block Figure8), the increased online activity can be exploited by
potential cybercriminals, such as deploying bots that look for invalid session IDs to gain unauthorized
access. Extended active sessions increase the risk of hijacking, especially when inactivigdardbgg
management are inadequately considered in the applications. Additionally, publii @i poorly
secured home networks are more vulnerable to session sniffing and hijacking attacks. The added value
of the CPR tool in this situation is that seve@M LJ2 NI £ O2y RAGA2ya OFy o06S | LIL
to the session hijacking risk model as a response to the increase in risk due to this lockdown situation.
Some types of mitigation measures could be related to an increase in session timeout or an idle
session, an increase in the number of login attempts before blocking devices or an increase in message
timeout. Incident management will notify supply chain beneficiaries of the new risk and CSIRTSs, if
classified as significant, in a similar way as desdrpreviously for any incident.
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To be proactive in the detection of potential workforce absenteeism situations, the CPR tool obtains a
daily health trend prediction through the Threat Intelligence module, which is sent to CERCA and has
an impact on the risk assessment (see block Rigure8). In this situation, the ClI operator can also

add temporary conditions to better mitigate this risk.

Finally, block 3 ifrigure8 show how threat intelligence information received through the CPR tool,

such as that related to a phishing campaign on a specific sector (such as the health or public sector in
relation with the SESAMO application) can also impact in the risk asses$ni@nscoring generated

by TINTED is over a threshold, the Indicator of Compromise will be sent to CERCA. Risk assessment will
be reevaluated and the process shownFigure7 will be followed. Additionally, information about
phishing can also be securely shared with different trust circles, encrypting or anonymizing sensitive
information depending on the recipient.

Improvement of Cl Resilience through CPFR Tool

CPR Tool

® O

Malice SESAMO [ LOMOS l TINTED l CERCA AIRE ClOperatar HE_=

1. Cyber-Physlcal Rlak Assssement - Lockdown sltuation )
T T

1 1
] ] Application of Iempnrally' egnditions
| R e R o s Wit

: Increased risk to high __:
r il

Simulation of mitigatian

i

i

i

f

i

i

i

[T |
Implementation of countermeasures

! Decreased risk

2. Cyber-Physical Rlsk Assssement - Workfarce abssntesleam  J
T T

L
i
1
' 1 1
1 Context health trend

i | Re-evaluation of risk
'

] | Increased risk o high |

E‘ Application of temparayy|cgnditions

[ !
” Implementation of counlermeasures

L Re-ewvaluation risk

| Decreased risk

i
1
0
3. Cyber Threat Intelligence - Phishing  J ]
i

1 loC related to phishing 1
b3

| Threat and source confidence scaring. TTP mapping. i

' loC over threshold !
>

1
i Increase risk

g Share information encrypted

® SESAMO ||| LOMOS | | TINTED | CERCA AIRE "

Malice ClOperator

MISF

Figure8. Diagrams for CPR tool adaptation to pandemic situations.
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2.3 Deployment

2.3.1 Introduction

The CPR tool somposed of five different modules that need to be deployed: the anomaly detection
module, the threat intelligence module, the risk assessment module, the incident reporting module
and the CPR Dashboard. The details for the deployment of each of thesdamiglpresented in this
chapter. Please not that these deployment instructions have been prepared to be read and executed
by the IT department, so those sections can be skipped bytexdmical eneusers.

Considering the hardware needs of the Anomalous Detection Module, it is advisable to use a separate
VMs for the deployment of this component. The rest of the modules (Threat Intelligence Module, Risk
Assessment Module, Incident Reporting Module and CPRbiDard) can run in a same VM, but it will

need to have enough capacity. The deployment of these modules will also include some dependencies
such as the opesource Security Incident Response Platform TheHive and Cortex (and their related
databases Elastiearch and Cassandra), which are used for the Incident Reporting Module, and the
deployment of a Kafka server, which is used for communication among the different CPR modules.

However, please note that to operate the Threat Intelligence module, it will be necessary to have a
MISP instance deployed and a Keycloak server. The deployment of these tools is not included with the
CPR tool deployment scripts. In this document, it ity éamcluded the specific configuration required

for the CPR tool.

Additionally, information included in this deliverable concerning deployment and training assumes
that the Security Information and Event Management (SIEM) tool Wazuh is already deployed in the CI
infrastructure.

In general, Wazuh is the most used tool, given its egpaurce availability. To this end, the connection
between LOMOS and Wazuh has been made. However, we can establish connections with other
existing SIEMs, such as Splunk (https://www.splunk.com), QRattps://www.ibm.com/gradar),
FortiSIEM (https://www.fortinet.com/products/siem/fortisiem), etc. It is important to note, that in our
experience, Wazuh has been the tool of choice and has most common ground. However, we are open
to using other SIEM toobnd recognize the need for expanding the default integration efforts if such

a need arises.

Information on the installation of the opesource tools used with the CPR tool can be found in the
following links:

MISP Deploymentittps://www.circl.lu/doc/misp/getyour-instance/

Keycloak Deploymenlittps://www.keycloak.org/operator/basieeployment

Wazuh Deploymentittps://documentation.wazuh.com/current/installatiomuide/index.html
TheHivehttps://github.com/TheHiveProject/TheHive

Cortex: https://strangebee.com/cortex/

Kafka:https://kafka.apache.org/

e e e e

2.3.2 Prerequisites

All the modules included in the CPR tool are containerized using Docker. Consequently, the
deployment environment must have Docker (version 24.06 or newer) to facilitate component
deployment.

Testing of these modules has beeonducted on Ubuntu 22.04 LTS, Ubuntu 20.04 LTS and Ubuntu
18.04 LTS operating systems.

The current version of the Threat Intelligence Module has been tested with the following
considerations:

} MISP v2.4.184.
yaL{t !tL YS®& dzaSR O2NNBalLlyRa (2 I dzaSNJ gAlK

D6.5 Cybephysical resilience tool and training guide V3 Page: 250f 154

[ Disscmination: [N VEEEE 1.0 [SEds S Final

Document name:
Reference:

0 K


https://www.circl.lu/doc/misp/get-your-instance/
https://www.keycloak.org/operator/basic-deployment
https://documentation.wazuh.com/current/installation-guide/index.html
https://github.com/TheHive-Project/TheHive
https://strangebee.com/cortex/
https://kafka.apache.org/

A
SUNRISE

Although each module in the CPR tool has its own hardware requirements that will be described in
more detail in next sections, a checklist is presented below to help users ensure that they have all the
necessary elements before beginning the deployment:

Il +a ¢AGK G tSrad y O2NB /t! X ¢cn D. w!a FyR S
Detection module.

4 tSrad mE Dt! AyadlrttSR 6mMm D. b xw!al0 Ay
Detection Module.

| +a $gAGK G tSrad y O2NB /t!'X cn D. w!la F2N
Ubuntu Operating System installed in all the VMs used for the deployment.

Docker installed in all the VMs used for the deployment and administrator permissions (e.g. with
sudo).

MISP instance deployexhd accessible from the VM where the Threat Intelligence Module will be
deployed.

MISP API Key corresponding to a user with the role admin.
Keycloak installed and accessible from the VMs where the CPR modules will be deployed.

2.3.3 Operational Prerequisites

2.3.3.1 The content and format of logs for successful anomaly detection

The LOMOS tool is designed to process the hureadable logs. Typically, they are written by the
developers and present an intimate knowledge about the application and its state. They are, however,
very often discarded and thus not used in assessing pieeation of the application.

Another nuance to consider is the origin of the logs. Namely, human readable logs (written to the
standard output, which developers standardly wseonsider the use of standard tools like Log4J and

its derivatives), depict what is happening inside of #pplication. The more structured, machine
readable logs, typically originate from the outside source, a component or sensor inside the network
can sense and sometimes explain the behaviour of the application from the outside. This means that
for the anomay to be detected it is much more useful to follow the logs, emanating from the
application itself, from the internal vantage point.

During practical testing (the execution of the pilots), it was identified that the-ws®ts (Cl, their
CISOs, etc.) understand the meaning of logs quite differently. The fQIIowing section will explain what
g2NR af23a¢ YSlIya Ay LBE A@AVIARBQ a2 T (- &138SS a63ANIYKT [ (hK

2.3.3.2 Logs must be humareadable

The LOMOS tool was designed to process hureadable logs. The counterpart to humesadable

logs are more structured, machifmeadable logs. Machineeadable logs are more suitable for
machine processing, and tools for their use and analysis, &d#I0S focuses on humaeadable

logs only.

The humareadable logs represent information that is very frequently neglected, but it also
represents the actual operation and the actual state, which are messages from the creators of the
application. Creators of the application will often write a megsélog line) if an unusual situation is
detected.

To illustrate what each log type is, two examples are shown below.
Humanreadable:

202403-04T09:58:49.796963Z 0 [Note] Found ca.pem, seceepem and servekey.pem in data directory.
Trying to enable SSL support using them.

202403-04T09:58:49.797517Z 0 [Note] Skipping generation of SSL certificates as certificate files are prgsent in
data directory.
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Machinereadable:

{ "timestamp": "202403-07T11:07:27+00:00", "remote_addr": "172.18.0.10", "body_bytes sent": 5,
"request_time": 0.000, "response_status": 200, "request"; "POST /broker_auth/api/v2/auth/rabbitmg/topi¢
HTTP/1.1", "request_method": "POST", "host": "rproxypStream_cache_status": "HIT","upstream_addr"; "
""http_x_forwarded_for": *","http_referrer": "-", "http_user_agent": =" }

~

The humarreadable logs are generated by an application when the programmer decides there is
something interesting to show, as this detail might help later. Typically, the main part of the content
is text in natural language.

This is different to structured logs. The example above is from a JSON file; other common formats are
CSV or TSV files. The amount of natural language is small. In the example above, there is no natural
language in JSON values (only JSON keys are inlfatgnaage).

2.3.3.3 Logsshould contain a timestamp with high resolution

LOMOS searches for anomalies by looking at N sequential log lines. This requires preservation of the
time and the order in which the log lines were generated.

The used database can sort log lines using timestamp, which requires timestamp to be present. If two
log lines have an identical timestamp, we cannot tell which line was first. This problem usually happens
if a timestamp with small resolution (like 1 sedoor 1 millisecond) is usedhe application can easily
generate more than 1 log line in a single millisecond. The application logging should thus be configured
with a highresolution timestamp (microsecond or nanosecond).

A possible workaround is to artificially extend the timestamp if the application cannot easily be
reconfigured with a highesolution timestamp. We do this only if logs were exported to a file, where

the order the in the file is the same as the order imdi In this case, three messages with the
GAYSadl YLl AHNAHNAMAHCMMYHHYOOE gAff 0S a2 NJ
AHAHNAMAHECMMYHHYoo®dPnAnnnnAaméE YR AHAHNAMAHEMMYHHY
shipping applications (FileBeat sending ldgsElasticSearch, or OpenTelemetryCollector agent).
Therefore, it has limited use and will likely not work with automated-tma¢ log shipping.

2.3.4 Anomaly Detection Module

The source code, the built docker images and the docker compose based deployment scripts for
LOMOS are stored in the XLB internal GitLab repository. For the piloting, planned at M21 and M22 of

the project, a copy of the deployment scripts and the access tékdouilt docker images are required.

¢CKAa YSIyada (GKS LAf20Ay3a 0A®PSd Ayadltttrarzy 2F G
very straightforward and does not require any significant changes of the code or significant installation
procedures. Optionally XLB can also store a copy of the built docker images to the Cl operator
controlled docker image registry.

2.3.4.1 Hardware requirements

LOMOS requires a GPU for training the neural network (transformer) model used for anomaly
detection. GPUs are not mandatory for inference; however, they significantly improve the throughput.
The hardware requirements depend on the mode:

Training mode:

} 8 core CPU.

} 64 GB RAM.

} 1x GPU (11 GB+ VRAM).
Inference mode

} 8 core CPU.

} 32 GB RAM.
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There should be enougtisk space to store at least three copies of log data, to enable normal system

operation.

2.3.4.2 Installation procedure

The system has two configuration files, one for secrets, and another one for the rest of the parameters.

The secrets are located in a separate file to enable sharing and storingengitive configuration
parameters in a repository. An example of a reensitive parameter configuration file is below:

# Configuration

SERVER_IP=10.44.18.214

# Docker

DOCKER_RESTART=wstegped
DOCKER_LOGGING_MAX_SIZE=5g
DOCKER_LOGGING_MAX_FILE=4

# Celery

CELERY_BROKER_URL=redis://${SERVER_IP}:6379
CELERY_RESULT BACKEND-=redis://${SERVER_IP}:6379
CELERY_REDIS _SCHEDULER_URL=redis://${SERVER_IP}:6379
REDBEAT_REDIS_URL=redis://${SERVER_IP}:6379
FLOWER_PORT=5555

# Flask

LOMOS_CONTROLLER_URL=http://flask:25000

# Grafana
GRAFANA_URL=https://${GRAFANA_USER}:${GRAFANA_PASS} @${SERVER_IP}/grafana
GRAFANA URL_NO_CREDENTIALS=https://${SERVER_IP}/grafana
GRAFANA_BACKEND_URL=https://${SERVER_|P}/geafieerad
GRAFANA_BACKEND_API_PORT=25001

#FTP

FTP_PUBLIC_HOST=${SERVER_IP}

FTP_20=20

FTP_21=21

# MLflow

MLFLOW_PORT=5000
MLFLOW_TRACKING_URI=http://${SERVER_IP}:${MLFLOW_PORT}
#LOMOS

INFERENCE_DEVICE=cpu

LOMOS_PARSING_VERSION=
LOMOS_ANOMALY_DETECTION_VERSION=
LOMOS_ELASTIC_VERSION=

# Nginx

HTTP_PORT=80

Document name:
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HTTPS_PORT=443

API_PORT=25000

# Elasticsearch

ELASTICSEARCH_PORT=9200
ELASTICSEARCH_URL=http://${SERVER_IP}:${ELASTICSEARCH_PORT}
KIBANA_PORT=5601
KIBANA_URL=http://${SERVER_IP}:${KIBANA_PORT}

To deploy the system, execute theploy.stbash scrlpt The script sets up the environment and starts

0KS aeadSY 6AGK GR20O1SNI O2YLRaSéd ¢KS O02YLRYSyh:

the actual LOMOS the controller, workers, celery services, and dashboard. The second one is the
model registry ¢ MLflow with FTP server and Postgres database. The third group consists of
Elasticsearch and Kibana. The script can start a new Elasticsearch and model registry deployment, or
hook to an existing one.

2.3.5 Threat Intelligence Module

2.3.5.1 Hardware requirements

The suggested hardware requirements are as follows:
} CPUs: 4 or more.

} RAM: 6GB or more.

} Disk space: 64GB or more.

2.3.5.2 Installation procedure
The deployment of TINTED is composed of the following images:

} tinted-orchestrator. This is in charge of tle@mmunication among the different components of the
architecture and interact with the MISP instance.

} tinted-privacy. This is in charge of the anonymization of sensitive attributes.

} tinted-mongodh This is the MongoDB database used by TINTED to achieve persistence (e.g. to
maintain a register of the mapping between anonymized events and the original ones when the
creator organization has been anonymized, for auditing purposes).

} tinted-app: This is in charge of the TINTED Y&B.

} tie-heuristicengineapi: This is in charge of processing the incoming loCs and calculation of the
different scores.

} tinted-zmq_client The ZeroMQ client to receive incoming events sent through the ZeroMQ server
and is configured in the MISP instance.

5265a1863fab tie-tinted-tie-zmq client "poetry run python -." 19 hours ago Up 19 hours
0.0.0.0:56780->5678/tcp, :::56780->5678/tcp
tie-zmq client
ab9efd3ea5dd tie-tinted-tinted-orchestrator “poetry run python -." 19 hours ago Up 19 hours
51001/tcp, 0.0.0.0:56782->5678/tcp, :::56782->5678/tcp

tinted-orchestrator
fdcf904c5ef3 tie-tinted-tinted-app “poetry run python -." 19 hours ago Up 19 hours
0.0.0.0:5100051000/tcp, :::51000->51000/tcp, 0.0.0.0:51002-51002/tcp, :::51002->51002/tcp

tinted-app
177532cb3e64 tie-tinted-tie-heuristicengine-api “poetry run python -." 19 hours ago Up 19 hours
0.0.0.0:56783>5678/tcp, :::56783->5678/tcp
tie-heuristicengine-api
3d60f27efaof3 tie-tinted-tinted-privacy “poetry run python -." 19 hours ago Up 19 hours
51002/tcp
tinted-privacy
c9ecb2f94176 mongo:4.4.18 “docker-entrypoint.s.." 6 days ago Up 4 days
0.0.0.0:27017-27017/tcp, :::27017->27017/tcp

tinted-mongodb
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Figure9: TINTED Docker images.

The environment is configured in filproduction.envin particular, the following variables must be
reviewed and configured before proceeding with the deployment:

} MISP_URL and MISP_ADMIN_API_KEY: To configure addE3RB tastance. Please note that the
API Key used to interact with MISP needs to belong to a user with administration permissions (role
G RYAY &0 O®

} ZMQ_ADDRESS and ZMQ_PORT: To configure access to the ZeroMQ Server

} FEEDING_MODE: To configure if the process will receive feeds from MISP (set up this variable to
GalL{té0>X RANBOGfe Ay@21Ay3 GKS !'tL LINRPJOARSR o8
Gl tLéEO 2N 020K 2F (GKSY 6aSd dzlJ 6KA& QGFNRFOES (2

bh¢oyY Ly OFLasS 2F y2 SEGSNylrt | 00Saax LX SIasS Oz

} INTELLIGENCE_FEEDS_FILE: This is the file used to configure the intelligence feeds enabled for

scoring. In the deployment this file is mounted as a volume so it can be more easily modified.

} CIRCL_ORG_FEEDS: This environment variable includes the list of creator organizations (separated
by commas) of MISP events shared with the CIRCL Feed. For example:

CIRCL_ORG_FEEDS="CIRCL,CthulhuSPRL.be,Crimeware,Synovus Financial,
RLP,CERFR_1510,SCTIF,Centre for Cyber security Belgium,MalwareMustDie,T
DFIR Report,wilbursecurity.com,laskowskiech.com,ESET, THAERT,BSK, VK
Intel, EUROLEA,MiSOC,Hestat"

}O9b! [ 9yw2l Le9[L{¢Y {SO dzLJ 2 adNHZS¢ AT &2dz gl yi
that this score requires you toave external access to download Ips and domain whitelists. The URLs
with these whitelists are configured in WHITELIST_IP_URL and WHITELIST_DOMAIN_URL. By
default, these lists will be downloaded when the image is deployed and then at 07:00h. If you want
to change the download time, you need to configure WHITELIST _DOWNLOAD_TIME (not enclosed
between double quotes). NOTE: In case of no external access, please configure this variable to
GClfasS¢ao

}9+9bc¢yw{h! w/ 9¢!bhb,aL%! ¢LhbY {S0 dzLJ (2 aiNYzSE
organization of the original event.

} ANONYMIZED_ORG: This variable will have the name of the MISP Organization that will be used
when EVENT_SOURCE_ANONYMIZATION=True to replace the original event creator organization.

} REMOVEANONYMIZATION_DUPLICATE: To remove the new anonymized event (when the tag data
classification:sensitivenformation is present) from the local MISP instance once it has been shared,
maintaining only the original one locally.

} ENABLE_KAFKA_OUTPUT: To share MISP events received via Kafka. This needs to be enabled to
communicate with the CPR Dashboard.

} COMM_THRESHOLD: This is the score threshold that will be used to send only events with higher
value to the Kafka queue.

} KAFKA_ADDRESS: The address where the Kafka server is running

IMPORTANTFileconfig/intelligence_feeds.jsomust be reviewed before the deployment to enable
(setenabledto true) the intelligence feed sources that want to be considered. It is important to check

that the name used to identify an intelligence feed in this file is the same configured in the MISP
instance for the same feed (if it is included as a MISP feed) as shown in thérifvdietd, or be part

2F AG Ay (GKS OFrasS 2F FTSSR& LINBRdAzOAY3I Ydz GALX S SO
mStya GKIG Ly S$OSyd 6AGK GKS AYT220F050pRE s (96D Lo[ &
LINEPOSaaSR YR AF (KS S@Syld AyT2 TFa203465nhiE oa ®KSDL
periodicity and interval fields of the enabled intelligence feeds APIs should be also reviewed. They
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indicate how often the API will be invoked (e.g. once every 24 hours). More information about this file
intelligence_feeds.jsas provided in Annegection3.
Follow the steps below for the deployment:

1. Check the environment configuration in file .production.env
2. Check that you have enabled the feeds you are going to consider in file
config/intelligence_feeds.json. For example:

“"name": "“Tor
"description":
"url": "https://ww
"apikey": "",
"periodicity":
"interval™: 30,
"options":

"format": xt",
"categories'
"service": "tor
"context propa
"enabled": true
"private":

Figurel0. Example of source feed data.

1. When using encryption, include the configuration for Keycloak in the file
docker/app/controller/keycloak_controller.py

2. Configure information about Kafka broker and topics infileedefined in KAFKA_CONFIG env
variable (by default, the kafka.conf file under the folder docker/orchestrator)

3. Execute the following command to deploy the images:

sudo docker composd dockercompose.ymktenwfile .production.env upd

NOTEPIease note that in case you change the sources enabled in the intelligence_feeds.json

file or the list of organizations in the environment variable CIRCL_ORG_FEEDS, you just need

to restart the tiezmq_client (tintedscoring in TICX v0.6.5) container tmsider the updated

list of threat intelligence sources:
sudo docker restart tiemg_client

2.3.5.3 Installation verification

Once deployedhe usercan check the logs generated by the containers with the following command:

sudo docker psa
sudo docketogs-f <container_name>

If successful, in the tiemq_client logs (sekigurell), it will be indicated that the service is listening
for messages from the ZeroMQ queue and (if enabled) the initialization of Whitelists.
Starting TINTED-Scoring ...

Initializing WhitelistDownloader
Added scheduler to download wh1tvl_1wt~« from:

[Jrn.-.ﬂnl_nad 5 ssful. [].-ata "55"¢'Ed te:u 1.-rh1tel_1~:t_1;:|_zf_ud {_13-12,‘:%'
Download and extraction s ssful. Renamed CSV file 'whitelist_domain_2024-83-12.csv'.
Recewving feeds from MISP via ZeroM() Client.

Figurell: TINTED Scoring Docker lagitialization.

To test the scoring functionality, you can open one of the existing events corresponding to one of the
TSSRa &2dz KIS Syl ot SR Ay GKS FAES AyidSttAaSyOoSy
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S — Tor Exit nodes Related Feeds (show)
uuiD f,‘:u:z't—35La—4~'42—~‘.’d;‘, 3468000119 COEE
Protected Event n Fv‘an is n'".m'\:ar;rlﬁﬂ mode
vent Repc (experimental) @
Tags
Figurel2: Example to publish event to ZMQ
When a new feed is received (remember that only those enabled imteigence_feeds.jsdiile will
be considered), it will appear in the log, as well as the |0Cs to be processed for that feedy(see
13).
Processing feed received via misp
Processing {'id': '771580', 'type': '1ip-dst', 'category': 'Network activity', 'to_1ids': ‘uuild': '40329644-6a28-48ef-aech-
'tiumestamp': ' 31', 'comment': '' ‘sharmq group_id': '0', 'deleted': 'disable correlation': ‘object 1
‘last seen': o 'Galaxy': [], 'ShadowAttribute': [], 'source': 'Tor exit nodes'}
Processing {'id': ' 581', typa ¢ Lp dst 'category': N@twork utwtty 4 tn ds': , ‘uuid': ‘lf‘JdJEm5~r<114-4bla~‘419‘4-
'tumestamp': '1710229631', 'comment’ ‘sharing_group ‘s '0', 'deleted' 'disable correlation’ ‘object 1
'last smﬂn‘f 'valubj': : (,111xy LJ, ‘ShadowAttribute': [], suurw . Iur tht nods-s }
Flgure13 TINTED Scoring Docker tdgC Processing.
bhe¢9Y LF GKS S@Syld Aa y20 LINRPOSAdZaSRX LX SIFAaS OKSC
GKS a! RYAYAAUGNI GA2yE GFLoovd C2NJ SEFYLX SsS GKAA YI &
If the event is blocklisted, just remove it befgrablishing.
In the tintedtorchestrator logs, it will show the different requests received from the tirgedring
image and if they are correctly processed (§e;mrel4)
/find_source by mfcn IIHP 1.1" 200 -
ersion of PyMISP ﬂ;an the one you're using now (2.4.167). Please upgra
PyMISP.
- [11/Ma g :59] "POST /orch/add att te_tag /1.1" 200 -
Figurel4: TINTED Orchestrator Docker tpBOST Requests
If everything works as expected, once you update the event in the MISP Dashboard, it will appear with
UKS ¢ 3a ac¢c{LO2RIE {IOP RHehlddSHOANENI Af U0eA £ A UFigdreld. & aK2gy |
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Event ID
wuiD
Creator org
Owner org
Creator user

Protected Event
(experimental) @

ulate from Tags
Date
Threat Level
Analysis
blish Sight Distribution
Published

#attributes

Last change

First recorded change

Tor Exit nodes

2289

10d00516-580a-4442-87a8-683468t

2024-03-11
? Undefined

Completed

Al communities I o<
R 2024-03-21 11:3643

4 (0 Object:

2024-03-21 113639

2024-03-21 11:36. 42

bobfio EIER

SUNRISE

Related Feeds (show)

Figurels: Example of event with sour@eoring Tags

To test the anonymization functionality, edit one of the MISP events and add to one of the 10Cs with a
AaSYaAridAdS AL I RRaEESsficdtighRensitivanfoimationt I F NEY G KS G
f A0 NI MNE ARIATIA O { Rigug6d I K SIK 2@fyA Ay 2y dat dzof A &K
Figurel2.

- Scopetoggle v  WDeleted 2Decayscore @ Context S"Related Tags Y Filtering tool

() Datet  Category Type  Value Tags Galaxies  Comment Comelate Related  Feed DS Distribution Sightings  Activity
Events  hits

[ 20240619 Networkactivity ipdst 103109101105 ([ Addatag

S

| Tag Collections || Custom Tags || AllTags | Taxonomy Library:admiralty-scale || Taxonomy Library:data-classification

\

() 2024-06-19 Network activity ip-dst 1021301139 (3R ‘ Taxonomy Library:tp |

S

[

-

figR)sensive information

@ admiralty-scale:information-credibility="3" * x (0/0/0)

Page 1 of 1, showing 1 records out of 3 total, starting on record 1, ending on 3

(0 2024-06-19 Network activity ip-dst 102.130.117.167

view all

Figurel6: Dataclassification tag for anonymization of sensitive data

NOTE: If this taxonomy is not available in the MISP instance, go to the list of taxonomies (under Event
I OlA2ya

YSy dzOF | BRANFANII did 2¢9Firedl A R Syl ot S Al 6488

Taxonomies

Al Enabled  Disabled data-classification

Lo Namespace Description Version  Enabled Required Highilghted Active Tags Actions
data-classification Data classification for data potentially at risk of exfitration based on table 2.1 of Solving Cyber Risk book 1 v 115 (enable al) [ ][]
Fage 1 of 1, showing 1 records out of 1 total, starting on recard 1, ending on 1

Figurel7: dataclassification taxonomy

In the tintedprivacy logs, it will show the different requests received for anonymization and if they are
correctly processed (seegurels).
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* [1ehuc;c;er PIN 562- 5[!:-(:_,_,

192.168.160.2 - - [17/Jun/2024 13:36:53] "POST /privacy module/anonymization HTTP/1.1" 200 -

Figurel8 TINTED Privacy Docker tpBOST Requests

If successful, once the new event is published, it will appear with the anonymized sensitive attributes
as shown iri-igurel9

Events

() 2024-06-13" Network activity ip-src: 1237 @ TINTED:loC-Score=0.06 %° x Q O Inherit o5 F
text @ admiralty-scale:information-credibility="5" %° x (0/0/0)

Figurel9: Example o$ensitive data anonymized

2.3.5.4 Keycloak configuration

Keycloak is used to provide the authentication layer to TINTED. You will need to create a Realm
F3a20AFGSR 6A0GK GKS /tw ¢KNBIFG LyGagSttAasSyoS { KLk N
the CPR TINTED WEBI Figure20):

Enuon=§

ouu

# Valid Redirect URls . =
+

Figure20. Example of Keycloak client.
Three roles must be added to that client (degure21):

} Admin: the user administrator can create/read/update/delete and publish events and users of the
system.

} Publisher: The publisher user can create/publish/read and sévagats within the system.
} Reader: The reader user only can read the events shared with him/her.

Role Name Composite Description Actions

e system Edit Delete

Figure21. Keycloak client roles.
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Create Mappers for the client (séggure2?2) including two attributes:
}YAALI I3 o6GelIS a! AaSNJ ! GONROdzi S€ 0
} LI AALKNFasS o6GeLIS a! aSNI ! GadNAO6dzl S€ 0

Prioricy Order Actions

Delete

Des
Dele
Deer

d Des

d Dei

Figure22. Keycloak client mappers.
They must be added to ID token, to access token and to userinfd-{gaee23).

Clients > cisp > Mappers > mispTag
MispTag &
Protacol @ openid-cannect
1D 83ac184c-0aed-414b-aeec-cb904cf3b2e9
Name @ mispTag
Mapper Type @ User Artribute
User Attribute © mispTag
Token Claim Name © mispTag

Select One... v

Claim JSON Type @

Add to ID token @

Add to access token @ m

Add to userinfo &
Multivalued & OFF

Aggregate attribute values @ OFF

Save || Cancel

Figure23. Example of mapper.
Finally, create users with the different roles assigned for data sharing-{gee24). For example:
} Administrator (admin)
} Alice (publisher)
} Baob (reader)

Users > alice

Alice &

Details Attributes Credentials Role Mappings Groups Consents Sessions

Realm Roles Available Roles © Assigned Roles @ Effective Roles ©

cisp_admin
cisp_reader
offline_access
uma_authorization

Add selected >

Client Roles

cisp_publisher
default-roles-cisp

« Remove selected

uma_authorization

Figure24. Example of Keycloak user withie mapping.
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It can be also created groups and assigned roles Fig&re25). The user can be assigned to these
groups.

Groups » ATOS
ATOS
Settings Attributes Role Mappings Members

Realm Roles Available Roles Assigned Roles Effective Roles

cisp_admin cisp_reader cisp_reader

Client Reles

Figure25. Example of Keycloak group with role mapping.
2.3.6 Risk Assessment Module

2.3.6.1 Hardware requirements

The suggested hardware requirements are as follows:
} CPUs: 2 or more.

} RAM: 16 GB or more.

} Disk space: 30 GB or more.

2.3.6.2 Installation procedure

To appropriately set up and deploy the Risk Assessment module, the following applications must be
installed[10]:

} The Risk Assessment Engine, which serves asetiiteal element of the tool. It is responsible for
executing rules and performing risk assessments. This component is developed as a Python
application with multithreading capabilities.

} The Graphical Interface, which functions as the visualization part of the tool. It is created using the
Django framework for Python. This interface offers a control dashboard to exhibit input and output
data concerning the security of the target infrastiue.

} The Database, which serves as the storage element of the tool. It is built using SQL and contains data
related to risk models, indicators, data processing activities, mitigation measures, and all security
related information about the infrastructure andsicomponents.

} The Message broker, which is responsible for facilitating communication among various
components using a RabbitMQ server.

} The Nginx load balancer.

A Docker container is created for each application: Dashboard (Django), Engine (Python), message
broker (RabbitMQ), load balancer (Nginx), and the database server (PostgreSQL). These containers are
initiated with specific port bindings on the host systegmabling access to internal application
components (such as the web application or the broker) from the external network.

Immediately after launching the Dashboard web application, a script is run to populate the use case
data. This data is sourced from JSON files located within the directory
"rae_dashboard/rae_dashboard/dashboard/db_test_ddtalhis script, in turn, utilizes an internal
Python function calledibad_initial_data() to parse and load the existing JSON files into the database
tables. The PostgreSQL database is stored in a dedicated Docker container.

Essentially, each of the three application directories encompasses source code, configuration files, and
a Docker file. This Docker file defines the base image, dependencies, source deployment, and a startup
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script (commonly referred to as an entry point) for the respective applicaliorsimplify the creation

and execution of the Docker containers, a configuration file named "dexk®pose.yml" is included

in the root directory of the code. This file facilitates building the containers, launching them, or
stopping the services:

sudo dockercompose up-build --detach--force-recreate

sudo dockeicompose down # to stop the running containers

Additionally, the accompanying scriphanage _docker_compose'stan achieve the same outcomes:

chmod 755 manage_docker_compose.sh
sudo ./manage_docker_compose.sh up build

sudo ./manage_docker_compose.sh down

Creating container images from scratch might take some time due to dependency installation.
However, these images will be cached at the layer level, leading to quicker recreation of containers in
the future. Furthermore, cached images can be exported doaged to thirdparty repositories, like

a Docker registry. To obtain a list of currently cached images:

sudo docker images ‘

Alternatively, a config file namedidckercomposeimages.ymil has been provided. This script relies
solely on existing system images and constructs and launches containers using those images, requiring
no source files:

sudo dockercomposef dockercomposeimages.yml up-detach ‘

2.3.7 Incident Reporting Module

2.3.7.1 Hardware requirements

The Incident Reporting module requires tlieployment of TheHive and Cortex. Consequently,
hardware requirements for these tooJ24] (which also depends on the number of concurrent users)

are the same ones required for the CPR tool, that for less than 10 users and deploying all services on
the same server are:

} CPUSs8 coresor more.
} RAM:16GB or more.

2.3.7.2 Installation Procedure

To deploy AIRE, it is necessary to have a folles-deploy with the subfolders containing
configuration files for the different services and the jar files of the AIRE servicesefaunmts
generatorl.0.:SNAPSHOT . jar, aiteehivepluginl.0.:-SNAPSHOT.jar and  awerkflow-
enforcementl.0.1:-SNAPSHOT .jar).

The following steps are required for its installation:

} Copy airedeploy/aire_dashboard/.envs/.env.docker_run file as
aire-deploy/aire_dashboard/.envs/.env and configure it. In particular:

- configure the DJANGO_ALLOWED_HOSTS to allow access to server from external machines
- configure information to access to Keycloak (if necessary)

- configure information about the database

- configure AIRE_SERVER and THEHIVE_URL endpoints

} Set up execution permissions for AIRE Dashbeatgpoint.sh script:
# chmod 755 air@eploy/aire_dashboard/entrypoint.sh
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} Configuration for TheHive deployment:

In the AIRE dockerompose.yml file, the deployment of TheHive v4, Cortex and their dependencies
is already included, but it is necessary to do the following configuration before deploying them.

- Generate secret play key for the Hive and copy it into play.http.secret.key in the file aire
deploy/TheHive/application.conf.d/secret.conf

- Generate keystore file (.p12) using LetsEncrypt Certificate and copy it in folder aire
deploy/TheHive/ssl:

# openssl pkcsl2-export -in  fullchain.pem -inkey privkey.pem -out
sunrise_keystore.plzhame tomcatCAfile chain.perrcaname root

- (If necessary) configure the connection with Keycloak in-deq@oy/TheHive/application.conf
file.

- The default max virtual memory areas parameter (vm.max_map_count [65530]) is too low for
Elasticsearch, and it is necessary to increase it to at least [262144]. We need to do this in the host
machine before deploying the elasticsearch docker image if wat W@ have it there. Edit
letc/sysctl.conf in the VM to insert "vm.max_map_count = 262144" and execute:

#sysctlp

More details about the installation and configuration of TheHive can be found at:
https://docs.strangebee.com/thehive/installation/stepy-step-installationguide/. Please

note that it is necessary to install TheHive v4 since the webhook capabilities are required for
the correct working of AIRE.

} Configuration for AIRE services:

- SSL Certificate generated will be used by TheHive but also bthelgeplugin to access
TheHive. Copy it in the folder aiteploy/airethehive-plugin/config/keystore and configure it in
the airedeploy/airethehive-plugin/config/application.conf.

- Check the mail server configuration is correct in
aire-deploy/aire-reports-generator/config/application.properties

- Check the configuration about the database is correct in the files
aire-deploy/aire-reports-generator/config/application.properties,
aire-deploy/airethehive-plugin/config/application.properties and
aire-deploy/aireworkflow-enforcement/config/applicatin.properties

} Build and deploy the containers:

# sudo docker compose ug --build

} To complete the Cortex installation, follow the steps hitps:/github.com/TheHive
Project/CortexDocs/blob/master/admin/quiegtart.md This is summarized in the following points:

- Generate a secret key and include it in the /etc/cortex/application.conf file.

- Open the Cortex URL to "Update Database" and create the administrator account.

- Login into Cortex with the admin user. Create an Organizationdelgii 2 3£ 0 (12 | &4 2
O2yFAIdzNB Fylftel SNEkNBaALRYRSNA® / NBIFGS Fy h
Create an account "thehive" for TheHive integration. Generate an API Key for this user. It will be
used in TheHive configuration.

- Login to Cortex with the admin_atos user to Refresh analyzers and responders and to Enable
them. In the case of AIRE Responders, set up RED as TLP/PAP so it can be applied to any incident.
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} To complete TheHive installation:
- Connect to the docker image and install TheHive4py
# sudo docker exea 0-it thehive bash
root@b68ef72e6706:/opt/thehive# apget update
root@b68ef72e6706:/opt/thehive# apget install python3pip
root@b68ef72e6706:/opt/thehive# pip install thehive4py
- Change the POST_SITE and POST_AUTH in the script

aire-deploy/TheHive/loadCustomFields_TheHive4.py and execute it to create the required
custom fields. You need to login as an "admin" user (Member of the "admin" organisation) that
has a profile includingie manageCustomField permission and consequently, the API key of this
user is required to create the custom fields.

- Change the API_KEY and THEHIVE_URL in the scrigephing TheHive/createUsers.sh, edit
your users, and execute it to create users required. The creation of users can be also done through
TheHive GUI.
Important: You first need to create your organization (e.g.ATOS) through the GUI and create the
admin user (e.cadmin@atos.neiwith the permissions "orgadmin”. Generate an API KEY for this
admin user and use it in the script. The name of the users must be their email address
(e.g.irt@atos.ne). By default, if no address is included, it is assumed to be "@thehive.local".
5STFldzf &G dzASNAR GAYUGXGKSKAGSPE 20rtés aAOt Gy
GANIXGKSKAGSPt 201 t¢ ySSR G2 06S ONBIFIGSR Ay ¢K
asset will be assigned to them. If other users are used, then it Bssacy to configure the task
with them through the AIRE Dashboard and check that users are created in TheHive.

LG Aa +Ffaz2 ySOSaalNR (2 ONBFGS | dzaSNI alF ANBYX (K

the admin permissions to execute actions in TheHive from AIRE asset. The API Key of the user

aire@thehive.local ¢ A t 0S Ay Of dzZRSR AY GdKS LI NI YSGS

application.properties file in the airthehive-plugin.

# chmod 755 createUsers.sh
# .JcreateUsers.sh

- Activate the webhooks by executing the following script with the admin user of your organisation
(with permission manageConfig):

# chmod 755 activeWebhooks.sh
# ./activateWebhooks.sh

} To connect TheHive with MISP, generate (if necessary) the truststore with the MISP certificate, for
example:

# keytool -import -alias sunrise_misp-file misp.crt -keypass keypasskeystore
sunrise_truststore.jksstorepass storepass

Copy the truststore into the airdeploy/TheHive/ssl folder and reference it in the MISP block
in TheHive/application.properties:

play.modules.enabled += org.thp.thehive.connector.misp.MispModule
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misp {
# Interval between consecutive MISP event imports in hours (h) or minutes (m).
interval: 1 min
servers: [
{
name = "MISINAME"
url = "https://misp.url.instance"
auth {
type = key
188 ' de2dNPYAALWF RYAY YdzA SNl LIA Y] S& b
caseTemplate = "Incident Report"
GF3a ' wa{!'bwL{9MET a{!'bwL{O9HEB
includedTheHiveOrganisations = ["*"]
excludedTheHiveOrganisations = []
#filters
maxage = 7 days
max-attributes = 1000
maxsize = 1 MiB }

} To complete the AIRE installation:

- LyOf dzRS 0KS It L ySe 27T 0dKS dzZaSNJ 44l ANBUYY
/opt/aire/config/application.properties file in the airthehive-plugin docker container.
- Restart the docker containers to apply all the changes.

2.3.7.3 Installation verification

To check that the Elasticsearch has been correctly deployed, you can execute (once connected to the
docker container):

# curl-XGET 'http://localhost:9200/?pretty=true’

If everything is correctly deployed, you should see the following containers up and running:

9421132956f9  aire-deploy-dashboard "/usr/src/app/entryp.." 2 months ago Up 2 months 5602/tcp
aire_dashboard
09c4af506alc  aire-deploy-pydaemonium "python daemonise! 3 months ago Up 2 months
pydaemon ium
aire-deploy-cortex "./custom_entrypoint.." 4 months ago Up 2 months 0.0.0.0:9001—>9001/tcp
cortex

aire-deploy-nginx "/docker-entrypoint..." 4 months ago Up 2 months 80/tcp, 0.0.0.0:443—44
443—443/tcp ngin

e19  aire-deploy-aire-reports-generator "java -jar air 4 months ago  Up 2 months 8083/tcp
aire -generator
2631e615f08e  aire-deploy-aire-thehive-plugin "java -jar aire-theh 4 months ago Up 2 months 8081/tcp
aire-thehive-plugin
da77bbfdfcde  aire-deploy-aire-workflow-enforcement "java -jar aire-work." 4 months ago Up 2 months 8082/tcp
aire-workflow-enforcement
aire-deploy-db "docker-entrypoin 4 months ago Up 2 months 5432/tcp
postgres_database

Figure26. AIRE docker containers.
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2.3.8 Dashboard

2.3.8.1 Hardware requirements

The CPR tool has been developed as a dockerized application, with few requirements. Serving a single
administrator, who supervises the entire system, the container only needs:

} CPUs=1
} RAM = 256 MiB
} Disk space: 2 GB

2.3.8.2 Installation Procedure
Because the CPR Tool is based on the other components, it is advisable to have the rest of the CPR
modules up and running before starting the installation.

The first step is setting the URL of the different CPR components. In the CPR folder, there is one

subfolder per component (LOMOS, WAZUH, TINTED, CERCA, and AIRE). All these folders have a file,

called api.py, where you need to configure the URLSs of easfics.

} LOMOS(CPR_tool/LOMOS/api.py): This component only has the URL and indexes parameter.
Updating them is enough.

url = "https://your_lomaos_ufl
indexes = "test_bgl2k logs_structured"

} WAZUH(CPR_tool/WAZUH/api.py): This component only has the URL and port. Updating them is
enough. It is possible to use an alias, such as,-fots or misp_dashboard.

url ='https://@ 2 dzNJp 6 | T dzK ¢ dzNX Q

} TINTEOCPR_tool/WAZUH/api.py): This component only has the URL and port. Updating them is
enough. It is possible to use an alias, such as,-tats or misp_dashboard.

url = 'https://é 2 dzNJp Y A & LIY dzNI Q

} CERCACPR_tool/WAZUH/api.py)pdate the URL and auth keys from the CERCA service.

url = "https://lyour_cerca_ufl
auth = (‘'your_auth_key', 'your_token")

} AIRE(CPR_tool/WAZUH/api.pyThis component only has the URL and port. Updating them is
enough.

url = 'https://thehive:9443'

When the URLs of thether modules are configured, you just need to build and start the container:

sudo docker compose build

sudo docker compose up
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NOTE: The Nginx service needs to be correctly configured to have access to the different services.

By accessing the administration view (initially somethingHikes://localhost/adminwith the default
Django useroot:toor), you can change the root password and then configure users, groups, and pilot
keys for the components (sdégure27).

Django administration

WELCOME, ROOT. VIEW SITE / CHANGE PASSWORD / LOG QUT (p

Site administration

AUTHENTICATION AND AUTHORIZATION

Groups * add # Change

Users * Add  # Change

Pilot_aire_keys * add # Change
Pilot_cerca_keys * Add  # Change
Pilot_lomos_keys *+ Add  # Change
Pilot_tinted_keys + add ¢ Change
Pilot_wazuh_keys + add # Change

Figure27. CPRDashboard; Django admirstration console

You must create one group for each organization (e.g. sunrise) and as many users as necessary (e.g.
admin_sunrise@sunrise.com, imt_sunrise@sunrise.com, irt_sunrise@sunrise.com,
iclt_sunrise@sunrise.com, or controller_sunrise@sunrise.com). The usernamedenermails (see
Figure28), but the relationship between users and groups is created automatically. hwdhst-case

scenariq if a user is created but the corresponding group is not, the system creates the group when
the user logs into the system. However, the new group has no associated key.
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Django administration

WELCOME, ROOT. VIEW SITE / CHANGE PASSWORD / LOG OUT

Home > Authentication and Authorization > Users

Select user to change ADD USER +
Action: | -=-----—- v Go 0 of 5 selected
O USERNAME - EMAIL ADDRESS FIRST NAME LAST NAME STAFF STATUS

admin_sunrise@sunrise.com
controller_sunrise@sunrise.com
iclt_sunrise@sunrise.com

imt_sunrise@sunrise.com

0O 0O 0O O
o 0 © ©

irt_sunrise@sunrise.com

5 users

Figure28. CPR DashboagdDjango users administration

Then, you need to add an API key, obtained from each module, for our organizatidtigsez29).

Django administration

WELCOME, ROOT. VIEW SITE / CHANGE PASSWORD / LOG OUT (B

Home > Dashboard > Pilot_aire_keys > Add pilot_aire_key

Add pilot_aire_key

V&t @

Pilot: sunrise

Api key‘ KERREREERKARRALEAARER AL A AR AR RA AR ARRARRK

Save and add another ll Save and continue editing

Figure29. CPR DashboardApi Key Configuration

2.3.8.3 Advance configuration

The information shown on the control panel can be adjusted to the needs ofargahization. To do
this, it is only necessary to modify the Modékew-Controller structure of the Django framewd@25].

The view (CPR_tool/dashboard/views.py) is what processes the requests from the different pages, and
it asks the model layer for the stored information. First, the user and the organization to which he or
she belongs are retrieved. Then the organizatioP$éeys are obtained for the different components,

with which the different APIs are called.

Part of the model of this application is based on the persistence of the different components.
Therefore, the information is obtained by calling the different modules of the system through APIs to
retrieve the data. In CPR_tool/{ LOMOS | WAZUH | TINTEER[O2 | AIRE }/api.py you can modify
these connections with the different components.
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Finally, all the information retrieved is structured in JSON format and passed to the controller, which
maps this information to the HTML template using the template langu@§$ The template
(CPR _tool/dashboard/templates/dashboard/home.html) can be modified to change the main content
of the application, such as the labels of the different components or the format of the graphics
generated with CanvasJS [27]. While in the base template
(CPR _tool/dashboard/templates/base.html), the page header and the links to the different tools can
be edited.
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3 CyberPhysical Resilience Tool TestedPilots
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modules and ultimately, the entire CPR tool using the data provided by the Cls and the data from the

lab conditions were included. As reported in [j8]4the validation during the first piloting phase (M21

and M22 of the project) was done with some demonstrations of the CPR tool. It also use@iGed

RFGlF odzi KlFra y2G &Si R2yS GKAa Ay I RSLX2eYSyid 2
¢KS LlzN1}22asS 2F GKS FTANBRUG NBazmBst@have thiirfe@dbagk@bodtl t A R
0KS dzal 38 2F (GKS /tw (G22f35 (2 OSNATE ¢gKusérs Ala RA
to suggest what potential improvements could ineplemented to the CPR tool as we reach the last

period of the project, when the CPR tool will be deployed in operational environments.

The following subsections provide the enhancements and changes performed in the different
components of the CPR tool from the first phase of validation done in the pilots.

We emphasize that an-idepth description of the tools is provided in the previous deliverables,[P]6.2
and D6.83].

3.1 Anomaly Detection

The LOMOS (LOg Monitoring System) component is viewed as one of the inputs of the CPR module.
This component provides an-powered anomaly detection in log data, where we stress that the log
data must be humanly readable, raw log datadépth descriptimn of the requirements for logs are
provided in the section2.3.3.1and0.

The core engine (a BERdsed model) has remained unchanged. During the pilot, we introduced the
realworld usability improvements, which were observed and requested by the Cls. These include
enhanced utilities, better integration options, and optimizatothat simplify deployment in ClI
environments.

Below we cumulatively describe the relevant enhancements of LOMOS, in order, to provide the best
integration into the various existing systems.

} Integration with Wazuh SIEM: LOMOS features'kh@os-alert” microservice, which communicates
directly with Wazuh. This integration ensures that only kighfidence anomalies are forwarded to
Wazuh, reducing unnecessary alerts (reducing alert fatigue) and enhancing incident response
efficiency.

} Deployment Enhancements & Installation-&wgineering: New utilities have been added to simplify
the setup, configuration, and integration with existing infrastructure. LOMOS is packaged in Docker
container. Therefore, Docker Compose can be used in thegleonCl environments.

} Scalability & Performance: LOMOS supports nildiance scaling, allowing it to process high log
ingestion rates efficiently. This is particularly relevant for the CI operators with large, distributed
infrastructures, such as telecommunications and trarspetworks.

} Adaptation to GPU Shortages & Alternative Deployment Models: Due to the global GPU shortages,
Cl operator faced difficulties in acquiring hardware for LOMOS training and inference. LOMOS
supports CPiased inference as a fallback option, ensuring continygetation without requiring
a dedicated GPU.

} Pilot demonstrations for Italian and Slovenian Cl operators provided valuable feedback. Based on
their input, anomaly detection thresholds were fitiened.

3.2 Threat Intelligence

During the validation of the CPR Threat Intelligence module for the first piloting phase, most of the
main functionalities and enhancements developed in TINTED and already described&) &8
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demonstrated. These included the generation of a threat score for incoming Indicators of Compromise,
the generation of a source confidence score for feeds received in the MISP instance and the mapping
of the 10Cs received with the MITRE ATT&CK framework.

¢ KNP dzZ2K RA a Odza a Augey and ig theicéntexit & Syber thréx&intefligeRce data sharing
and effective collaboration to improve cyber resilience, the following use cases have been identified
and categorized according to whether providingoapmization and/or encryption capabilities is
required:

Table2: Threat Intelligence Use Cases

_ 1. CTl coming from Incident Response 2.0wn generated CTI 3. CTl aggregation

Use Cases 1.1IRof 1.2 Finished IR 1.3 Closed 14 2.2 Vulnerability research 2.3 0wn 3.1CTI 3.2
active (contained) for IR case fully Indicators public aggregated  Vulnerability
Espionage  unknown or mitigated coming from research or from research
for CSIRT undetermined and event threat open public
informatio  threat group recovered  analysis or hunting sources
n only after the threat findings
incident hunting
ending up as
commodity
threat
Anonymization No No Yes, generic Yes, generic  Yes, generic sensitive data - Yes, generic No No
sensitive sensitive for publishing sensitive
data data data - after
early stage
Encryption Yes Yes No No Yes - Not published Yes (at early No No

stage)

Three main groups of use cases have been identified:

(i) cyber threat intelligence (CTI) data that has been generated from an incident response process,
where different scenarios can be found based on the status of the incident response (if there is ongoing
investigation, it makes sense trse encryption to share information, whereas if the incident is closed,
some anonymization is better for sharing sensitive data),

(i) CTI generated during internal research conducted by the CI about some vulnerability identified,
public research or threat hunting finding (encryption could be useful when results have not yet been
published and anonymization could be applied to sévsitiata for publication), and

(iif) data generated by aggregation of other CTI data (in this last case, no anonymization or encryption
is necessary to apply).

This table was used as a starting point during the second piloting phase for the -@k&&INA Q
identification of use cases where the establishment of circles of it different data sharing
policies to share cyber threat intelligence data makes sense and these CPR tool data sharing
capabilities can be demonstrated. Currently, two main scenarios are being considered. One is related
to sharing information about ongog phishing campaign attacks (that would be included in the first
group in the table) anthe other is related to vulnerability management (which is related to the second
group in the table).

Regarding the generation of a source confidence score functionality, one improvement resulting from
the analysis of the MISP events received by the pilots is related to the processing of events received
from CIRCL (Computer Incident Response Centre of Luxembourg) OS[R8].f€48CL sends threat
intelligence data in a slightly different format than most of the default MISP feeds considered initially
during the implementation of TINTED (a list of MISP default feeds can be foldréd)aT he difference

is the CIRCL OSINT feed does not provide a list of indicators of compromise (e.g. IP addresses) that
includes a unique MISP event with the name of the feed. It produces a list of MISP events (each of
them as a JSON file when the feedasessed directly through its URL), each of them with different
threat intelligence information about the same Indicator of Compromise (that can even be duplicated
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source confidence scoring, itagso necessary to provide the list of creator organizations (in the env

variable CIRCL_ORG_FEEDS) to the other standard sources (defined in the env variable
INTELLIGENCE_FEEDS_FILE, as des@iBesi2n Some of the main changes done for the processing

of these events are:

} These events can have MISP attributes with additional and complementary information related to
I GKNBIFG Fylrfeara oAy LI NLGAOdzZ NE |GdNAROdziSa 4.
Indicator of Compromises for 10C scoring calculation andshigped for processing. The main
reason is that for the evaluation of the different scoring heuristics, the 10C (e.g. a specific IP address)
is searched in the MISP instance to identify if it was already shared by other feeds. In the case of
timestamps ad generic descriptions, they can be associated to different 10Cs, so it makes no sense
to search them.

} The completeness heuristic has been modified to consider the number of l0Cs provided by the feed,
including those belonging to some of the events whose creator organization is included in the
environment variable CIRCL_ORG_FEEDS. The reason is bec&Lis&0h feed, 1oCs are provided
in different events with different event Info and different creator Organizations.

} An extensiveness heuristic has also been adapted, since the CIRCL feed usually provides different
information about the same loC in the same event. Consequently, we cannot know the context of
the information provided by this feed in advance (as it was deite other types of feeds and
established in the intelligence feeds configuration file). It needs to be calculated in a dynamic way,
considering the type of information that is present in the event (except attributes present in the
MISP event with typetéxt" or "datetime" that are skipped for scoring are consequently not
considered in the total number of 10Cs evaluated).

} For evaluation of the whitelist overlap heuristic, it is necessary to know the relationship between
whitelisted 10Cs in a source with respect to all the 10Cs in that source. In the case of events provided
by CIRCL, we can have different events from theesareator organization with 10Cs. For this
reason, we compute in this heuristic the number of 10Cs whitelisted that appear in an event with
respect to all the 1oCs in any of those events coming from the same creator organization. With this
approach, we cahave different whitelist overlap scores for each of the organizations that provide
loCs with CIRCL and identify, from all the creator organizations participating in CIRCL OSINT Feed,
which are more reliable, and which have less whitelisted 10Cs.

Finally, improvements have been made in the contextualization of health trends for threat scoring
functionality. On the one hand, it has been adapted to individually search for each term included in

the list of search keywords and evaluate the averagedrdrhis is because when it looked for a set of
keywords, the result returned the number of searches of a keyword with respect to the other
15862NRa&d C2NJ SEFYLX S (KS ydzyoSNJ 2F aSI NDODKSa |
number of searchesalbali & Ff dz¢ @ |1 26 SOSNE AF GKS (GSNXY aO23ARE
determined its independently. On the other hand, the function that evaluates the trend slope has been
improved, so it can also be valid when the change in the trend is mst&ot for every time unit, and

(KS NBadA G A& odAfd Fa | aL{t SOSyld 6AGK Iy 2082¢
by TINTED with the CPR risk assessment module through Kafka. Currently, this feature is based on the
results of monitoing trends in search queries through the open intelligence source Google Trends as

a prootof-concept for its integration with the CPR risk assessment. However, following the same
approach, it could be easily extended in the future to other sources, aadhe health prediction

generated by the SUNRISE WP5 Demand Prediction tool or some tool that processes Twitter data or
asks an Al engine (such as ChatGPT) about the health trend. It is just necessary to have a set of
prediction values during a period tifne (currently, we are considering 30 days) to calculate the trend
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or directly send a MISP event to the risk assessment following the same report format with a JSON
string in the summary with the trend score (see examplEigure30).

m Scope toggle~  WDeleted 2 Decayscore @ Context  "S"Related Tags 'Y Filtering fool ¥ Expand all Objects £ Collapse all Aftributes

] Date * Context Category Type Value Tags Galaxies Comment
296..1191® Object name: report £ 3 title :: text
 Hide 3 Alfributes
[] 2025-03-14* 400..acS® Other title: CPR - Contextualization of health frends for threat score
fext
[] 20250314 7i5_as56M@  Other summary: {trend_score” 3.51524473356732, 'keywords" 'gripe, covid’}
text
[ 2025-03-14* 7e0._3ecB® Other type: google-trend
fext
.

Figure30: Contextualization of health trends

3.3 Risk Assessment

Improvements were already reported in DBB aligned with NIS2, temporary model and threat
intelligence contextualisation. They can be summarized in the following bullets:

1. Threat intelligence contextualization: As well as the events reported in[Bg-BINTED now sends
information with the contextualization of health trends. This input is utilized as an input to the
temporary model as a temporary condition. The value of the trend slope is utilized as a weighted
input for the temporary condition modulat.

2. The NIS2 context, mitigations and countermeasures feedback from CSIRT are received by AIRE. The
mitigations can be tested in the mitigation simulation module at CERCA, with two approaches:

a. A mitigation laboratory, where the operator can experiment and simulate different
mitigations strategies based on their needs or security policy, in a reactive approach, with
various possibilities:

i. Riskreduction driven: Reduce the risk to the lowest level.
ii. Capped cost driven: Reduce the risk within a specific budget to an acceptable level.
iii. A combination of both, based on the severity of the vulnerabilities and temporary
conditions, etc.

b. An application of mitigations to the risk report and recalculating the risk with the new set
of indicators, with some of them returned to a baseline status due to the application of a
mitigation or countermeasure.

3. Improved risk reporting: Additional information has been included in risk report, in particular
alarms, events and temporary conditions that impacted the risk.

4. Event and alarm persistence: CERCA is now able to store the relevant alarms and events that lead
to a risk increase. CERCA also includes the corresponding identifiers to ensure accurate
classification and traceability of each alarm. Additionally, the ataare classified based on
severity and this information is now included in the risk report sent to AIRE and is available via GUI
and API.

5. Mitigation simulation: CERCA enables the simulation of the effect of applying one or multiple
mitigations in a proactive approach, and include practical benefits:

a. Blue team response capabilities are enhanced, as the mitigation simulation allows for the
exploration of defensive strategies based on ewstuction, on a cosbudget cap
limitation or risk reduction.

b. Ethical red team: Based on the simulated strategies and the selected actor (cost, budget,
risk), the ethical red team can focus on assessing the risks related to a particular indicator
that needs to be reduced or mitigated.

c. NIS2: In mitigations sent by CSIRTSs in the context of an open incident, operators can see
the effect of these mitigations in terms of risk.
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d. An improved risk report is sent to AIRE, with the history of what events, alarms and
temporary conditions affected the risk, including additional information in the reports.

3.4 Incident Reporting

Improvements already reported in D§3} to support compliance with the NIS2 Directive
(communication of supply chain risk, reception of response to an incident notification, attachment of
Indicator of Compromises to incident reports and support for vulnerability disclosure) have been
refined from the validation done during the first piloting phase and integrated in the default incident
reporting workflow enforced by the CPR Incident Reporting module (AIRE). The updated BPMN
(Business Process Model and Notation) file with the updated workfloanebetd in SUNRISE is shown

in Figure31.
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Figure31. CPR incident reporting workflow supporting NIS2.
| 2yySOiGA2yY 6A0K GKS /tw NRA]l lFaasSaaySyd Aa Rz2yS
/| 2ttt SOGA2ye OGKFG oAttt IFGKSNI GKS NAal NBLER2NI 3ISy
to the enduser. Rislbased classification of a sedy incident as significant or not is done through the
dzaASNJ (02 BSRWAAT AaAATFTAOLIGA2YE YR AG Fdzi2YlF GAOF T £ &
ASNBAOS O0SYSTAOAINRSA GKNRIAK GKS &aSN3kbaee8 G &1

D6.5 Cybephysical resilience tool and training guide V3 Page: 490f 154

[ Disscmination: [N VEEEE 1.0 [SEds S Final

Document name:
Reference:




LA

SUNRISE

classification is integrated with the existing incident classification process. Once this classification is
R2ySY Al OGNAI3ISNE (GKS &ASNWBAOS {Glai GKFG LISNF2N
automatically sends a notification email to the Supsory Authorities, which is configured with this
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determined during the managerial judgement step that the incident is ultimately classified as not
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After the early warning, and according to NIS2 Directive, CSIRTs must respond within 24 hours with
some initial countermeasures to be applied to mitigate the incident or prevent a potential cyber attack
(e.g. the application of patches for identified vutabilities or the suggestion to close some port in the
firewall). This is modelled in the CPR tool through the triggering of the countemeasures monitoring the
process shown irigure32 after an early warning has started. Basically, in these additional steps of
the incident reporting workflow, the information received about countermeasures is registered, it is
evaluated for application by the engser, and finally, the risk assessmentesvaluated.

2 | NY Ay 3é

Countermeasures Monitoring Procedure

Evaluate
Countermeasu
res

Register
countermeasur

Re-evaluate
Risk

EndCountermeas

Early Warning startEvaluation startRiskAssessm uresProcedure

ent ent

Figure32: CPR incident reportingcountermeasures monitoring procedure

Furthermore, since a potential unknown vulnerability can be identified at any time in the data
collection task (as reported in D§33), it is possible to trigger an optional vulnerability notification
procedure, as shown Rigure33. As such, this has been added to the CPR incident reporting workflow.

EndVulnNotificati
on

kel
Notify

Vulnerability

National
Coordinated
Vulnerability

Disclosure Policy

(NIS2)

Identified New
Vulnerability

Vulnerability Notification Procedure

Figure33: CPR incident reportingvulnerability notification procedure

Transposition of the NIS2 Directive [7] to national legislation had the deadliheOtibber 2024.
However, after consultation with the different Critical Infrastructures involved in the project pilots,
they indicated that no specific template was defined for reporting and consequently, no changes have
been made to the existing templatesed during the first piloting phase concerning GDPR and NIS2
regulation frameworks.

3.5 Dashbard

The CPR Dashboard was not yet available during the validation done in the first piloting phase. It has
0SSy RSAAIYSR lFa I dzyAFTASR I yiders that, th®u@mNa singsBn R a K0 2
on, cannot only provide them with access to théfatient functionalities of the CPR tool, but also

enable them to quickly see what is happening at different levels, including detection inside the
infrastructure risk assessment, external threat context and incident reporting, as is shiéigure34.
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The following is a brief description of the tool: the header of the dashboard has direct access to the
different modules, where there are the advanced features and a logout button. Then, there is the
graphic that represents the anomalies of the last peristhich is generated with the data of the Log
Anomaly Detection module. The second row contains the WAZUH alarm graphic and the latest reports
from the Risk Assessment module, which displays the list of the risk models selected for the report and
the qualtative and quantitative risk of each model. The last row contains the Threat Intelligence
Monitoring module, which lists the latest and most relevant loCs and their associated techniques, and
the Incident Reporting module, which lists the open incidentd #@me task that are currently in
progress. All five components can be collapsed, allowing the users to focus on the components most
relevant to their roles.
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Figure34: CPR Dashboard.
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4 Legal Compliance and Testing Methodology

Section 4 outlines potential legal concerns, such as data sharing restrictions for Cl due to legal
regulations or limitations on permissible testing activities. In addition, the piloting activities are
outlined.

At this stage, no problems have arisen, although they may appear during the second piloting phase. If
any concern arises, it will be reported in the Cyphysical resilience pilot report V2 deliverable (D6.6)

and closely monitored in WROManagement: Prject Coordination and Technical Coordination (WP3

in general, specifically T3.4).

However, considering the WP6 time plan, all Cl operators have been notified about the schedule and
possible issues, so that the piloting activities are not delayed. The pilot schedule is the following:

} Deployment will be done in the last week of May.
} Testing will be done in the first week of June.
} The collection of feedback is due from the second and to the third week of June.

The testing process will unfold in several meticulous phases. The first two activities will rely on the
preparation of a proper environment in terms of hardware and software requirements, which have
been detailed in Sectio.3. Initially, deployment will occur within the Cl environment, where
hardware or virtual machines are prepared, granting access to XLB and ATS to install the CPR tool via
VPN. Following installation, XLB and ATS will diligently test the CPR tool with atepd& dnsure
functionality. Subsequently, the CI operators will connect the log source, initiating the processing
phase where the Cl operators, XLB and ATS will collaborate to test the functionality. A crucial aspect
involves accumulating a sufficient uale of logs, spanning from one hour to a week, to rigorously
assess the CPR's efficacy with Cl operator data. During this period, both CI operators and XLB will
undertake the critical tasks of model training and inference. Once an adequate dataset iedrftass

real data analysis, typically within a week, CI operators and XLB will resume model training and
inference to ensure accuracy, together with ATS, as the processing of alarms coming from the Anomaly
Detection Module is done in CERCA and AIRE. Fih&ll¢Z| operators will conduct periodic testing to
uphold a continuous performance evaluation and refinement. Each phase reflects a meticulous
approach aimed at guaranteeing the reliability and efficacy of the CPR tool within the Cl ecosystem. In
those Clenvironments where, by its own nature, it is not possible to deploy the CPR tool, access to
RSLI 28YSyid Ay (GKS ! ¢{ LINB Y-isdr§sdtheykdn expesiBentlaiiBegiA RS R
the tool by themselves. An example of such is the Sloveradw#&ys infrastructure.
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5 Pilot trials execution

To be successful, the developed CPR tool needs to provide useful functionality to the Cl operators and
at the same time reduce the Cl operator workload. The pilot trials are planned to show the tool to the
Cl partners, test the deployment in an operatiopalironment, test the operational procedures, and

give the Cl operators an opportunity for early, hafwasevaluation.

The main goal of the preliminary test on real data is to see if the CPR components are functional and
if there are any problems that could prevent or hinder the installation and subsequent use of the CPR
tool in an operational environment. These probleneed to be discovered and properly addressed.

The description of the users, their roles within critical infrastructure operators, and their required
expertise is provided in Sectiob.2.

5.1 Pilot Execution Plans

D6.33] presented an initial plan for pilot execution. Those plans are largely unmodified and are
included in this document. However, in this deliverable, they have been updated to reflect the pilots
where it is not possible to deploy the tool in an operatiomfdstructure environment.

5.1.1 lItaly: Public Administration

INS plans to test the tools developed in WP6 on a specific part of its regional infrastructure. This subset
includes the VPN Servers used by INS employees and the SESAMO application, which collects health
related data of citizens in the Region Friuli Veaeziulia. Access to SESAMO is controlled through
federated systems like national SPID and Electronic ID Cards. The testing process will happen in three
phases:

Phase 0 (M12): A Proof of Concept will simulate incoming logs from selected applications to identify
potential threats to the systems under analysis.

Phase 1 (M23): The tools will be deployed within INS to integrate and aggregate logs with the existing
SIEM (Security Information and Event Management) system, which is the Community Edition in the
testing environment. Additionally, integrations with theurcent MISP appliance in the INS
infrastructure may be explored to enhance Cyber Threat Intelligence sharing between the Firewall and
SIEM. The AIRE functionalities will be integrated to generate incident reports for managing the Incident
Response process.

Update on the initial plan for Phase 1: Although initially it was planned to deploy the CPR tool within
the INS infrastructure in this phase, the final deployment of the CPR components was done on the
ATS/XLB premises and the real logs generated by theinfk&tructure were integrated and
aggregated there. The result of these tests is reported in [26.4

Phase 2 (M34): The integrated CPR tool will be piloted in the operational environment of INS. The tool
output will be monitored using real data from the applications under analysis, as well as simulated
data for vulnerability tests. The INS Blue Team nogletsee these operations.

In summary, INS aims to test the WP6 tool on a specific part of its regional infrastructure, including
VPN Servers and the SESAMO application. The testing will progress through phases, beginning with a
Proof of Concept, followed by integration with SIEMdaWISP, and concluding with operational
environment monitoring.

5.1.2 ltaly: Water

CAFC intends to test the tools developed by WP6 on its VPN infrastructure to detect and halt suspicious
network activities. The VPN system, which has become very important due to the-C®pdndemic,

was previously used by a limited group of technica&rsidor a decade. However, it has now become

the standard means for employees to remotely access various systems.
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For training and testing, CAFC will provide logs including network traffic, antispam filter records,
antivirus data, and results from ongoing penetration tests.

The testing process will involve the following key steps:

Phase 0 (M12): A Proof of Concept will showcase the tools' ability to identify potential threats to the
systems being examined through simulated incoming log data.

Phase 1 (M23): The tools will be implemented within CAFC to demonstrate how logs are acquired and
analysed.

Update on the initial plan for Phase 1: Although initially it was planned to deploy the CPR tool within
CAFC infrastructure in this phase, the final deployment of the CPR components was done on the
ATS/XLB premises and the real logs acquired from thesinficture were integrated and aggregated
there. The result of these tests is reported in DB}

Phase 2 (M34): CAFC will carry out a trial of the tools in their actual operational environment. This will
involve monitoring the CPR tool output using real data and potentially simulating threats to the VPN
infrastructure. The goal is to assess the toefféctiveness.

To sum up, CAFC plans to test the WP6 tools on its VPN system for detecting suspicious network
behaviour. The VPN's significance has increased due to the pandemic, and the testing will proceed
through phases involving Proof of Concept, deployment, andatjmaral evaluation.

5.1.3 Slovenia: Telecommunication

TS plans to evaluate the Wid@veloped tools on a specific segment of its infrastructure associated
with the VALU mobile application's accesses and activities. The testing process will follow an iterative
approach, involving the following phases:

Phase 0 (M12): The initial Proof of Concept will showcase the tools' ability to detect potential threats
within the analysed systems. This will be done by simulating incoming log data from the selected
application.

Phase 1 (M23): The tools will be implemented within TS's environment to demonstrate how logs can
be integrated and aggregated between the new tools and the existing SIEM monitoring system
(Community Edition) that is already in operation within TS.

Update on the initial plan for Phase 1: Although initially it was planned to deploy the CPR tool within
¢{Qad AYTFTNIAGNHzOGdZNE Ay GKAA LKI&AST FAYyFf RSLX 28
premises and the logs acquired from the infrastructwere analyzed. However, since they are not

suitable for anomaly detection, they could not be integrated and aggregated. The result of these tests

is reported in D6.44].

Phase 2 (M34): In this phase, TS will useititegrated CPR tool to the test environment within its
operational setup. The tool' performance will be monitored using both real data from the applications
under analysis and simulated data. For instance, simulated vulnerability tests using known patterns
might be conducted. These activities could be supervised by TS's advanced payment and cybersecurity
teams.

In summary, TS will assess the WP6 tools on a specific infrastructure section linked to the VALU mobile
app. The evaluation will occur in iterative stages, comprising Proof of Concept, deployment with log
integration, and operational assessment with reatlssimulated data under the watch of specialized
teams.

5.1.4 Slovenia: Transport

As Slovenian transport operators {SZl), the organization plans to evaluate the VdEgeloped tools

on a specific component of the railway infrastructure referred to as PRI. This component is the railway

GNF FFAO Y2YyAU2NRY 3T 4&e@ & fed YeEcompagess gumekods sdrnfcdscandd ¢ K S
applications designed to monitor retiine events occurring along the railway infrastructure. These

events pertain to both freight and passenger transportation. Certain applications facilitate
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bidirectional data exchange and communication with external carriers, enabling comprehensive real
time management and monitoring of the railway infrastructure.

The testing process will adhere to an iterative approach via the following stages:

Phase 0 (M12): The initial Proof of Concept will illustrate the tools' capability to identify potential
threats within the analysed system. This will involve simulating incoming log data from the chosen
system.

Phase 1 (M23): The tools will be implemented withifBZXs environment to showcase the integration
and aggregation of logs between the proposed tools and the existing railway monitoring system
oL{{ ¢t VO

Update on the initial plan for Phaselfwas initially planned that tools would be implemented within
SZSZI's environment but due to-$¥security policy, it is not possible to integrate and test the systems
directly in the SZ information environment. ConsequentlyS2Fprovided the necemy information
regarding SZ's IT infrastructure environment and the different components of the CPR tool were
SOl fda G§GSR 6FaSR 2y adz2NWSeazX LINPGARAYI FréahNii KSNJ F €
of these tests is reported in D6[4].

Phase 2 (M34): 82Z| will undertake a pilot of the tools within its operational setup. The tools'
performance will be observed using both actual data sourced from the applications under examination
and simulated data. This could encompass attempts to sondulnerability tests on the applications
using recognized patterns. These activities may be overseen-8¥IS2echnical department.

Update on the initial plan for Phase 2:-SZI will evaluate the final version of the integrated CPR tool
based on the demonstrations done in the training material and testing of the tool as in Phasel,
providing the required feedback through surveyheseactivities may be overseen by -SZlI's
technical department to check the suitability of CPR tool for their needs and the application of the tool
to SZSZI's real environment.

In summary, SBZI, acting as Slovenian transport operators, intends to assess the WP6 tools on a
ALISOATAO NIAf gl @& AYFNIAGNHzOGdAzNE | aasSad (yz2ey | a
monitoring system with various applications. The assesdgmeocess will involve iterative stages of

Proof of Concept, deployment with log integration, and operational evaluation under the potential
supervision of SBZI's technical department.
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User Organization / ROLE  Profile

Skills

CPR tools interaction Description

Government institutional
level decision maker

Strategic

knowledge of policies,
competences

May use reports from CPR dashboard to promote policies or strategies that gi
authority to Cl operators or other institutions to define temporary measures (e.
increase level of access control, introduce remote working)

/
operator

Cl high level decision makée

Strategic

Knowledge of Cl and
sector business,
knowledge of IT
infrastructure and
services that support CI

Cl legal and compliance team

May use reports from CPR dashboard to analyse egbegsical risks related to
regions, sectors, and specific Cl. They might also decide on how to generate &
share risk indicators, and information about threats, techniques, tactics, and
procedures, as wkhs incident reporting protocols.

. Creates reporting directives and procedures based on the strategies and
knowledge of policies, : )
. compliance needs of the Cl operators. Adapts reporting templates to the case
Legal Manager Tactical knowledge of laws, - L T .
. the Cl, deciding which fields are necessary and relevant or which information
strategies \ .
should be anonymized befersharing.
knowledge of o o _
Operational . Analyses whether the incident meets the criteria to be reported. Anonymizes t
Legal User P GDPR/NIS 2 reporting | information shared. Ensures that all necessary information is available.
protocols
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Skills
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CPR tools interaction Description

Cl risk management team

Creates cyber risk management procedures based on strategic directives. Def
the cyber infrastructure risk model to assess the effects of a eghgsical incident

. . . general risk and to be able to evaluate the risk/impact. If business or strategic priority is
Business Risk Manager | Tactical ) . . : , )
management skills changedduring pandemics, adapts data on estimated impact. Provides feedba
about tactical level threat information (e.g. observed tactics and techniques of
attacker)
Cyber risk Operates CyberRisk assessment Calculator (CERCA) tool e.g. configuration, r
Risk Operator Operational . data inputs where needed, etc. Provides feedback about operational level indi
analysis (e.g. completeness, timeliness etc)

Cl Incident Response and security operation team

knowledge of cyber

Defines rules to monitor and detect different threats and decides about respon
actions, also considering the inputs and priorities received from the Business F

IRM/SOC/CERT Manager | Tactical attacks, knowledge of  Manager. It also decides on cyberthreat intelligence (CTI) sharing policies and
internal architecture makes analsis (in collaboration with the other Cls) about adversary tactics,
techniques, and procedures (TTP)
kn?wledge Monitors Cl cyber assets/services, detecting unusual behaviour. Applies some
_ of mfrastructure and countermeasures (e.g. fast response such as blocking access) against threats
IRM/SOC/CERT operator | Operational normal behaviour obtains evidence of incidents for reporting. Shares operational level CTI
patterns, knowledge of | . . .
) (indicators of compromise)
security countermeasure
IT department
Administrator Operational | configuration of CPR | Administers CPR tools LOMOQ w/ ! = | Lw9 X0 ONBIF Ay

tools, access control

administrating users
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5.3 What are the benefits of the Cyb&hysical Resilience tool?

The report detailing the concrete benefits for enders of the Critical Infrastructures involved in the

project will be done in the next deliverable D&, &yberphysical resilience pilot report V2, once the

/tw G22f A& RSLX 2@ S Rfragtriudiured and ditdt Be exdsutiddand validatdn / L Q&
during the second piloting phase (M34). However, basethefeedback collected frorthe end-users

after the first piloting phase through surveys, we can draw preliminary conclusions indicatinitj\zepos

general perception from all the participants about the enhanced cybersecurity situational awareness
provided by the CPR tool.

When asked about the most relevant situations or challenges they faced during pandemia that directly
impacted on cybersecurity operations and incident management where currently they thinkhtéhat
CPRool could be beneficial for them, most of them highlighted the support to dynamic adaptability
provided by the anomaly detection and cyhkanysical risk assessment modules integratedhia
SUNRISE CPR tool. Specifically, the ability to support potential changes in connectivity patterns,
situations of netwok overload and congestion or the adaptation to changes in priorities and values of
RAIAGEHE FaaSiaoe ! RRAGAZ2yFEtes Al sla ftaz2z y2aSR
behaviour during pandemics and availability of workforce, throtlghestablishment of temporary
conditions to include prediction of absenteeism and risk models for phishing. Another significant
advantage of the approach followed in the CPR tool seen as positive hyserglis the reduction in

the time to finetune or make changes in mitigation actions, providing a better reaction time to
incidents. Availability of timely and trustworthy cyber threat intelligence data sharing is also other of
the top features identified by many engsers. Features included in SUNRISE asithreat intelligence
scoring and mapping of Indicators of Compromise with MITRE ATT&CK technigues benefit not only to
Clincident response and security operation teams but@s$igh-level decisiormakers. TheCPR tool
enables them to visualize in same dashboard the current situation from multiple perspectives,
including anomalies identified inside theonitoring infrastructure, the overall risk assessment for the
organization, the ongoing incident reporting processes and relevant external threat intelligence data
sharede.g. from publideeds allowing to identify if it comes from trusted sources and if it can be
relevant for their organization. Finally, enders have also considered ththe CPRool can help to

solve collaboration issues, e.g. among local and regional authorities, and improve communication with
CSIRTs in compliance with current regutaframeworks, such abe NIS2 directive.
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6 Conclusions

The CybetJK@ aA OFf NBaAAfASYyOS G22ftQa RSaAdy | yR LidzN1JR
evolved during recent years, experiencing a wider exposure to attacks, while the pandemic experience
revealed new cybersecurity operational challenges tnedneed for a more dynamic risk assessment.

To address the existing and new challenges and gaps related to the operation of Cls amphggloed
security in temporary conditions such as pandemics, we have combined several modules in the CPR
tool, including anomaly detection, incident reportingjléaed threat intelligence management and
semiautomated risk assessment, enhanced by thealbed OODA loop (Observe, Orient, Decide, Act)
approach and access to all these functionalities from a unified interface.

This deliverable provides a thorough summary of the SUNRISE-Rlymsical Resilience Tool (CPR
Tool) together with the latest version of its installation and user manual. It extends and updates
information given in the previous deliverables: O&]1D6.22] and D6.83]. While the architecture of

the CPR tool with its main components, the piloting plans and the initial validation on real data
provided by the end users were already included in former deliverables, this deliverable aims to further
explain how the differenmodules can be integrated into existing operations, highlight the specific
benefits for the enelusers and outline the latest enhancements based on the feedback received during
the initial piloting phase (as reported in detail in O8]

The latest developments in the tool have been mainly focused on including usability improvements,
better integration among the different modules in the tool and with existing legacy systems (such as
SIEM), and adaptation to constraints in the hardware lat# in the Cls (in particular, in the GPUSs).
There has also been a big effort to simplify the deployment and configuration of the different modules
included in the CPR tool and improve the manuals so the CPR tool can be easily deployed and
integrated wih the existing infrastructure.

In summary, the Cybdphysical Resilience tool developed in SUNRISE and presented in this deliverable
offers a vital resource to the Critical Infrastructure amgbrs to enhance their resilience and better
prepare them to adapt their cyber security managam processes to unforeseen and emergency
circumstances. This holistic approach incorporates the initial phase of anomaly and incident detection
to the final phase of reporting to the Supervisory Authorities in compliance with regulatory
frameworks, with écus on the new NIS2 Directive and including dynamic risk assessment that
considers the presence of potential temporary conditions and context information provided from
threat intelligence sources.
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Annex | Training guide and user manual
This Annex covers the training guide and user manual for altféR&bl modules.
Bloleltln=tgEgi=t | D6.5 Cybephysical resilience tool and training guide V3 Page: 162 0f 154

[ Disscmination: [N VEEENE 1.0 [SEds Final

Reference:




SUNRISE
Table of ContenfAnnex I)

Annex | Training guide and USEr ManUAL.............cocoiiiiiiiiiiiie e 62
Table of Content (ANNEX.1)......ooi i e e e e e e e e e e e e e e e e e 63
IS o =T o] [T N T = SO 65
LiSt Of FIQUIES (ANNEX L) ..ottt e e e e e e e e e s nnnnnneeee e e e ] 66
I O o I T T ] o o =T o SO OS 70
WA Y a1 T aF= 1Y L= =T ox (o] 4 U PPPPPPPRPPRRRRRY 45
2.1 Setting UP dat@ SOUICES.........cciieeeceniiinitiatttart e eee e e e e e eeeeeeeaaaaaaaaaaaaaaaaaaesasaassaassaaanansnnnnnnes 73
2.2 TraiNiNg @ 100 PAISEI..cceeeiiiiiiiiiieeie e e e e e e e e e e e e e e e e aaaaaeaaaaaeas 73
2.3 Inspecting the 10g Parsing reSUIS..........coiiiiiiiii e 76
2.4 Training an anomaly detection MOdEL..............ooiiiiiiiiiii e 77
2.5 Inspecting the traiNiNg FESUILS............uuuiiiiiiiiiiiiiieeiier e e e e 79
2.6 Setting UP lIVE INFEIENCE.....coooiiiiieee e e e e e e 79
2.7 Inspecting [ive iINEreNCE rESUILS.........ooouiiiiii e 81
2.8 CLI interaction With LOMOS.........ccoi ittt e e e e e e e e e e e e e e e e e e e e e e e e s s nnnaannns 82
2.9 AcCeSS LOMOS reSUItS VIA AR .......ooiiiiiiiiii et 84
3 Threat INTEIIGENCE. ... e e e e e e e e e e e e e e e e e e e e e e e e e e s e se s e e s s e e e enanneanes 85
3.1 Use of WERSUI for secure data sharing.............cooocoiiiiiiiiiiiiiiiieeeeeeeeeeer e 85
3.2 Use of Application Programming Interface (API) for secure data sharing...................... 89
3.3 .SCOrNG CAPADIITIES. .....ceiiiiiiiiee e e e 92
3.4 SoUrce CONfIENCE SCOLE.......ccueeieiiiee et e e e e e e e e e e e e s e e e e e s enbrnreeeeeeaanns 93
I A B = = W @ ]| [=od 1o R OPORRPR 94
3.4.2 10C Features CalCulation..........ccocooiciiiiiiiiiiiiiiieieeee e e e e e e e e aa e e e e e e e e e e e e e e e eeeas 95
3.5 10C enrichment with MITRE ATT&CK teChniquUes............oovviiiiiiiiiieeee e 99
3.6 Contextualization of health trends for threat SCOre...........cccccviiiiiiieiie i 100
4 RISK ASSESSIMEBIE....uiiiieiieeeeeettitteee e e e e ettt e e e e e s st eeeeeeeesannteeeeeeeesannssseeeeeeeaannnsteeeaaeeennnrees 101
4.1 Login and initial configurations..............uuuiiiiiiiiiiiiiieiiee e 101
4.2 RiSKS MOAEIS SEIECHON. ... .ueeieiiiiieiiee e 105
G ] [ (=] o1 ] o PP PPPPPPRPPN 106
4.4 INdICALOr VAIUES TESEL ... .ottt et e e e e e et e e e e e e e e e e e e e e e e e e e eaaeaaaaaannns 107
4.5 WOrKfOrCe qQUESTIONNAIIE......eiiiiiiieiiiie et eeeeeeeeas 109
4.6 Temporary CONAITIONS. .......ccoiieiiiiiiii ettt e e e et e e e e e e aaaaaaaaaaaeeaaeassaaseaaaaaaaaaannnnes 110
4.7 Risk assessment related to physiCal EVENLS...........oocviiiiiiiiiiiiii e 112
4.8 Mitigation SIMUIATION. ......coiiiiiiiiiiiie et e e e e e e e e s s rr e e e e e e e e aaas 112
N L To o [=T o =T o o] g 1] o T NSRS 114
5.1 Setting up Incident Reporting Module............oooi e 114
5.2 RegiSter @ NEW INCIOBNL.. .........uiiiiiiiiiiiie ettt e e s e e e e a e e e e e aaeeees 124
5.3 WOrk 0N @SSIgNEd tASKS. .......uuiiiiiiiiiiiiiiie ettt e e e e e e 128

Bloleltln=tgEgi=t | D6.5 Cybephysical resilience tool and training guide V3 Page: 630f 154

Dissemination:

Reference:

PU Version: SlEWEFinal




—

SUNRISE
5.4 L.V.IV Close a task and progress in the incident reporting process..........cccccceeeeeeeeenn. 128
5.5 Register additional information about an incident..................cccccce 129
5.6 Register 0DSErvabIes...........ooo i 134
5.7 Vulnerability ManagemMENT............uuiiiiiiiiiiiiie et eas 137
5.8 INCident ClasSIfICALION. .........uuuuiiiiiiiiiieei it 138
5.9 Early Warning and countermeasures evaluation procedure...............ccccoeeeeeeieeiececcnnns 142
5.10 Managerial JudgemMENt TASKS......cccccciuuiiiiiiiiiiiiiiiieee e e e e e e e e e e e e e e e e e 142
5.11 Generation of INCIdENt REPOILS.........uviiiiiiiiiiiiiiee e 147
5.12 Close INCIdent rePOrting PrOCESS .....ccoiuurrrrrieeiairirreteee e s s e ee e e s s anrrre e e e e s e annnnreeeeens 151
B5.13  REST AR ittt ettt e e e e e e e e e a e e e e e e 151
T O B I | Y TP PPSRTR 153
6 REfEIENCES (ANNEX L) ... e et e e e e e e e e e e e e e e e e e e e e s s e e s aae s s e e e s aanneannes 154
BllellEnE= 4 D6.5 Cybephysical resilience tool and training guide V3 Page: 64 of 154

[ Disscmination: [N VEEEE 1.0 [SEds S Final

Reference:




Reference:

-

SUNRISE
List of TablegAnnex )
Table 1: TINTED score mapping with Admiralty. tag............ccoooeeiiir o) 98
Table 2: airevorkflow-enforcement REST AR ... 151
Table 3. aireeportsgenerator service REST ARL.....ovvvriiieie e, 152
Table 4: airgahehiveplugin service REST APRL........coo i 152
Table 5: The Hive REST APIfOr CASES........ocvvviiiiiiiiiiiieeeeeeeeeetiieess s e e e e e e e e eeaaab s s e e e e e aeeeens 153
Table 6: The Hive REST AP fOr ALGELS.....ccoiiiiiiiiieeeeee et 153
Table 7: The Hive REST APIfOr TaSKS.......coiiiiiiiiiiiiieeeeeeeeeeeee et eeens 153
Bloleltln=tgEgi=t | D6.5 Cybephysical resilience tool and training guide V3 Page: 650f 154

[ Disscmination: [N VEEEE 1.0 [SEds S Final




oA

SUNRISE
List of FiguregAnnex I)
Figure 1. CPR Dashboard Login fOrM.............cooiiiiiiiic e 70
Figure 2. CPR Dashboard Main Panel..........ccccciiiiiiiiiiiiiiiiiieiieeeeer et a e 70
Figure 3. CPR Dashbo@rast anomaly EVENLS............uuviiiiiiiiiiiiiieiiiiieeeeee e 71
Figure 4. CPR Dashbo@rBeCeNnt alertS.............oooiiiiiiiiicc e a e e e e e 71
Figure 5. CPR Dashbo@rBiSK aSSESSMENL..........uuiiiiiiiiiiiiiiieeeeee e 71
Figure 6. CPR DashboarHast relevant loCs and incident reports in progress.........cccveeeeeeeeeee. 72
Figure 7. A sample Of raW BGL I0QS.........uuuiiiiiiiiiiiiiiiiieeeeeeeeer e e 73
Figure 8. Regular expressions for extracting messages and timestamps from raw logs and the
LU =TS = L ] oI (o] 1T 73
Figure 9. Regular expression for extracting log message from a raw.1og...........ccccvvvvveevreeneee. 73

Figure 10.
Figure 11.
Figure 12.
Figure 13.
Figure 14.
Figure 15.
Figure 16.
Figure 17.
Figure 18.
Figure 19.
Figure 20.
Figure 21.
Figure 22.
Figure 23.
Figure 24.
Figure 25.
Figure 26.
Figure 27.
Figure 28.
Figure 29.
Figure 30.
Figure 31.
Figure 32.
Figure 33.
Figure 34.
Figure 35.
Figure 36.
Figure 37.

Regular expression for extracting timestamp from a raw.l0g-...........cccceevviinvineeen. 74
Drain Par@QmeterS........c.uveeiieeiiiiiiiiee e e et e e s e e e e e s s snnrre e e e e s s ennnnneenessssnnnnneeee d B
Custom masks for complex parameters.........ccccoevvvveeeeeeiiiiiiieeeeeeessiiieeeee e 4
Log parser training Elasticsearch connection details and credentials.................... 75
Log parser training SOUICE INAEX..........uuviieeiiiiiirneieeeeeisiiieeee e e e sirrreeeeessssisnneeeee s [ D
Log parser training period selection and addition filters...............c.cccoe e 75
Extracted 10g temMplatesS OVEIVIEW. ..........uviiiiiie et 76
Log template detailS.........cooiiiiiiiiiiie e s 77
Model training Elasticsearch connection details, credentials, and.filters............... il
Training data INtEIVAIS...........ooiiiiii e 78
Anomaly detection model training hyperparameters..........ccccvvvveeeveeeeeeeieeeiieeeneeen. A8
Training anomaly detection loss chart displayed in MLfIOW....................oeeeeeee. 79
Pretrained parser MLflow experiment.id.........cccceveeeviiiiiniiiiiiiiie e, 79
Set thimference schedule Period............cccooo e 79
Anomaly detection inference ElasticSearch endpoint details and credentials........79
Elasticsearch index configuration and data filters....................ccoc e, 80
Inference model configuratiQn..............cccooiiiii e 80
Histogram of logs through time (€.g., per day)......cccovveereeeieiiiieiiiiiiieeeeeeeeeee e, 81
AVErage anOMaAlY SCOIE........ccociiiciiiiit ittt re e e e e e e e e e e aaaaaaeaaaaaeaaeeaseaseaaanaaanns 81
Number of logs with high anomaly score (e.g., above.0.7).......oovveeveeiiiiiinninnnnnn.n. 81
Table of 10gs With @aNOMEBOTES. .........oiiiiiiiiee e 81
BI85 o o o O SPPRI 85
SyStEM CONfIQUIATIONL. ....eeiiiiiiiiie et e e eeeas 85
Sharing CoNfiQUIALIAN. ..........uuiiiiie e 85
Events on the main page (currently €mpiy)...........oeeveeiiiiiiirieeee e 86
Information Sharing FOMML.........ooiiiiiiii e 86
LS 1S3 7= g o= PP 87
Individual Event detafIBAISP ... 87

Figure 38. TINTED Information Received dashQard...............ccceeeiiiiiiiiiiiic i 87
Figure 39. Individual Event detaflFINTED.............uuuiiiiiiiiiiieei e 388
Figure 40. Administrator Management Dashboard.l...............cceiiii 88
Figure 41. Administrator Management Dashboard.Il..........cccccoooi s 88
Figure 42. Selection of multiple events in MISP INStaNCe..............oooiiiiiiiiiiiieeeeeeeeeeeeee 89
Figure 43. Download of events in MISP JSON fQrMAL..............uuuiiiiimiiiiiiiiiiiieiiieeieee e 89
Figure 44. HTTP request to download MISP @VENLS............uuuiiiiiiiiiiiiiiiieieieiee e 90
Figure 45. Orchestrator HTTP request fOrmat.............oooiiiiiiiiiiieee e 90
Figure 46. Sharing Agreement fleld...........cooo i 91
Figure 47. MISP INStanCe field.............uiiiii i e e e e e eeeees 91
Figure 48. User policies for privacy Sharing............oooiiiiiiiiiiiiie e e e e 91
FIgure 49. TIE arChITECIUME. ... ...uiiiii ettt e e e e eeaeeas 92

Reference:

Document name:

D6.5 Cybephysical resilience tool and training guide V3 Page: 66 of 154

Dissemination: |[&¥] VEEEE 1.0 [SEds S Final




oA

SUNRISE
CAIdz2NB pnod alL{t S@Syida .Sy NAROKSR..4A0K.. ¢L9.OH (KNS
Figure 51. VUInerability ODJECT...........uuiiiiiiiiiieee e 93
Figure 52: Source Confidence Score ArChiteCLULE. ... ...uvvveiiiiiieiieei e 94
Figure 53: Intelligence feed JISON definitiQn................oooiiiiiiiiiiiiirree e 94
Figure 54: Intelligence Feed Name in MISP Dashboard............ccccvvvieiiieieeiiiiiiiiiiieiieeceeeeeee, 95
Figure 55: TINTED Source Confidence TagS..........ooiiiiiiiiiceeicccriirteeree e e e e e e e e e e e 97
Figure 56: TINTED [0C SCOMNG TAQS... .. uuutrriiririiiiiieiirreerrerereeeereettaaaaaaaaaaaeaassasasssaassaasassnnnnne 98
Figure 57. loCs before enrichment with MITRE ATT&CK techniqUEes.........ccccovvveeeeiiiinnenne 99
Figure 58. loCs after enrichment with MITRE ATT&CK techniques...........cccccveeeiiiiiiiineneennnd 99
Figure 59. Interest over time for healtblated keywords in Google Trends...........cccccveeeriinnne 100
FIQUIE 60. LOGIN OIMa...tiiieiieeiet ettt e e r e e e s e e e e e e e s annnnees 101
Figure 61. USer profile MEeNU...........oooiiiiiiiieee e 101
Figure 62. Select active data ProCeSSING ACHVILY. .........coirurrrrieeeriiiiiieiee e e 101
Figure 63. Legal entities configuration MENU..............cooiiiurimmeieeaniiiieie e 101
Figure 64. Data processing activitieS CONfIQUIALON..........cueieeiiiirrirrreeeeaeiiier e e e e eienrreeee e 102
Figure 65. Asset view dashboard..............ocuuiiiiiiiii e 102
Figure 66. Asset edition dashboard................ccooviiiiiiiiiic i 102
Figure 67. Model configuration dashboard........................cc e, 103
Figure 68. Questionnaire for risk MOdEL..............uuiiiiiiiiiiiiiie e, 103
Figure 69. Risk Assessment Administrator dashboard.....................cccoei e, 104
Figure 70. Data Processing Activities Configuration dashboard..............cccccvvviviiiiiniineeennnen. 104
Figure 71. Assets Configuration dashboard...............ccccciiiiiiiiiiiiiiieeee e 104
Figure 72. Risk model selection dashboard.....................oo e 105
Figure 73. Model configuration dashboard updated with risk madel..........cccccol. 105
Figure 74. Risk Report summary (qualitative asSeSSMENL)..........vuvvveeiiiiiieiiiiiiieieeeeeeeeeeeeeee, 106
Figure 75: Risk Report summary (quantitative asSeSSMENL).........uuuvurieeeieiieriieeeiieeieeeeeeeeeeenn, 106
Figure 76: Risk Report suggested mitigatiQnS............ccoccciiiiiiiiiiiiiiiiiireer e e 107
Figure 77: CERCA Indicators current values and.reSet..........ccuevveeiiiniiiiiiieee e 107
Figure 78: CERCA riSK report DEfOIre reSEL........coiiiiiiiiiiiiee et 108
Figure 79: CERCA INAICALON FESEL......oiiiiiiiiiiiiie e ee ettt s s e e e e e e s nnnees 108
Figure 80: CERCA riSK report after r@SET.........ccuiiiiiiiiiiiee et 109
Figure 81: CERCA qUESLIONNAINE OPLIONS. ....ccceiiiiiiiiiiieeeasiiiie et e et e s e e e 109
Figure 82: CERCA WOrKfOrce qUESTIONNAUIE...........ciiuiiiiiiieee ittt e e e e 110
Figure 83: Workforce information tab.............ooouiiiiiiiiiiiie e 110
Figure 84: Model probability tab: information per asSet...........cccvveieiiiiniiiiiiee e 111
Figure 85: Probability edition for an asset and model..............ccooeeiiiiiiiiii e 111
Figure 86: Model conditioNiNgS Tah..........ooiiiiiiiiiii e 111
Figure 87: Shoulder surfing eXample.............oooiiiiiiiiiicii e e e e e e e e e e 112
Figure 88 Mitigation simulation with simulated risK.........cccccccoi s 113
Figure 89. AIRE NAVIgation Bal..........cccccuiiiiiiiiiiiiiiiieeeee e e e 114
Figure 90. Entities Configuration LIST-..........coiiiiiiiiiiiiiiiiiiee e e e e e e e e e e e e e e e aaeaeeaeeaeeens 114
Figure 91. NeW NIty fOMM...... ... e 115
Figure 92: Regulation fOr @NTIHIES. ..... ... e e 115
Figure 93: LiSt Of regiStEred USEES..... .. ittt 116
Figure 94. List Of Service DeNEfICIAIES. ........uu i 116
Figure 95: List of configured CONTACES..........ueiiiiiiiiieiiiiie e 117
Figure 96: List of regulations regiStered........... ... e 117
Figure 97: New regulation fOrm............uu e 118
FIgUre 98. LISt OF TIMEIS......eeiiiiiiiiiiii e e e e s e e e e e annees 118
Figure 99. Timer ditiON FOIMLa.......oiiiiiiiiii e e e e et e e e e e 119
Figure 100. List of Recipient CONfiQUIatiQNS............oiiuviiiiiieeeiiiiiiie e e e e 119
Figure 101. Recipient EdItioON FOLM.........oiiiiiiiiiiiieiee e 120
Figure 102. List of communication ChannEIS...........cccuvviiiiiiiiiii e 120
Bloleltln=tgEgi=t | D6.5 Cybephysical resilience tool and training guide V3 Page: 670f 154

PU Version: SlEWEFinal

Reference: Dissemination:




Figure 103:
Figure 104.
Figure 105.
Figure 106:
Figure 107.
Figure 108.
Figure 1009.
Figure 110.
Figure 111.
Figure 112:
Figure 113:
Figure 114:
Figure 115.
Figure 116.
Figure 117:
Figure 118:
Figure 119:
Figure 120:
Figure 121.:
Figure 122:
CA I dzNB
Figure 124.
Figure 125.
Figure 126.
Figure 127.
Figure 128.
Figure 129.
Figure 130.
Figure 131.
Figure 132.
Figure 133.
Figure 134.
Figure 135.
Figure 136.
Figure 137.
Figure 138:
Figure 139:
Figure 140:
Figure 141
Figure 142:
Figure 143.
Figure 144.
Figure 145.
Figure 146:
Figure 147:
Figure 148:
Figure 149.
Figure 150.
Figure 151.
Figure 152.
Figure 153.
Figure 154.
Figure 155.

Reference:

Document name:

oA

SUNRISE
Channel EAITION..........eieiiiie e 120
IS Ao =T ] 1= L= 121
Template Edition FOLM...........iiiiiiiiiiiiieee e e e e e nnannees 121
Reported Authorities Configuratian.................c.coo e 122
Reported AUthOritieS EIIOr............coooi i 122
[ o) O3 1 (= = PP 123
CrIteria EQItIQN . .. .eeieiiiiiiie et ee e e e e 123
HEID MEBNLUL ..ot e e e e e e e e 123
TheHive [0gin INtEITaCE.........ooi e 124
TheHive embedded in AIRE interface..............ooooiiii e 124
Template selection for 8 NEW CaSE.........cccoiiiiiiiiiieieeeee e 125
New case form with Incident Report template...........cccoooiiiiieneiiiniiiecee e 125
New incident in the ISt Of CASES.........uuuiiiiiiiiiiiiieeee e 125
Details Of @ CASE....ciiiiiiiiiieee e a e e e e 126
Tasks associated With @ CASE........cccccciiiiiiiie s 126
LISt Of REPOILS. ...ttt et e e e e e e eeeeas 127
Notification sent to service beneficiaries..............oooe oo 127
Report witimcident EventID assigned.............coooee i 127
TaSK ACtIONS Of @ CASE.......uviiiiie it ea e s 128
New task Data Enrichment automatically created..........cccvvvevvieveeeiiiiiinnnnnennnnn. 128

MHOY [A&dG 2F AYyOARSYG.A..NBEIAAGSNBR2K Y
Incident Additional Information Edition.............ccvvviiiriiiiiiiiieee e 129
Security EVENt LIfECYCIO......ooi e 130
List Of ESSENtial SEIVICES........uuiiiiieiiiiiiiiiiie e 130
Essential Services editiQn............oocuuviiiiiiiiiiiiiiee e 130
List of Trust Services ASSets registered.............ooooiiiiieeiicccciicee e 131
Trust Services ASSet aItIAN..........uiiiiiiiiiiiiiie e 131
List Of Trust Services regiStered............uuviii oo 132
Trust Services affected edition............coooeeeeie i 132
List Of IMPACIEA PrOCESSES........ueiiiiiiiiiiieiee et 133
Processes Affected editiOon..........ueeeeiviiiiiiiiiiie e 133
List of Personal Data Breaches registered............ccvvvvvieeeiiiiiiiiiiee e 133
Personal Data Breach EditiQn................ooooiiiiiciiiiiiiiieeeereee e e e 134
List Of ODSEIVabIES. .......cce e 134
Create New 0bSErvable fOIML. . ..... ... 135
RUN @NAIYZETS OPTION. .....eiiiiiei ittt e e e e 135
Alert received in the Incident Reporting module...........cccoiiiiiiiieiniiiiieeeee 136
Import Observables from alert received................ooo oo 136
New vulnerability identified............ccoiiiiii 137
Notify Vulnerability tasK...........ceuviiiiiiii e 137
Automated creation of Incident Classificationtask...............cccccoooiiiiiiiiiiiiiiiees 138
List of Incident Reports registered.............oooiiiiiiiiiiiiie e 138
Responders in an Incident Detail VIeW..........ooooiiiiiiiiiii e 139
Selection of one responder to run for an incident.case...............oooeeeeiieeiccnnnnnes 139
List of Responder Jobs wWith StatUs.............ooooiiiiiiiiiieeeeeee e 140
Output example for incident classificatian...........ccccvvvvieeiee e 140
Tags Of ANCIAENT CaSE.....cei i e e e e e e e e e e e e e e e e eeas 141
Fields Of @ teMPIALE............eeeiiiie e 141
Output of a responder WithOUt PErMISSION..........ccciveeeeeeee s 141
AIRE dashboardountermeasures information...............c.cooeevviiiiiieiiieeeeeeeeeeiiiiinn, 142
Tasks associated to countermeasures management..........ccvveeeeeeernriiveeeeeeennns 142
Automatic creation of Managerial Judgement Task.........cccccviiiiiiiieiiiiiiiiieenenn. 143
Automatic creation of Managerial Judgement IR WOrkflow..............ccccvvveeeennnns 143

D6.5 Cybephysical resilience tool and training guide V3 B
Dissemination: |[&¥] Version: SlEWEFinal




Figure 156.
Figure 157.
Figure 158.
Figure 159.
Figure 160.
Figure 161.
Figure 162.
Figure 163.
Figure 164.
Figure 165.
Figure 166.
Figure 167.
Figure 168.
Figure 169.
Figure 170.
Figure 171.
Figure 172.
Figure 173.
Figure 174.
Figure 175.

Reference:

Document name:

SUNRISE
List of Incident ready for managerial judgement................ccc.ee i, 143
Form for a managerial jJUdQemMEeNL..........uevviiiiiiiiiieecccee e, 144
New Data ConVersion TASK.........oouiiiiiiiiiiriiiieee e 144
Register of Data Conversion TasK.........ccccccoe oo 145
List of Incident ready for managerial gdgggnt for reporting.................ocoeeeieicnnnnes 145
Configuration of gredight reporting form..........ccccvvvveiiiii e, 145
Confirmation Of taSK ClOSEA........cooiiiiiiiiie e 146
New Reporting aRilease TaskK..........c.eeevviiiiiiii e 146
Reporting And Release register in Summary of RepOrtS...........coooeevveieeiiiiieeenne 146
RUN responder iINVOCALIAN. ..........c.uviiiieeee e 147
Status of ReSpoNders JODS...........ouviiiiiii e 147
Result of 8 RESPONAEr JOD.........cciiiiiiie e 148
Email sent with the report generated..............coocviiiiiiiiiiiiii e 148
List Of @vailable rEPOILS.......coii e e e 148
Upload modified reportS MENU.........cc.uuiriiieeiiiiiieee et 149
Ready Gre#ght Reporting liSt...........cooouiiiiiiiieiieeeeee e 149
New Gredight for REporting TasK..........cccouiiiiiiiieiiiiieeee e 150
Register of Green Light REPOKL........uuviiiiiiiiiiiieeeeeeeeeeeeeee e, 150
List of Ready Grdgmt REPOrting..........ccoooeiiiiiiiiiii e 150
Reports already reported and ClOSEd.............uuuiiiiiiiiiiiiiiiicriieeeeee e, 151

D6.5 Cybephysical resilience tool and training guide V3 Page: 690f 154
Dissemination: [RE Version: SlEWEFinal




=p.
-7 \

=
SUNRISE

1 CPR Dashboard

This section explains how énlCPR Dashboard can be used to access the different functionalities
provided by the CPR tool. The first step is to login to the dashboard with your user and password
(Figurel).

Figurel. CPR Dashboard Login form.

Once logged in, the user can access to the main dashbbBayaré2). The graphical interfaces provided
by each of the CPR modules can be directly accessed through the menu on the top frame:

} Log Anomaly DetectionThis gives access to the LOMOS dashboard described insautiex?2.
} Security Information and Event Managemerithis gives access to Wazuh interface.

} Threat Intelligence Monitoring This gives access to the MISP Dashboard that shows all events
received. Details about thiaformation provided by TINTED through this dashboard is described in
annexsection3.

Risk Assessment his gives access to the CERCA dashboard described irsaatien4.
Incident Reporting This gives access to the AIRE dashboard described in sett®n5.

—

}

Figure2. CPR Dashboard Main Panel.

There are also five dropdowns on the main screen with a summary of the information provided by the
different CPR components, which provides an overview of the current status of the infrastructure.
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} Last anomaly events recorded in LOM@dgure3): This chart shows in a timeline, the latest
anomaly events detected by LOMOS with its anomaly score (from 0 to 100).

e —

ARF00 FeblOOO MarOO  ArZ00 MapROD An00 A0 AgIN0 SeplOD OtAON Moy MW DecON Lm0l Feb01 MariOl apr T a2 un2nor

Anomaly Score

NIZO1 g1 Seplo0n OOl Mor200l Dec2001

Figure3. CPR Dashboacd_ast anomaly events.

} Recent alerts in WAZUKFigure4): This chart shows in a timeline the number of the latest alerts
detected in Wazuh by level of security.

T 50 ™ w0

—Level:0 —Level: | —Level: 2 —Levek: 3 —Lewek 4 —Lewek 5 —Levek 6 —Leve 7 —Levet § —Level: 9
Ll 10— Lk 11— Lovel: 12— Lovel; 13— Level: 14— Lowel 13

Figure4. CPR DashboagdRecent alerts.

} Risk assessment{gureb): This shows, with a colour scheme (greetlowred), the list of active
risk models enabled in the CPR tool with its qualitative score. It also shows the gquantitative risk in
SO2y2YAO (SN¥Na 0ec worgchsescda&iosi @ LIAOIf f23aa | yR

Risk Model Qualitative  Typical Loss ~ Worst Case
medium 4094.92¢€ 53398.43¢€
medium 1385.64€ 24248.72¢€

Figure5. CPR DashboagiRisk assessment.
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} Lastrelevant loC@igure6): This shows a list of the latest Indicator of Compromises received in the
MISP instance with the threat score and source confidence score calculated by the TINTED
component of the CPR tool. If there is some mapping to tactics according to the MITREKATT&C
framework, it is also shown. Click on the indicators shown for more details to open access to the
MISP event in the MISP Dashboard.

orth korea * [SUNRISE] Test!
« TINTE 63,89 malsilo.domain feed o Data Enrichment

701 TIEThreat-Score="Low”: Mitigating Brute Force Attacks on NetScaler Devices
o mitre-attack-patter: Exploit Public-Facing Application - T1190
o ttern: Con nning - T1254

at - T1566.001
INT - Threat Advisory: Oh No Cleo! Cleo Software Actively

Figure6. CPR Dashboard ast relevant loCs and incident reports in progress.

} Incident reports in progresgFigure6): This shows a list of the open incident reports with the title
of the case (as it is in TheHive) and the tasks that are currently opened. Click on these incidents for
more information.
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2 Anomaly Detection

In this section, we present a stdqy-step user guide for working with LOMOS. The first step is model
training. The models are then used in the second step, which-lzdegd anomaly detection inference.

2.1 Setting up data sources

Elasticsearch is often used as a central database for logs from different components of simple or
complex systems. It is suitable for handling substantial amounts of data in distributed indices in JSON
format, ensuring scalability and availability. ElaGiiebeat is a lightweight agent that can be used to
push log data to Elasticsearch. LOMOS is capable of directly interacting with Elasticsearch. It can read
data from it, process it, and write the results back.

To set up Filebeat agents, refer to the original andaydate documentation by ElastjB]. Logs from
different sources should be stored in separate indices and processed separately by the LOMOS.
Elasticsearch has great support for data retention strategies. It is easy to set up the lifecycle policies in
Kibana or through the REST endpfiht

2.2 Training a log parser

LOMOS can carry out some grmcessing steps on the logs. Logs are sometimes stored in a raw semi
structured format. In such a case, log messages and timestamps must be extracted first.

MA-N J81 RAS KERNEL INFO CE sym 1@, at ma @8

rming bit
ignment

Figure7. A sample of raw BGL logs.

The extraction of the relevant data can be performed by setting the regular expressions in the pre
processing step, as shownhigures.

Preprocessing

Match message regex
A2:.A\s\d{10, \s\d{a N\ \d{2} \d{2Ns(2:\w{1,4}[-]7) {4, 8\ s\d{a\d{2}\d(2}-\d{2} \d{2} \d {2} \d{6\s(Z\w{1, 4} ]?){4, 8\s\w+\s\w+\s\w+ ) (. +)$

Match timestamp regex
A(2:4\s\d{10, \s\d{a N\ \d{2)} \d(2}\s(2:\w{1,4)[-]?) {4,81\s) (\d{4}-\d{2}-\d{2)}-\d{2}. \d{2}.\d{2} .\d(6})
Timestamp format

%Y-%m-%d-%H.%M.%S. %f

Figure8. Regulaexpressions for extracting messages and timestamps from raw logs and the
timestamp format.

We generated the regular expressions with the help of the regeft1@dol (Figure9 and Figurel0).

Based on the sample of the logs, regular expressions could be simpler. However, this would raise the
risk of falsely identifying the components of the logs. If the data is already structured in the
Elasticsearch index, we can put a regular expressionftati OKSa GKS ¢K2fS tAyS
the other two fields empty.

REGULAR EXPRESSION 7 matches (1955 steps, 1.0ms)
1. 4\s\d{10, '\s\d{4}\ . \d{2} . \d{2\s (2: \w{1,4}[IH|?) {4,8}\s\d{4}-\d{2}-\d{2}-\d{2} . \d{2}.\d{2} . \d{6}\s (2: \w{1,4}[EHEI?) {4, 8} \s\wH\s\wH\s\wt ) (. 4)§ a
TEST S|
-+1117841152 - 2005~ 3-16.25.52 NB-C:3J07-UB1-RAS*KERNEL - INFO-CE*sym+10, -at-0x08e30580 , ‘mask* 0x08
2 NB-C:387-U61-RAS*KERNEL* INFO- total-of+10-ddr-error (s) -detected:and-corrected
C+RAS *LINKCARD * INFO* MidplaneSwitchController performing:bit:sparing:on-R27-M1-L3-U18-C-bit-3
NF-C:J16-U61-RAS-KERNEL - INFO- 1347195 double-hummer -alignment-exceptions

M@-NA-C:J14-U@1°2005-06-0 o NA-C:314-U@1-RASKERNEL * INFO- 555+ L3+ EDRAM: error (s) - (dcr+0x@157) -detected-and- cor rected
M8-N9-C:J17-U11-2005-06-03-16.45.5 N9-C:J17-U11-RAS-KERNEL - INFO-generating-core.7600

Figure9. Regular expression for extracting log message from a raw log.
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REGULAR EXPRESSION 7 matches (1748 steps, 0.0ms)
+.+\s\d{10, \s\d{4}\ . \d{2} . \d{2}\s(2: \w{1,4}[EHEI?) {4,8)\s) (\d{4}-\d{2}-\d{2}-\d{2}.\d{2}.\d{2}.\d{6}) a

TESTS

-+1117841152-2005.0 M@-NB-C:J07-U012005-06-0 NB-C:J07-U01-RAS*KERNEL* INFOCE*sym* 10, at-0x08e30580, ‘mask - 0x08,

-Ue1-2085-0 o 97-UB1-RAS - KERNEL - INFO- total-of- 10-ddr-error (s) -detected- and-corrected
= C+2005-06-03 3: AS - LINKCARD - INFO-MidplaneSwitchController performing bit sparing on-R27-M1-L3-U18-C'bit 3
M1-NF-C:J16-U61-2085-06-0 o -NF-C:316-U81-RAS"KERNEL - INFO- 1347195 double-hummer - alignment-exceptions
MO-NA-C:J14-U01-2005-06-0 o C:J14-UB1-RAS-KERNEL - INFO-555+ L3+ EDRAM - error (s) * (der - 0x0157) “detected-and- corrected
©3-MO-N9-C:J17-U11-2005-06-03-16.45.59.276250 RO3- N9-C:317-U11-RAS-KERNEL - INFO- generating-core.7600.
-+1117842359-2005.06.03*R12-M1-NE-C: J12-U01 - 2085-06-03-16.45.59.681151R12-M1-NE-C:J12-U01-RAS - KERNEL - INFO- generating-core.397

FigurelO. Regular expression for extractitigiestamp from a raw log.

The next set of parameters is related to the Drain method which extracts log templates from log
messagesHigurell):

TheSimilarity thresholdsets the minimal Jaccard index of log message words for them to match into
the same log template.

The number of childrersets the depth of the Drain search tree. It specifies how many initial words in

a log must be an exact match for a log template. Increasing this number generally accelerates the Drain
process. Nevertheless, a tdigh value could lead to the incorrect wlification of potential
parameters located at the beginning of a log.

Extra delimiterscan add more characters for splitting the message string into words. For example, we
can add an underscore, which will be used beside the default space character.

Drain

Similarity threshold
0.4

Number of children
4

Extra delimiters

[-]

Figurell. Drain parameters.

Next, we add custom regular expressions for masking complex patterns, suchaddréBses or
timestamps. Drain is used for automatic parameter extraction; however, it works better if we add some
general or tailored regular expressions, afigurel2.

Custom masks
Mask

Name IP
Regex ((B<=["A-Za-z0-9])|")(\d{1,30\\d{1,30\\d{1,30\\d{1,3)((?=["A-Za-z0-9])|$)

Remove this mask

[EE
Name TIME

Regex ((?<=[*A-Za-z0-9])1*)((([01][0-9])1(2[0-4]))\s[0-5][0-9]\S[0-5][0-0] (\\d+)*)((?=["A-Za-z0-9])I$)

Remove this mask

Add new mask

Figurel2. Custom masks for complex parameters.
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The next section is used for setting the connection to Elasticsearch. We must define the IP address,
port, and credentialsKigurel3). Leave the credentials empty if they are not required by the selected
Elasticsearch deployment.

Elasticsearch

Elasticsearch host
10.10.43.253

Elasticsearch port
9200

Elasticsearch username
lomos_user

Elasticsearch password

Figurel3. Log parser training Elasticsearch connection details and credentials.

Next, we set the source index and message column nakRigsrEl4).
Elasticsearch source index
bgl
Elasticsearch log column name

log

Figureld. Log parser training source index.

Then, we musselect the data with the next set of parameters, as seeRigurel5. First, select the
period we will use for training and the field that will be used for filtering (timestamp or id). Additional
Elasticsearch filters can be used to select only the relevant data. The prefix is used to set the name of
new indices and is regyed later in the model training step to reference the parsed data. To start the
training, click on the run parser button.
Elasticsearch start
2023-01-00T00:00:00.000Z
Elasticsearch end
2023-07-31723:23:23.999Z
Elasticsearch interval field name
timestamp
Elasticsearch sorting field name

timestamp

Elasticsearch sorting field type

datetime
Elasticsearch additional fields to keep
[label]

Elasticsearch additional query

Elasticsearch new indices prefix

sunrise

Figurel5. Log parser training period selection and addition filters.
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2.3 Inspecting the log parsing results

Once the log parser is trained, it is used on the training data to parse therngdates and push them

to a new index in Elasticsearch, where the name of the index is generated based on the prefix set by
GKS dzaSNJ Ay G(KS LINBOGA2dza adGSLIE &2d2NOS AYyRSE yI
created, which stores the uniqueg templates and relevant statistics describing their frequency and

ydzYo SN 2F RSGSOGSR LI NFYYSGSNED® ¢KS adZFFAE F2N (K
a0SL) 3ASYSNIrdSa Gadzy NAaSypo3df gt 23aPad NUzORdENE R€ I
automatically accessible from the Grafana dashboard, where it can be explored through interactive
visualizations. The user can evaluate if the log templates are parsed correctly and proceed with training

the model or return to the previous step to gaiathe parameters of the log parser and rerun the log

parser training.

The first dashboard offers users an overview of the parsed log templaigsré16). There are two
histograms in the upper row, showing the distributions of the ratio between the automatically
extracted parameters to the number of words and masked parameters by the regular expressions to
the number of words. The number on the right sislgows the number of the unique extracted log
templates. The histogram below shows the distribution of log message length (number of words).
Finally, there is a table of extracted log templates at the bottom, together with relevant statistics.
Users can atck the statistics from the charts above for each of the log templates.

Parameters ratio histogram Mask ratio histogram Number of Templates

Number of Tokens per template

40

Templates

:NUM:>

ummer alignment exceptions

Figurel6. Extracted log templates overview.
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Users can click on the extracted log template to view its details, as seeiglirel7. Besides the
statistics already mentioned above, user can see actual log messages and their occurrences through
time.

Event template

generating core.<:NUM:>

Panel Title

400000

Occurrences
300000

1 037774 200000 Template ID: 3

100000

2005 2007 2009 201 2013 2015 2017 2019 2021 2023
Logs
timestamp
-28 15:10.... 0 generating core.5701
2005-07-28 15:10:.. 0 generating core.5188

2005-07-28 15:10:.. 0 generating core.5700

2005-07-28 15:10:.. ) generating core.5205

Figurel?. Log template details.

2.4 Training an anomaly detection model

When the log templates are properly parsed, we can proceed to train an anomaly detection model.
The first part, shown ifrigurel8, is dedicated to the Elasticsearch connection settings and the name
of the structured logs index, which was explained in the previous step. The next two fields are used for
the proper sorting of the logs.

Dataset Preprocessing

Elasticsearch host
10.10.43.253

Elasticsearch port
9200

Elasticsearch username
lomos

Elasticsearch password

Elasticsearch data index
sunrise_bgl_logs_structured
Elasticsearch sorting field name

timestamp

Elasticsearch sorting field type

datetime

Figurel8. Model training Elasticsearch connection details, credentials, and filters.
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To conclude the section related to data, we must select the periods that will be used for training the
model, as shown iRigurel9. At least one period is mandatory, but multiple can be set. Such a feature
becomes useful when we want to (potentially) skip anomalous data. If we are aware of an anomaly
that influenced the logs, we should exclude it from the training set.

Normal intervals

Interval

start 2023-01-00T00:00:00.000Z

end 2023-07-31T23:23:23.9997

Remove this interval

Add new interval

Elasticsearch interval field name
timestamp

Interval type

datetime

Figurel9. Training data intervals.

The next set of parameters are machine learning hyperparametée20). We must set the
percentage of data used for training, where the {efit data is used for validation during the training.
Next, we set the maximum number of epochs and early stop conditions. Then, we set the number of
warm-up epochs, batch size, and wliow size. The last parameter is the hame of the experiment for
MLflow tracking. The correct values depend on the amount and complexity of data.

Model Training

Train split
0.75

Max number of epochs
5

Number of early-stop epochs
p

Number of warm-up epochs
2

Batch size
64

Window size
100

Miflow run name

test_train

Figure20. Anomaly detection model training hyperparameters.
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2.5 Inspecting the training results

The training process can be monitored through the MLflow web dashboard. One of the more important
indicators is the training and validation losses. MLflow enables users to explore those metrics in an
interactive chart. Both training and validation losskewdd decay similarly, as seenRigure21.

Completed Runs &
oaEEss———— /1

. —e— train_|oss
Points: @ 3 val_loss
Line Smoothness & 28

1
2.6
X-axis:
24
(® Step
22
Time (Wall)
Time (Relative) 2
Y-axis: 18 P — —

train_loss val_loss

Y-axis Log Scale

Figure21. Training anomaly detection loss chart displayed in MLflow.

2.6 Setting up live inference

Once the log template extraction and anomaly detection training phases are concluded, we can use
the model for inference of new data. First, we load the parser configurafimu(e22) by the MLflow
experiment ID. The ID can be found in the MLflow web dashboard.

Anomaly Detection

Parser configuration

Miflow run id for a pretrained parser
45298acd918d47d3b03276f6edcc3155

Load parser config

Figure22. Pretrained parser MLflow experiment id.
Next, we set the inference task period in seconds. If we want to only execute the job once, we leave
the field empty. IrFigure23 we set the job to execute every five minutes.

Task period (seconds)

300

Figure23. Set the inference schedule period.
Then, we again set the Elasticsearch endpoint details and credentials as ségura24.

Elasticsearch host
10.10.43.253

Elasticsearch port
9200

Elasticsearch username
lomos

Elasticsearch password

Figure24. Anomaly detection inference ElasticSearch endpoint details and credentials.
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Next, we set the name of the index with logs and the name of the log message column. Then, we must
select the period of data that we will pass through the anomaly detector. We can again use
GAYS&Gl YLIAZ | ydzYSNAOIt AYyRSES /N BWR@GEIM ¢KR&62 Ni
are useful for periodical jobs and will ensure the processing of new data at each execution. The
configuration example is shown kigure25.

Elasticsearch source index
bgl

Elasticsearch log column name

message

Elasticsearch start
where_left_off

Elasticsearch end
now

Elasticsearch interval field name
timestamp

Elasticsearch sorting field name
timestamp

Elasticsearch sorting field type
datetime

Elasticsearch new indices prefix

sunrise

Figure25. Elasticsearch index configuration and data filters.

Finally, we set the MLflow run ID of the trained model, batch size, window size, and MLflow run name,
as seen ifFigure26® ¢ 2 NMzy (GKS AYyFSNByOS: OtAO0] 2y GKS dawd

Anomaly detector configuration

Existing inference miflow run id

Load inference config

Miflow run id for a pretrained AD model
c7d26d3233404b16bdd1bbe4323bee99
Batch size
256
Window size
100
Miflow run name

test_predict

Run inference

Figure26. Inference model configuration.
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2.7 Inspecting live inference results

We finally get to inspect the live results. The default dashboard is presented below, but it is highly
customizable since it is based on Grafana. In the first chagte27), we show the log count through
time.

Logs count

Figure27. Histogram of logs through time (e.g., per day).
Next, we show the average anomaly score, as seéigure28.

Anomaly score (mean)

Figure28. Average anomaly score.

For a better overview of the number of anomalies, charts like tho$égare29 are useful. This chart
shows the count of logs with high anomaly scores. The threshold is customizable and set to 0.7 as a
default value.

Count per day (Anomaly_scare > 0.7)

Figure29. Number of logs with high anomaly score (e.g., above 0.7).

The table at the bottom of the dashboar&igure30) shows information about timestamps, log
messages, log templates, anomaly scores, and whether the log template was recognized or not.

918000+00...

Figure30. Table of logs with anomaly scores.

Grafana enables users to focus on the periods of interest (e.g. periods with high anomaly scores) by
simply selecting the period in any of the charts. This creates alimsed filter. Furthermore, filters

based on any other field are supported. For exampkers can select to show only logs with anomaly
scores above 0.7. Users can then inspect the logs in the table and can react appropriately to address
the issues found by the system.
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2.8 CLI interaction with LOMOS

The lomoscli is a CLI tool intended for frequent log parsing, training in inference. It is written in Python
YR A& LI O1F3ISR Ay | tedKz2y LI O1F3S o6dgKEODd Li
published on the public pypy.com reposioiso the .whl file needs to be downloaded separately.

The needed parameters havetd-1 correspondence to GUI dashboard. They are saved in a JSON file.
Example JSON files are included with the .whl file. An example of log parsing is shown below:

File sunrisaénsielsesamebackend_parse.json

{
"PREPROCESSING": {

"match_message": "MAYd\\- \\: AV A+]{19,32)) (2\AwWAL-LL]+) (%)$",
"match_timestamp": "\ d\\-\\:\\\W\+]{19,32}) (?:.%)$",
"timestamp_fmt": "%¥om%d %H:%M:%S.%f",
"match_log_level": null,
"match_label": null

h

"SNAPSHOT": {
"snapshot_interval_minutes": 10,
"compress_state": true

h

"MASKING": {
"mask_prefix": "<:",
"mask_suffix": ":>",
"masking": [

OMMITEEFORBREVITY

]

h

"DRAIN": {
"max_children": 100,
"max_clusters": 3000,
"warning_special_wildcards_ratio_threshold": 0.95,
"warning_auto_wildcards_ratio_threshold": 0.5,
"sim_th": 0.4,
"depth™: 4,
"extra_delimiters™: ",
"parametrize_numeric_tokens": false

h

"PROFILING": {
"enabled": true,
"report_sec": 30

12
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"elasticsearch_id_field _name": " _id",
"export_events_format": "elasticsearch”,
"export_logs_format": "elasticsearch",

"mode": "training",

"elasticsearch_host": "PROVIDEDYDEPLOENV",
"elasticsearch_port": PROVIDEDADEPLOENYV,
"elasticsearch_source_index": "PROVIDAERCLI",
"elasticsearch_log_col _name": "logs_full",
"elasticsearch_start": "20281-17T00:00:00",
"elasticsearch_end": "20202-01T00:00:00",
"elasticsearch_interval_field_name": "timestamp",
"elasticsearch_sorting_field_name": "timestamp",
"elasticsearch_sorting_field_type": "datetime",
"elasticsearch_additional_query_field": null,
"elasticsearch_fields_to_keep": ["label", "level",
"export_name_prefix": "test",
"miflow_run_id_pretrained_drain": null,
"miflow_tracking_uri": ",

"miflow_run_name"; "test_parser",

"task_name": "train_log_parser"

In similar way, we need to provide three files:

- sunriseinsielsesamebackend_parse.json (shown above)
- sunriseinsielsesamebackend_train.json

- sunriseinsielsesamebackend_infer.json

With the log data stored in the Elasticsearch index named sesamo_logs, the parsing, training in
inference tasks are run as:

lomoscli sunriseinsielsesamebackend parse sesamo_logs
# in mlfow was created mliflow experiment with id=parse_id
lomoscli sunriseinsielsesamebackend train sesamo_logs

# in mlfow was created mlflow experiment with id=train_id

lomoscli sunriseinsielsesamabackend infer sesamo_logs parse_id train_id

D6.5 Cybephysical resilience tool and training guide V3 Page: 830f 154

[ Disscmination: [N VEEEE 1.0 [SEds S Final

Document name:
Reference:




SUNRISE

2.9 Access LOMOS results via API

Lomos2apiprovides REST API access to LOMOS results. It is implemented as a REST API. It isolates the
consuming application from the LOMOS internal working. Also, the consuming application does not
need direct access to the LOMOS internal database to find anomalies.

Example REST request:

curl http://127.0.0.1:5000/api/top_anomaly?min_anomaly_score=0.7&from_timestamp=2124
08T00:00:01.200000Z&to0_timestamp=260@%-18T00:00:01.200000Z2"

Example REST response:

{
"aggregate™: {
"count™: 1,
"max_anomaly_score": 0.7692307978868484,
"min_anomaly_score": 0.7692307978868484
h
"messages": [
{
"_index": "some_app_backend",
"_type": "_doc",
" id": "D01aa40BjZ7m1Dwy0",
" score": 1,
" source™: {
"timestamp": "202401-17T710:06:03.000014",
"logs_full": "202401-17 10:06:03.000014 DEBUG BaseJdbcLoggerss59 Updates: 1",
"anomaly_score": 0.7692307978868484

}
}
]
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3 Threat Intelligence

The interaction within the threaintelligence module can be done through two paths: the graphical
user interface and the API.

The following shows and describes the sharing capabilities.

3.1 Use ofWEBGUIfor securedata sharing

The WEBSUI shows a login fornfrigure31) that verifies the credentials against the ones stored in
Keycloak.

i | TINTED

Sign In

Remember password
SIGN IN

Figure31. TINTED Login.

Supposing that we have logged inAliefor the first time, then we must configure the platform. We

have to indicate the different parameters related to the MISP instance such as the URL and the API key
(Figure32), apart from the passphrase for encryption and other information about the events shared
within MISP Figure33).

Figure32. System Configuration.
[E) | TINTED s s cotprin 1000

Figure33. Sharing Configuration.
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After configuring the required parameters, we will be redirected to the main page. In this case, as it is
the first time that we access the platform we will observe the absence of evEiggre34).

% [ TINTED ...

1 Info Date Organisation Published Access Until

Figure34. Events on the main page (currently empty).
Moving to the Share webpage, we can see the fields that are available, as illustr&igdrnes5.
For this guideline, we are going to show the process of sending an evenificeto Boh

To initiate the process, a JSON file that follows the MISP event structure is submitted. This file serves
to extract the attributes within it, allowing for the selection of desired privacy treatments, which
include encryption, anonymization, or maintainidgta in cleartext form. Subsequent steps involve
populating information fields such as Incident Date (optional, formatted as-:¥M¥¥PD'"), Event Tags
(optional keywords describing the event), and Event Info (mandatory event description).

Further actions involve choosing recipients from a Keyeloa#ted list, encompassing various user
types like individuals, organizations, sharing groups, or platform roles. Dates are then selected to
determine the availability timeframe for the informatio@nce this period elapses, the event becomes
inaccessible on the platform. This information, including the start and end dates and the involved
users, is stored in the "sharing_agreement" file, attached to the event as depickagLire37.

Lastly, the MISP objects and attributes are contained within a dynamic table. This table is populated
with data sourced from the uploaded JSON Hgure35 displays a MISP Event with malicious IPs as
attributes. Users have the freedom to append or remove attributes while also choosing the desired
transformation type. The default choice is "cleartext,” which maintains data as is. Alternatively, data
protection options of encryption or anonymization can be selected if desired.

|z |TINTED -
Share Threat Intelligence
8 CPpCcCDo
(= ]
Fin
[ #5- |
Figure35. Information Sharing Form.
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After sharing the event, we can observe how it has arrived to the MISP instEigauee36 shows that
the field Event info is encrypted and if we access the event ifSiglti{e37), we also see the different
privacy transformations that have been carried out.

P

Events
n MyEvenss  Org Evers v .
1 v Chusters. Togs. #Coer Actions.
v ae Zue
Agentresis (] 2
bob-concordia_sharing
< rzee
HE < izwe
< izee
< rzee
~ WDeleled E2Decayscoe MSghingDB @ Contet  %°RelatedTags Y Filtering fool m
Date 7 org ory Type Value Tags Galaxies Comment Comelste  Related Events Feed hits 10 Distribution  Sightings  Activity Actions
Q et QK s zw
(00)
a wer 004 su s
DZ1 (0/0/0)
Q o LA ]
(00r0)
a wes 00 sss
(0/010)
Sharing Agreement Q inherit [el=Pd LA s |
(0/0/0)

Figure37. IndividualEvent details; MISP.

As the MISP instance does not make a distinction between users, it is crucial to protect the information.
In this case, if Bob wants to read the specific information that has been shared with him, he just needs
to login to the platform with his credential@s inFigure31). Then, he will see that a new event has
been received on the dashboarigure38).

)| TINTED ... ..

d Info Date Organisstion  Published Access Until

Figure38. TINTED Information Received dashboard.
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If we click on the event itself, we can get the information after the decryption pro€égsré39).

This is a test about how to use TINTED platform!

Event Description
Share complete event
Event ID
uuiD 00315865-4611-4c5d-bIb2- koeBe6 6T 14
Event Info This is a test about how to use TINTED platform!
Event Date
Organisation ATOS SPAIN

Tags Agentlesls €2 bob-concordia sharing

Attributes

Category Type Object Relation Value

Figure39. Individual Event detailsTINTED.

If we want to manage the platform with a privileged role we can set up the administrator role. If the
user possesses the administrator role within the platform, they will have the capability to oversee
other usersFigure40andFigure41depict the distinct users registered in TINTED and the functionality

to sign up a new user, respectively. This dashboard maintains a dynamic link to the data stored in
Keycloak.

Username Email First Name Last Name Creation date User Role

administrator adr I Administrato Thursday 20, May 2021 Administrator

slejandro estobanalej@gma Alojands Vega Thursday 20. May 2021 Publisher

Publisher

bob bert@test.com Robert Thursday 20 May 2021 Publisher

esteban esteban armas@aderen.es Estebar Arma: hursday 20 May 2021 Administrator

Thursday 20. May 2021 Publisher

Figure40. Administrator Management Dashboard I.

IR TINTED e s i i e

Figure41l. Administrator Management Dashboard II.
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3.2 Use ofApplication Programming Interfac¢@Pl) for secure data sharing

As mentioned earlier, the GUI represents one of the two methods through which we can interact with
TINTED. Its purpose is to act as an intermediary layer between the user and the orchestrator API.
Nevertheless, there exists a direct means of communicatittiy the orchestrator API. Presently, the
orchestrator API operates as a stateless application, requiring configuration parameters inputted
through the GUI to be transmitted with each request to the orchestrator API. These parameters
encompass:

} Information pertinent to MISP configuration, specifically the URL of the targeted MISP instance for
event sharing and its API key.

} Sharing Agreement details, outlining the sender of the event and its intended recipient. The sender
must match the user authenticated in the parameters.

This approach allows us to replicate the graphical interface's functionalities using the API.

In cases where we retrieve a list of MISP attributes, we can introduce the "transformation” field to
these attributes. This empowers us to determine the transformation to be applied: encryption,
anonymization, or "cleatext". Additionally, API requests méncorporate an extra parameter, termed
"user_policies". This parameter permits the definition of default behaviour for attributes across one
or multiple events. Consequently, we can acquire a list of events from MISP and apply a policy defined
by the use. To download a list of events, we can do it through the GUI of the instance, as shown in
Figure42 andFigure43, or through an API request to MISP, as showriguire44.

Events
2 34 5 n
[ ] wy Evonts Org Events | @~ | Eventinfo v
O & cifidog Ownerog 1D Clusters  Tags #ALtr. #COI. Creator user Date info Distribution  Actions
a ?21621 (] vuinerabiiity 9 1 20230804  Avulnerability exisis in the HCI IEC §0870-5-104 function included in certain versions of the RTU500 series Communty £ L WO
@ TIE: Score-Analysis=2.76" product The vulnerability can only be exploited, if the HCI 80870-5-104 is configured with support for IEC 62351
5 and the GMU cantains the license feature *Advanced security’ which must be ordered separately. If these
preconditions are fulfiled, an attacker could exploit the vulnerability by sending a specially crafted message to
the RTUS00, causing the targetsd RTUS0D CMU 1o reboot. The vuinerabilty i caused by a missing input data
validation which eventually i exploited causes an internal buffer to overfiow in the HCI IEC 60870-5-104 function
721622 9 1 2023-08-04 A vulnerability exists in HCI IEC 60870-5-104 function included in certain versions of the RTUS00 series product.  Communiy € =~ L W@
@ TIE:Score-Analysis='2.76" The vulnerabity can only be exploited, ifthe HCI 60870-5-104 is configured with support for IEC 62351-3. After
session resumption interval is expired an RTUS00 iniiated update of session parameters causes an unexpected
restart due 1o a stack overfow.
721620 2023-08-04  External input could be used on TEL-STER TelWin SCADA Weblnterface to construct paths to files and Communiy & L WO
@ TIE:Score Analysis="2.67' diractories without properly neutralizing spacial elements within the pathname, which could allow an
unauthenticated atiacker to read fles on the system
721619 7 2 2023-08-03 Al versions prior to 9.1.4 of Advantech WebACcess/SCADA are vuinerable to use of untrusted pointers. The RPC Communiy € L W@
@ TIE:Score-Analysis='2.67" arguments ihe client sent client could contain raw memery pointers for tne server to use as-is. This could allow
an attacker to gain access to the remote fil system and the abilty to execute commands and overwrite fles.
21617 72 2023-08-03  SpiderControl SCADA Webserver versions 2.08 and prior are ulnerable 1o path traversal. An attacker with Communty ¢ LI W@
@ TIE: Score-Analysis="2.67" administrative privileges could overwrite fles on the webserver using the HMI's upload fle feature. This could
create size zero files anywhere on the webserver, potentially ovenriting system files and craating a denial-of-
senvice condition.

Figure42. Selection of multiple events in MISP instance.

Export the selected events into the selected format

Export Format

MISP JSON

Figure43. Download of events in MISP JSON format.
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MISP - obtamE ventsByld B
= R En
® none @ form-data @ wwww-form-wiencoded @ raw @ binaty @ GraghQL  JSON Sty

« 3
Body N Mo st R a " g 4360 SaveResponse

Petty  Raw evew Jailze
2% .
100":"0*, "proposal_esa .
*b34a4621 -8558-42¢ .
.
.

":%8", “celeted” obf e places to dry them, 5o

%o harvest for the next season outside to ory it suf *:false, "Uuid" : "2cd30911-DAGH-4b0B-D4RL-973c2690845", [
‘o 1ve":*2022-12-91710:38:49", "Galaxy .
*ShadosAtt *shazing_group_16°:"e" »
“gtsnb . obsect_telation”:mull #
3t o, f0°:" .

*68658C01 4608413

167660687",
tbute*: ()}, {*16":*3976275"
"gisable_correlation’:false, “object id":"
*uu10" :*g5a3711c - 319¢-407- aced- JateItISeacy”,

To_ids":trve
T3t_seen’:null, ‘last_seen*snall, §

Lnestanp” : *1676469687" , *comment ¢

Figure44. HTTP request to download MISP events.

Once we got the desired events, we must insert them in the HTTP request that is sent to the
orchestrator. The format of the request is showrFigure45.

TIE-TINTED | Orchestrator-MultipleMISPEventsWObjects

POST v hupy/ /share

Params Authorization Headers (8) Body » Pre-request Script Tests Settings

none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL JSON v

2 ) “response": [ .-
7687 1.
768 ) “sharing_agreement”: {-
713 i,

> "misp_instance”: {--
P

> “default_attr_policies*: [
]

Figure45. Orchestrator HTTP request format.
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The response field is populated with the events that we have previously downloaded. Meanwhile the
format of the sharing_agreementand misp_instancdields are shown irFigure46 and Figure47,
respectively.

Figure46. Sharing Agreement field. Figure47. MISP instance field.
Figure48provides an illustration of the user policies.

“default_attr_policies"

“filter"
"Event.info" "in|Suspicious IP addresses”
"Event.Tag" ["2646", "1028"
"Event.distribution™ "3"
"Event.Attribute.category™ “Network activity"
"Event.Attribute type": ‘ip-src”
"Event.Attribute.value" “200.37 55.108"
“sharing_agreement from_user": "449340a2-712a-456e-8b18-42eeafedc8d4”
"sharing_agreement to_user": "37ceecs50-e652-4515-8cof-63f715851b5b"

"transformation": ".*

“filter”

"Event.info" “Suspi 5 IP addresses”

“Event.distribution”: 3"

"Event Attribute.category™ "Network activity"

"Event.Attribute type": “ip-src”

"sharing_agreement from_user": "449340a2-712a-456e-8b18-42eeafedc8d4”
"sharing_agreement to_user": "37ceec50-e652-4515-8caf-63f715851b5b"

"transformation”: "anonymization"

“filter”
"sharing_agreement to_user": "37ceec50-e652-4515-8cof-63f715851b5b"

"transformation”: "encryption”

Figure48. User policies for privacy sharing.

As observed, the "user_policies" parameter consists of a collection of distinct policies. Each policy
comprises a combination of a filter and a transformation. The filter establishes a condition that must
be met, while the transformation determines whethtre attribute is to be encrypted, anonymized,

or kept in its original form ("cleaext"). These policies are executed sequentially. When a policy's filter
matches the attribute, the corresponding transformation is applied, and subsequent policies are no
longer assessed. To fulfil a filter's requirements, all the specific conditions within it must align. The
filter can encompass criteria related to the event, attributes, objects, or sharing agreement fields.

Within the first policy filter's "Event.info" field, the "|" operator is employed to signify an "in" condition
type. This indicates that the event's "info" field should contain the substring "Suspicious IP addresses".
Alternatively, using "=" followed byhé "|" operator would indicate an equality condition, requiring

the "info" field of the event to precisely match "Suspicious IP addresses". Additionally, it is significant
that transformation values can be set as ".", aside from the options of encryptmmymization, and
"cleartext". This specific transformation denotes that the attribute remains unaltered. This feature

accommodates instances when received events have already predetermined transformations, offering
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the capability to introduce exceptions to established rules. In the given example, it serves as an
exception for the value "200.37.55.108" concerning the subsequent policy.

3.3 Scoring capabilities

One of the main components of TINTED is the Threat Intelligence Engine (TIE). It acquires events from
the MISP instance and generates a threat score. This score can be divided into its different heuristics,
that are on diverse metrics, like timeliness,nding, and completeness. Concurrently, we augment

the received event's contextual information, a highly valuable enhancement. This entire procedure is
referred to as CTI enrichment, as describe#igure49.

/

~

3) Score calculationrequest

2) New event
4) Update event available

with score

1) Publish

= Misp —t 5
Event 50001
Docker
Server

Figure49. TIE architecture.

The central part of TIE is the HeuristicEngine. It processes API requests containing MISP Events and
computes the score by considering the following factors:

} Static data: Information about the infrastructure.
} Dynamic data: Events, alerts, and vulnerability assessments.
} CTI (Cyber Threat Intelligence): The received event itself.

Subsequently, this score is integrated as an Attribute, updating the MISP Event within the MISP
Instance.

The second element in TIE's architecture is the ZeroMQ client. A MISP Instance can be configured with
a ZeroMQ Server, which the TIE system capitalizes on. The ZMQ Client is established as part of TIE and
subscribes to the MISP Instance's ZMQ queue. WHessh event arrives, the client sends a request

to the HeuristicEngine component. This action triggers the execution of heuristic functions that
ultimately lead to the score computation.

TIE does not encompass all MISP objects. Instead, it concentrates on four specific objects considered
highly valuable in the realm of threat intelligendéulnerability, DomainIP, BTCAddress andFile

These four objects comprise various attributes, including required and optional ones, which later
contribute to the heuristics' calculations.
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Figure50shows different MISP events that have arrived at the instance, and they have been processed
for threat score calculation. Ifrigure 51, we can observe one individual event that contains a
vulnerability object.

._Evems

. [0 1Yo s 0 T sccreAnsrin=o
= @ Maiware [ @ [ ] @ matware_ciassification mahweare-category=Botner”
3 TIE Score-Analysin=2 18

N Ty ———
D cybo et ramemor Engagemert="espio-vuinerabites”

Figure50d alL{t S@Syila

~ WDeleted E2Decayscore @Context %°Related Tags Y Filtering tool
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(0/019)
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Figure51. Vulnerability object.

3.4 Source Confidence Score

The new functionality "Source Confidence Calculation” included in TINTED has been implemented
introducing several capabilities to enhance existing functionalities:

} Dynamic Adjustment of Source Confidence: This allows dynamic updates to the confidence level of
intelligence sources, ensuring users have access to the mestdgite data reliability assessment.

} NATO Admiralty Tag Assignment: This assigns a specific "admiralty" tag to each intelligence source,
facilitating identification and categorization within the system.

} Scoring Model Integration/Adjustment: This integrates TINTED's existing scoring model wih state
of-the-art methodology to provide a comprehensive and accurate evaluation of source reliability.
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Figure52: Source Confidence Score Architecture.

This source confidence score functionality uses data received directly through intelligence feeds
configured in the MISP instance but also retrieves information with requests to the API provided by
these intelligence feeds. The idea of using both is that although in some cases they will provide the
same loCs, sometimes more context information is provided when requested to the API. Consequently,
it can operate in three modes, configured via the "FIRED MODE" environment variable:

} MISP: Intelligence feeds received from MISP through ZeroMQ Client.
} API: Intelligence feeds received by invoking APls provided by the sources.
} ANY: Both modes of data collection are enabled.

To leverage this functionality, we must go through the already mentioned .env file described in
Deployment sectior2.3.5

3.4.1 Data Collection

The list of intelligence feeds considered for source confidence calculation is the one defined in the file
intelligence_feeds.jsorEach source will be defined by a JSON structure as shown: below

"name”: "

to be malicil

"apikey”: 5 b a: 75bb
"periodicity

"interval™:

"options™:

"format™: "

"categorie

"service™: "",

"context properties”: 4,

"enabled": B

"private”:

I

Figure53: Intelligence feed JSON definition
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Name:This name will be used to identify an intelligence feed. If the intelligence feed is also included

in the MISP instance enabled feeds, this name must match the one configured in the MISP instance
FYR (GKS 2yS akKz2gy Ay (KS ticcahdythe sanieyies donfiguledih RP ¢ K
the MISP instance or part of it, in the case of multiple events generated by a same threat intelligence

data source that have the same prefix.

There should not be any problem as long as Mi@Rinistrators do not change the name given to
the feeds. This way we will avoid any inconsistencies between MISP satellites and the central
MISPEX instance.

O & creator or Owner or, g D Clusters Tags #Attr.  #Corr. Creator user Date
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>
@

/-ENV  ARI-DEV-ENV ? 480 mmalsiln.domainhed 4 1 adming nin.test 2023-10-2

» | >
=

V. ARI-DEV-ENV ? 497 20272 4

V. ARI-DEV-ENV ? 499 Q@ malsilo_url feed 2

¢ ARI-DEV-ENV —510 [ Blockiist.de (strongips) 5 1

el

admin(

ARI-DEV-ENV —8 @ Feodo Tracker Botnet C2 IP Blocklist 8 2 admin(
di
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Figureb4: Intelligence Feed Name in MISP Dashboard.

Description:A short description of the intelligence feed.

URLThe intelligence feed endpoint that will be invoked to retrieve loCs.

Apikey:The API Key required to get loCs from the source (if any). This field is optional.

Periodicity: This indicates how often the intelligence feed URL will be invoked to get loCs. It can
KFIdS GKS FT2tft2¢6Ay3 Ol fdSay GRIFIAf@éT GAYyGSNIDI Pk
Interval: This value is used with the previous one (periodicity) for scheduling periodical retrieval of
information.

Options: This includes options to be added in the requests sent to the intelligence feed API. For
SEFYLX SY wafAYAlUGTIrmMnéed S5AFFSNBYld 2LIGA2ya OFy 08
Format: This specifies the format of the data received from the intelligence feed using its API.

Categories:This contains the type of 10Cs provided by the intelligence feed. It is used for the
generation of the MISP events or attributes when |0Cs are retrieved from threat intelligence sources
RANBOGf & NBdzSadAaAy3ad GKSAN ! t-R&®G -mANSBLITHEDEZ | 2 NI
AR2YIAYERALER2VGIANY € GYRpéX aSYFATE YR aFAL Sy
Service:This is an optional field that includes the name of the service related to the loCs provided

by the intelligence feed. For example, it is a tor node or IP address related to ssh brute force attacks.

This information is not currently used in the sourcefaaence calculation.

Context_properties:This indicates the number of context properties provided by an intelligence
feed. This value is used for extensiveness calculation.

Enabled:This indicates if this intelligence feed will be considered or not in the source confidence
calculation.

Private: This indicates if this intelligence feed is a private or public source. Public sources will be
published to MISP whereas private ones are not.

3.4.2 10oC Features Calculation
The heuristics involved in the source confidence score are described below:

}

Document name:
Reference:

Extensiveness Calculation

Extensiveness measures how much context an intelligence feed provides to complement additional
information. With extensiveness, we assign a higher source confidence to intelligence feeds that
give more context per loC.
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The timestamps provided by us during the processing of 1oCs are not considereexiethgiveness
calculation. Otherwise, we would be giving advantage to those feeds without timestamp since we
are always including this piece of information.

The formula used is based on Equation 4 of the paggrwherez is the total number of l0Cs
provided by the intelligence feeds, (oi)s is the number of contextual properties provided fantbC
n is maximum number of contextual properties.

SCE(S) — zi (O'E-)S
8

- n
i=0

In the current implementation, we assume that all 10Cs provided by the same intelligence feed
have the same context properties, as indicated in the configuration of the intelligence feed. This
number of context properties is according to the informatiomatthcan be retrieved when
requesting the feed API, since it sometimes provides more context (e.g. country) that is not
provided when the loC is received through a MISP feed.

The context properties currently considered in the extensiveness calculation are:

- Timestamp of loC publication provided by the feed.

- Timestamp of the last sighting of the loC.

- Timestamp of the first sighting of the IoC.

- Country.

- Service associated to the IP address.

- Description of threats/malware related to the IoCs.

- Hash of the malware related to a domain or IP address loC.
- Status of a service with an IP address.

- Number of sightings per loC.

} Timeliness Calculation

Timeliness defines how fast an intelligence feed shares its loCs compared to other feeds. If a certain
intelligence feed shares the same 10Cs later than others, the 10Cs could be outdated. Considering
the slowness in sharing its 10Cs, we will assign tas€es confidence to it.

The formula used is based on Equation 7 of the p§4§L9]:

SCp(s) = i ZS min(t;) — ((ts)i — A) 1 Z‘g min(t;) — (tg); + A

Zs 10 (ts)i — ((ts)i — A) Tz A

i=0
To measure timeliness, we consider the timestamp field and not thesinsh field as sometimes
feed Xsighted an l1oC beforieed Ybut the first one that decided to share it weed Y

} Completeness Calculation

Completeness defines how much an intelligence feed contribute to the total collection of loCs.
Please note that this score focuses more on the quantity than on the quality of an intelligence feed,
assuming that if it has many loCs, the feed is more useful.

The formula used is based on Equation 9 of the pgfler

Zs

SCo(s) = Ztotal

} Whitelist Overlap Score Calculation

Whitelist Overlap Score defines how much of the IoCs in an intelligence feed also exist in a trusted
whitelist. The formula used is based Bruation 10 of the pap@]> ¢ KSNB A G0 KlFa 0SSy
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OFraadzyAya GKIG Fy AyidSttAaaSyOS FSSR Aa GNMzadg2
(assuming that a small overlap between an intelligence feed and a whitelist should not have a large
influence on the whitelist overlap score):

Ug

3
zs,p))

Currently, this heuristic is calculated using thsco Umbrella domain whiteliand considers as

whitelist the IP ranges used froohoud providers These whitelists are downloaded from the URLS
configured in the environment variables, WHITELIST_IP_URL and WHITELIST_DOMAIN_URL and
stored as csv files to be used in the heuristics. These whitelists are downloaded initially when the
service is deployednd then periodically every day at 07:00h. This time can be configured with the
environment variable WHITELIST_DOWNLOAD_TIME. The CSV files with the downloaded whitelists
are maintained locally, with the number of days configured in the environment variabl
WHITELIST_DAYS_TO_KEEP (by default, 2 days).

This heuristic requires you to download whitelists, which is not possible in the case of no external
access from the server where the service is running. For that reason, the environment variable
ENABLE_WHITELIST has been added to enable the calculatlue sfore (by default, it is

disabled). If not enable, this heuristic is not considered in the calculation of the source confidence
score.

SCw(s) =maz(0, 1 — (

} Source Confidence

The four heuristics presented in the previous section are used in a weighted mean to calculate the
source confidence of the gathered intelligence feeds. This is the value that will appear in the tag
GTINTED:SoureBcoré 2 F (GKS alL{t S@Syid [aa20AlFdiSR gA0GK |

ARI-DEV-ENV ARI-DEV-ENV

(@ TTED:Source-score=sr.54] & | =S
(@ TWTED:Source-score=s8.34] & |~ =

ARI-DEV-ENV ARI-DEV-ENV

ARI-DEV-ENV  ARI-DEV-ENV

0O 000
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Figure55: TINTED Source Confidence Tags.
The formula used is based on Equation 11 of the pffer

_ Wi - 5Cp(s) + Wr - SCr(s) + We - SCc(s) + Wiy - SCw (s)

SC(S) Wg+Wr 4+ We + Wy

Currently, these weights all have a value of 1 which means that all the heuristics have the same
relevance for the source confidence. However, some of the heuristics such as completeness could
be less useful than others such as the whitelist overlap sooalculate the source confidence.
These weights can be configured through the environment variables WE (weight for extensiveness
feature), WT (weight for timeliness feature), WC (weight for completeness feature) and WW
(weight for whitelist overlap feate). Some experiments will be performed during Spring 5 to
determine the influence of the different features and the weights to be configured for the source
confidence calculation.

Each MISP event associated with an intelligence feed is also tagged using the Admiralty taxonomy
0 admiralty-scale:sourceeliability"), a structured classification system designed to enrich event
data. This assigned admiralty taxonomy plays a crucial role in calculating the decay of Indicators of
Compromise (loCs). Whenever an loC is analysed, its decay is influenced by the Admiralty
taxonomy value of the associated event. This ensures that the significance of an IoC is dynamically
adjusted based on the x@nomy classification. The integration of Admiralty taxonomy into the loC
decay calculation process allows for a more nuanced and coateate approach to threat
intelligence analysis.
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The mapping between the TINTED source scoring and the admiralty tag is done according to the
following table:

Tablel: TINTED score mapping with Admiralty tag

TINTED Score Admiralty Tag Numeric Value
100
>=62,5 admiralty-scale:sourcdNB f A | 6 A f 75
>=37,5 admiralty-scale:sourcdNB f A | 6 A f 50
<125 admiralty-scale:sourcdNB t A | 0 A f 25
} 1oC Scoring

For each IoC in a specific intelligence feed, a separate 10C score is also calculated following the same
formula used for the Source Confidence calculation, but only with those heuristics that apply to
individual 10Cs; these are extensiveness and timedinekhis value will appear in the tag
GTINTED:1oGcoré of the MISP attribute with the 10C for the specific MISP event associated with

the feed.

+ = Scopetoggle ~ W Deleted 1= Decayscore @ Context " Related Tags 'V Filtering tool Enter value to search m
[) Datet  Category Type  Value Tags Galaxies Comment Comelate Related  Feedhits IDS  Distribution Sightings  Activity Actions
Events
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() 2024-03-11 Payload delivery filename ~host-fle-host6.com @ TINTED:Extensiveness=0.56 %* x Q Inherit O F sE W
@ TINTED:Timeliness=1 %"

x
@ TINTED:I0C-Score=0.78 %" x

{01010y

@ admiralty-scale:information-credibility="2 %" x

Figure56: TINTED loScoring Tags.

} Final Score

The final score is a combination of the scores for all separate intelligence feeds and the confidence
scores of these feeds.

To avoid every feed having the same amount of influence, we want feeds with a higher source
confidence to have more influence than feeds with a lower source confidence. To achieve this, the
final score needs to be a weighted mean, where the source cordel@rorks as a weight on the

final score per feed, as shown in Equation 15 of the p§I§L9]:

ZN source_con fidence? - score;
i=0 * -« : i S i

final_score = N ‘
Y i_o source_con fidence;

The final score has been developed as an endpoint in the TINTED Orchestrator working on demand.
This way, the user can retrieve the final score for a specific 10C.

You must send the following request:
Method: POST

URL
http://IP_ADDRESS WHERE_ORCH_IS DEPLOYED:PORT/orch/get_average_ioc|

Payload
{

}

ioC: XXX XXX XXX. XXX (IP addresses, domains, hashes and emails)
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3.5 10C enrichment with MITRE ATT&CK techniques

Another important feature that has been integrated in TINTED is the ability to enrich 10C with
techniques from the MITRE ATT&CK matrix.

The feature uses the same logic the scoring. For each new event that is received in the MISP
instance, the HeuristicEngine, leveraging VirusTotal API endpoints, introduces the techniques
associated to those attributes.

This way, whenever Cl operators pull limited information from intelligence féédarg57), they can
get more insights about the loC they received, as showigares8.

Figure57. loCs before enrichment with MITRE ATT&CK techniques.

Figure58. loCs after enrichment with MITRE ATT&CK techniques.

To enable this functionality, the user must set the environment variable
G9b! . [ 9YaLe¢woOyP9bwL/ I a9bt¢é Ay (GKS dSy@d FAELS (G2 ¢N
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